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1. HACHOPT PABOYEM ITPOI'PAMMBbI
HNPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.01 BeinosiHeHue padoT M0 NPOCKTUPOBAHUIO CeTEBOM HH(PPACTPYKTYpPbI

1.1. O61acTh npuMeHeHusi padoyeil MpPorpamMmabl

Pabouas mnporpamma mnpodeccuoHanbHOrO MOAYyJIs «BbimomHeHnne padboT 110
MIPOCKTUPOBAHMIO CETEBON MHPPACTPYKTYPBI» ABISICTCS YaCThIO MPOrpaMMBbI IMOJITOTOBKH
CIeUaIuCcTOB cpeaHero 3BeHa B coorBercTBUUM ¢ PI'OC CIIO mo cnenuaabHOCTH
09.02.06 «CeteBoe U CUCTEMHOE aAMUHUCTPUPOBAHUE)» B YACTU OCBOEHHUSI OCHOBHOIO
Beimonnenne paboT 10 MPOCKTHUPOBAHHMIO CETEBOMU
u (dopmupoBanus cienyrommx ob6mmx kommereHmuid (OK) wu

Buaa JnesarenbHocTH  (OBJI):
UHPPACTPYKTYPHI

npodeccuonansHbix kommereHui (I1K):

1.1.1. [lepeuenb 0OMMX KOMIIETEHIIUN

Koo Haumenosanue oouux komnemenyuii

OK 1. Buibupams cnocobwl pewenus 3a0au npogheccuoHanbHoll 0esimenbHOCmu,
NPUMEHUMETIbHO K PA3IUYHbIM KOHMEKCMam

OK 2. Ocywecmenams NOUCK, AHAIU3 U UHMeEpnpemayuiro uHgopmayuu,
He0OX00UMOU OJis1 8INOJHEHUSL 3a0aY NPODeCcCUOHAIbHOU 0esmelbHOCMU

OK 3. Ilnanuposams u peanuzogvléames coOCMEEHHOE NPOGDECcCUOHATbHOE U
JIUYHOCMHOEe pa3eumue.

OK 4. Pabomamy 6 konnexmuse u komanoe, aghghexmusno 83aumooeticmeosams
C Kole2amu, pyKo8oOCME0M, KIUSHMAMU.

OK 5. Ocywecmenams ~ YCMHYI0O U NUCOMEHHYIO  KOMMYHUKAYUIO  HA
20Cy0apCmeeHHOM S3blKe C Y4emomM O0COOeHHOCmel COYUalbHo20 U
KYIbMYyPHO20 KOHMEKCMmA.

OK 6. IIpossnamo 2PANCOAHCKO-NAMPUOMUYECKYIO no3uyuio,
0eMOHCMPUPOBAMb OCO3HAHHOE NOBEOeHUe HA OCHO8E MPAOUYUOHHBIX
0OweuenoseyecKux YeHHocmel.

OK 7. Cooeticmsosams COXPAHEHUIO OKpydHcarouyel cpeovl,
pecypcocbepedceruro, d¢ppekmusno Oelcmeosams 6 Upe38blYAUHbIX
CUmMyayusix.

OK 8. Hcnonvzosams cpedcmea usuueckoii Kyibmypvl 0N COXPAHEHUS U
VKpenieHus 300po6bs 8 npoyecce npopeccuoHarbHol 0esamenrbHOCmuy U
nooodepacanue HeodXo0UMo20 YposHs husuueckol no020moeIeHHOCHU.

OK 9. Ucnonvzosams ungopmayuonnvie mexHonocuu 6 npoghecCuoHaIbHoll
odesimenbHOCmu

OK llonvzo6amubcs npogheccuoHanbHoll O0oKyMeHmayueu Ha

10. 20Cy0apCmeeHHoOM U UHOCMPAHHOM SI3blKe.

OK Inanuposamo NpeoOnpUHUMAMENbCKYIO 0essmenbHOCMb 6

11. npogheccuonanvbHoll cghepe

1.1.2. Tlepeyensb npodeccroHaTbHBIX KOMIIETEHIIUMA

Kon

Haumenoesanue 6uoosé oesmenvnocmu u I’lpO(pQCCI/lOHCUlebZX KOMI’lemeHl/ﬂ/lﬁ
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BJI 1. Buinonnenue pabom no npoekmupoganuro cemegou uHghpacmpykmypul

[IK 1.1. | Beinoansams npoekmupoganue KabeabHOU CMpYKmypbl KOMIbIOMEPHOU Cemiul.

IIK 1.2. | Ocywecmenamo 66160p mexHono2uu, UHCMPYMEHMATbHBIX CPEOCME U CPeOCHE
BLIYUCTUMENLHOU MEXHUKU NPU OP2AHUZAYUL NPOYecca pa3pabomKu u
uccedo8anusi 00bLeKmos nPoghecCUOHANbHOL QesIMeNbHOCHIU.

[IK 1.3. | Obecneuusamo 3awyumy ungpopmayuu 6 cemu ¢ UCNOIb308AHUEM NPOCPDAMMHO-
annapamHulx cpeocms.

[IK 1.4. | Ilpunumamo yyacmue 8 npuemo-coamoyrbix UCNbIMAHUIX KOMNbIOMEPHBIX
cemeti u cemego2o 060pyY008aHUs pA3TUYHO20 YPOBHS U 8 OYEeHKe Kauecmed U
9KOHOMUYECKOU 3¢hghekmusnocmu cemesou monoio2uu.

[IK 1.5. | Beinonnams mpebosanusi HOpMamu8HO-mexHu4eckol OOKYMeHmayuu, umems
onvlm 0opmieHUs nNPOeKmMHOU OOKYMEeHMAayuu.

1.2 Hean um 3agaum npodeccHOHATBLHOT0 MOAYJSI — TPeOGOBaHUS K pe3yJibTaTam
OCBOCHHS NMPO(decCHOHAIBLHOI0 MOAYJIA
C menpl0 OBJIAJEHUS YKA3aHHBIM OCHOBHBIM BHUJOM  JIEATEIBHOCTH U
COOTBETCTBYIOIIUMHU OOIIMMH U MPOPECCHOHATHHBIMU KOMIIETEHUIUSAMU O0YyUaIOIIUIiCs B
X0JI€ OCBOEHHUA NPO(HECCHOHATEHOTO MOYJIS TOJKEH:
UMETh MPAKTUYECKUI ONBIT B:
— MPOEKTUPOBAHUM APXUTEKTYPHI JOKAIbHOM CETH B COOTBETCTBHM C IMOCTABJICHHOM
3aJ1a4ue;
— YCTaHOBKE M HACTPOMKE CETEBbIX NPOTOKOJOB M CETEBOro 00OpYyAOBaHUS B
COOTBETCTBUM C KOHKPETHOM 3a/1a4ey;
— BBIOOpE TEXHOJIOTUH, WHCTPYMEHTAJIBHBIX CPEICTB MpPU OpraHu3aluu Ipoliiecca
WCCIICJIOBAHUS OOBEKTOB CETeBOU MHPPACTPYKTYPHI;
— o0ecrieyeHnH O€30MIaCHOrO XpaHEeHUs U nepeaadyu MH(OpMaluu B JIOKAIBHOMN CETH;
— HCIOJb30BAaHUU CIEIHUATBHOIO MPOTrPaMMHOTO OOECTIeYeHUs! ISl MOZCIMPOBAHUS,
IPOEKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEM.
YMETB:
— MPOEKTUPOBATH JOKAIBbHYIO CETh, BHIOMPATH CETEBbIE TONMOJIOTUH;
— HCIOJb30BaTh MHOTO(DYHKIIMOHAIbHBIE MTPUOOPHI MOHUTOPUHTA, IIPOTPAMMHO-
anmnapaTHbIE CPEICTBA TEXHUYECKOIO KOHTPOJIS JIOKAJIbHOM CETH.
3HATH:
— 00IlIMe TPUHLHUIIBI IOCTPOCHUS CETEH, CETEBBIX TOIMOJIOTUNA, MHOTOCIOMHON MOAETN
OSI, TpeboBaHul K KOMIBIOTEPHBIM CETSM;
— ApPXUTEKTYpy IPOTOKOJIOB, CTAHAAPTU3ALMH CETEW, ITANlOB MPOEKTUPOBAHMSI CETEBOM
UHPPACTPYKTYPBI;
— 0a30Bble MPOTOKOJIBI U TEXHOJIOTUU JIOKAIBHBIX CETEH;
— TPUHLMIBI TIOCTPOCHUST BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEM;
— cTraHAapThl Kaleseil, OCHOBHbIE BUJbl KOMMYHUKALIMOHHBIX YCTPOMICTB, TEPMHHOB,
NOHATUM, CTaHAAPTOB M THUIOBBIX JJIEMEHTOB CTPYKTYPUPOBAaHHOW KaOeIbHOM
CUCTEMBI.




1.3 KosimyecTBO 4acoB Ha OCBOeHHE pado4yeld NMPOrpaMmMbl NPO(PecCHOHATBHOIO
MOIYJIs:

O6bem 00pa3zoBaTeNbHOM MporpaMMbl oOyyaroierocst 826 4acoB, B TOM YHCIIE:
obs13amenvras yacmes - 634 4Jaca,
sapuamusHas 4acms - 192 yvaca.

YBenuueHue KoIrmuecTBa 4acoB paboyeil mporpaMmbl 3a CUET YaCOB BAPHATHBHOM
YaCTH HAMpaBIIEHO Ha pacuwiupeHue u (uau) yenybieHue oObemMa 3HAHUW IO pasjaesiaMm
IIPOTPaMMBI, NOJYHeHUe OONOIHUMEIbHBIX KOMNEeMeHyul (npu HeoOXo0umocmu,).

O06beM 00pa3oBaTEIHLHOM MPOTPAMMEBI OOyUJaroIerocs: 826 Jacos.
N3 Hux:
Ha ocBoeHue MJIK.01.01 — 260 yacoB, BkJro4as
KOHCYJIbTalMIO — 44aca;
IIPOMEKYTOUHYIO aTTECTAIINIO0 — DK3aMeH 6 4acoB;
CaMOCTOATENbHYI0 paboTy oOydaronierocsi — 44aca

Ha ocBoeHrne MJIK.01.02 — 272 gacoB, BKJItO4as
KOHCYJIbTalLIMIO — 44aca,;
IPOMEKYTOUHYIO aTTECTALMIO — HK3aMEH 8 YacoB;
CaMOCTOATENbHYIO paboTy 00ydJaromerocss — 64acos
Ha yuyeOHyto npakTtuky — 108 yacos;
Ha [TPOM3BOJICTBEHHYIO NPakTUKy — 180 yacos;
DK3aMeH KBaJu(UKAMOHHBIA — 6 4acoB.



1. PE3YJIBTATBI OCBOEHUA TPOPECCHOHAJTBHOI'O MOAYJIA

Pesynbrarom ocBoenus pabodeil mporpaMMmbl MpodecCHOHATBHOTO MOIYJIS
SIBJISICTCS OBJIaJICHHE OOYYaIOIMMHUCS OCHOBHBIM BHIOM aAestenbHocTH (OBJI):
BrimonaeHne paboT 1Mo MpOEKTHPOBAHUIO CETEBOW MH(PPACTPYKTYpHI, B TOM YHCIIC
npodeccuonansubivu (I1K) 1 06mumvu (OK) kommeTeHIUsMU:

Kon HaumeHnoBaHue pe3yJjbTaTa 00y4eHus

[IK 1.1. | BeimoaHsATh IpOEKTHPOBaHUE KAOETbHON CTPYKTYPhI KOMITBIOTEPHOU CETH

IIK'1.2. | OcymiecTBisATh BBIOOp TEXHOJOTMH, WHCTPYMEHTAJIBHBIX CPEACTB M  CPEICTB
BBIUHCIUTEIbHON TEXHUKU MPU OpPTaHU3alMU IIpoliecca pa3pabOoTKU U UCCIIEI0BaHUS
00BEKTOB MPO(ECcCHOHATBHOM JeATEIIbHOCTH

IIK 1.3. | OGecnieunBath 3amuTy WHGOpPMAIMM B CETH C HCIOJB30BAaHUEM MPOTrPAMMHO-
anrmapaTHbBIX CPEJICTB

IIK 1.4. | [IpuHMMaTh ydacTHe B NMPHUEMO-CAATOYHBIX HMCIBITAHUSIX KOMITBIOTEPHBIX CeTeill u
ceTeBOro 000OpyAOBaHUS PA3IMYHOTO YPOBHS U B OIIEHKE KauecTBa U HSKOHOMHUYECKOM
3¢ (HEKTUBHOCTH CETEBOM TOMOJIOTUN

I[IK 1.5. | BemonHsaTe TpeOOBaHUS HOPMATHBHO-TEXHUYECKOW JTOKYMEHTAIlUM, HWMETh OIBIT
o opMIIEHHS TPOEKTHOM TOKYMEHTAIUN

OK O01. | BeiOupate  cmocoObl  pemieHHs  3agad  OpOPEecCUOHATBHOM  JIeSTeNbHOCTH,
MPUMEHUTEIHHO K Pa3IMIHBIM KOHTEKCTaM

OK 02. OcyIIecTBIATh MOUCK, aHAIM3 U MHTEPIpPETalni0 UHOpMaIuU, HEOOXOIUMOW s
BBITIOJTHEHMSI 3a/1a4 MTPo(ecCHOHANBHOM eI TeNFHOCTH

OK 03. | IlmanupoBaTh W peagu30BBIBATH COOCTBEHHOE MPOQPECCHOHAIBPHOEC M JMYHOCTHOE
pa3BuUTHE

OK 04. | PaGorarh B KOJUIEKTHBE M KOMaHJie, YP(HEKTUBHO B3aUMOJCHCTBOBATh C KOJIIETAMH,
PYKOBOJICTBOM, KIIMEHTAMU

OK 05. | OcymiecTBiATh YCTHYIO U MUCBMEHHYIO KOMMYHHKAIIMIO Ha TOCYAaPCTBEHHOM SI3BIKE C
y4€TOM 0COOEHHOCTEN COLMATBHOTO U KYJIbTYPHOTO KOHTEKCTa

OK 06. | IIposBiATH I'pa’kJaHCKO-NTATPUOTHYECKYIO IMO3HUIMIO, JTEMOHCTPUPOBATH OCO3HAHHOE
IIOBEJICHUE HAa OCHOBE TPAJUIMOHHBIX OOIEYETOBEYECKHX LIEHHOCTEH, MPUMEHSTh
CTaHJAPTHI AHTUKOPPYNLUHMOHHOTO IIOBEACHUS

OK 07. | ConelicTBOBaTb ~ COXPAaHEHHMIO  OKpYKaloLIeW  cpedbl,  pecypcocOepexreHHIo,
3 PEKTUBHO ICHCTBOBATH B UPE3BBIUAIHBIX CUTYAIHSIX

OK 08. | Ucnoab3oBaTh cpeacTtBa (U3MYSCKON KYJIBTYPBI JJISI COXPAHCHUS W YKPCIUICHHS
30pOBBSl B Iporecce Npo(ecCHOHATBHOM  NEATENbHOCTH W TOIJIEPKAHUS
HEO00XOUMOT0 YPOBHS (U3MUYECKOM MOATOTOBICHHOCTH

OK 09. | Hcnonb3oBaTh HHGOPMAIIMOHHBIE TEXHOJIOTHHU B MPO(EeCCHOHATBLHOM IeATETPHOCTH

OK 10. | Ilomb3oBatbesi mpoecCHOHANBHOW  JIOKYMEHTAllMeld Ha TOCYJapCTBEHHOM U
MHOCTPAaHHOM SI3bIKAaX

OK 11. | Ucnonb3oBaTh 3HAHUSA 1o (uHAHCOBOIA IPaMOTHOCTH, IJIAHUPOBATh
NPEINPUHIMATENIBCKYIO IS TEILHOCT B PO eCCHOHATBHOH chepe




2.1. Ctpykrypa npodeccuoHAIBLHOT0 MOAYJIS

2. CTPYKTYPA U COAEP KAHUE TPOPECCHOHAJBHOI'O MOAYJIA

O6beM npodeccHoHaTbHOT0 MOYJIS, Yac.

Pabora 06yqafonmxc51 BO BSaI/IMO,I[eI\/'ICTBI/II/I C rpenoaaBaTeyeM, 4ac

Kogp! CymmapHbIi
npodheCCHOHATBHBIX HanmeHnoBaHus pa3zienon o00BeM Obyenne o MIIK TIpaKTHKH [pomexy | Camocros
u 06H.IHX HpO(l)eCCPIOHaHbHOFO MOAyJIsg Harpysku, 4yac. B Tom uncse KOHch'IL TOYHAaA TEJIbHAsL
KOMIIETEHLIHi Bcero JlaGopatopubix it | KypcoBhix VyeOHAs Ipou3BoCTBEHHAS TalMu arrecTalu pabora
MPAKTHYECKNX pabot a
3aHATUH (IpoexToB)
1 2 3 4 5 6 7 8 9 10 11

K 1.1.-[IK 1.5. | Pazgen 1. KoMmneroTepHble 260 244 96 - - - 6 6 4
OKO01.-11. CeTH
TIK 1.1.-TIK 1.5. Pazgen 2. Opranuzanusi, 272 254 120 30 - - 6 6 6
OK 01.-11. HPUHIIMIIB TIOCTPOCHHUS U

(hYHKITMOHUPOBAHUS

KOMITBIOTEPHBIX CETEH
MK 1.1.-TIK 1.5. | YueOHas mpakTHKa 108 108 - - - -
OK 01.-11. «IIpoexTupoBaHue, MOHTaX

Y HaJIaJIka KOMITBIOTEPHBIX

ceTen»
K 1.1.-IIK 1.5. | Ilpou3BoacTBeHHas 180 180 - - -
OK 01.-11. npakTUKa (110 MPOQUITIO

CTIEITATEHOCTH)
INK 1.1.-[IK 1.5. | Ox3amen 6 6 -
OK 01.-11.

Bcero: 826 498 | 216 | 30 108 | 180 12 18 10




2.2. TeMaTH4YeCKHUIl IVIAH U COAepP:KaHMe NMpopeccuoHanbHOro moay.as (IIM)

HaumeHnoBaHue pa3fesioB U TeM
npogeccuoHATBLHOT0 MOAYJIs
(IIM), MesxIMCUMNIMHAPHBIX

Conep:xanue y4edGHOro MaTepuasa,

JlaGopaTopHble padoThl M NPAKTHYECKHE 3aHATHS, CAMOCTOATeIbHAs yueOHas padoTa o0yyawommxcs, KypcoBasi padora

O0BéM yacoB

kypeos (MJIK) (npoexT)
1 2 3

Pasnen 1. KomnbroTepHbie 260
ceTH

M/IK.01.01. KomnbloTepHbIe 260
ceTH

Tema 1.1. BBenenue B Conep:xanne 174
ceTeBble TEXHOJIOTHH 1 | KoMnbroTepHbIE CeTH

CoBmectHast paboTta, VHTepHET W COBpPEMEHHBIE CETEBble TEXHOJIOTMHM — OO0JIACTh NPUMEHEHUS H
HazHayeHue. Bunpl komnbroTepHbIX ceTeil. ['nobanbHble U JoKalbHble ceTh. OAHOPAHTOBbIE U KIUEHT-
CEpBEpHBIE apXUTEKTYypbl. OCHOBHBIE KOMIIOHEHTBI CETEH, CETeBas Cpela M CETEBbIE YCTPOWCTBA.
Texnomornn noxaxmtoueHuss Kk MurtepHer. KoHBeprenTHble cetn. KauecTBO M HaJekKHOCTh CETEH.
OCHOBHbIE MOHATHUS ceTeBOW Oe30omacHOCTH. TeHeHIIMN pa3BUTHsI CeTEH.

2 | KoHCONBHBIN TOCTYII, YIAICHHBIN 1ocTyn ¢ momotibio Telnet u SSH, ucnons3oBanue mopra AUX.

3 | CereBble MPOTOKOJIbI I KOMMYHHKAIH
KonupoBanue u mapamerpbl coobmerus. CeteBble MpOTOKONIBL. B3aumoneiictBue nporokosioB. Habop
npotokojoB TCP/IP u mponecc oomena mganHbiMH. Opranusanuu mo crangaptuzanuu: [SOC, 1AB,
IETF, IEEE, ISO. Muoroyposuesbie mogenu OSI u TCP/IP. Mukancymnsuus naHHbiX. [IpoTokonbHbIE
omoxku manHbIX (PDU). Hoctynm x mokambHbIM pecypcaMm. CereBas amapecarusi. MAC- u IP- ampeca.
Joctyn k ynanéususm pecypcam. 11103 no ymosganuio.

4 | CereBoii 10CTYII

[Iporokonsl u crangapthl ¢usznyeckoro ypoBHs. CrocoObsl mnoakmoueHuss k cetu. CereBble
unrepdeiicapie maartel (NIC). Cpensl mepegauum JaHHBIX M HMX XapPaKTEPUCTHKH: TPOITYyCKHAS
CIIOCOOHOCTh, MPOU3BOIUTEILHOCTh. Buasl MemHbix ceTeBbix kabemeii: UTP, STP, xoakcuanbHBIN.
PasHoBHIHOCTH, OCOOCHHOCTH TPOKIAIKA W TECTHUpoBaHUs KaOenmed. CTpykTypa M OCOOEHHOCTH
MPOKJIAJKK ONTOBOJIOKOHHBIX Kabeneil. becnpoBonubie cpeactBa mepenaun nanHeix. Ctanmapt Wi-Fi
IEEE 802.11.

KaHanpHblli ypOBEHb M €ro HOLypOBHHU: YnpasieHue jormdeckum kaHaioM (LLC) m VYnopasnenue
TocTynoMm Kk cpene nepegaun aaHHbIx MAC. CTpykTypa Kajapa KaHAJIbHOTO YPOBHSI U MPUHLMUIBI €r0
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dopmupoBanus. CTaHOapThl KaHAIBHOTO YypoBHS. Dusnueckas M JOTHYECKas TOMOJOTHUS CETH.
ToImomoruMm  «TOYKA-TOUKa», «3BE3Ja», «IOJTHOCBSA3aHHAS», «KOJbIEBas». llodyIayluiekKcHas W
MOJTHOTYTUICKCHAs Tepenada qanHbix. Ocodbennoctr kanapoB LAN, WAN, Ethernet, PPP, 802.11.

CeteBbie Texnonornu Ethernet

CewmeiictBo cereBbix TexHojoruid FEthernet. Ilpunnunm paGoter Ethernet. B3aummopeiictBue Ha
noaypoBHsix LLC u MAC. Vnpasnenue nocrynom k cpeae nepenauu aanubix (CSMA). MAC-anpec:
unentudukanus Ethernet. AtpuOyTtel kampa Ethernet. IlpeacraBnenuss MAC-agpecoB. OmHo- 1
MHOT'0a/IpECHOM, IIUPOKOBENaTeIbHON paccbuloK. CkBo3HOe noakiatouenue, MAC- u IP-agpeca.
[Ipotokon paszpemenust anpecoB (ARP): mpuHIumel paGoTel, poias B Mpollecce yAaleHHOro oOMeHa
nanHbiMu. Tabnuuber ARP Ha ceTeBbix ycrpoiicTBax. OcHOBHBIE HenocTaTku nmpoTokosia ARP - Harpyska
Ha Cpely nepeadyu JaHHbIX U 0€30IacHOCTb.

OcHoBHast uHGopMarlus o noprax kommyraropa. Tabnuua MAC-agpecoB kommyTaropa. @yHkius Auto
-MDIX. Cnoco0sI nepecbliku Kajapa Ha kommyTtaTopax Cisco. bydepuzamus naMsaTu Ha KOMMYTaTopax.
@ukcupoBaHHas U MOJyJbHas KOH(Urypanuu KOoMMyTaTopoB. CpaBHEHHE KOMMYTAllMM YPOBHS 2 U
ypoBHs. Texunonorus Cisco Express Forwarding. Bupryanbubiii unTepdeiic xommytaropa (SVI),
Mapupytusupyemsiii nopt, EtherChannel yposus 3. Kondurypauus mapupyTusupyeMoro nopra.

CeteBoii ypoBeHb

CereBoil ypoBeHb B IIpoliecce mepefaud JAaHHbIX. [IpoTokonsl cereBoro ypoBHs. OCHOBHbIE
xapaktepuctuku [P-mpotokona. Ctpykrypa maketoB IPv4 u IPv6. OcoGeHHOCTH U NpeuMyIIecTBa
npoTokosia Pv6. Meroabl MapmpyTu3anuu y3iaoB. Tabiuna MapupyTH3auy y3JI0B U MapIIpyTH3aTOpa
s potokoisioB IPv4 u IPv6. YcerpoiictBo mapuipytuszatopa — IIpoueccop, mamste, onepanuoHHas
cucrema. lloakmroueHne K MapLIPpyTHU3ATOpPy YEpe3 pasduyHble NOpThl. HacTpolika HMCXOIHBIX
napameTpoB, HHTep(HENCcoB, MITI03a M0 YMOIYAHUIO U APYTUX XapaKTePUCTHK MapIIpyTHU3aTOpa.

TpaHcnopTHBI ypOBEHb

Haznauenue u 3a1a4u TpaHCIIOPTHOTO YPOBHH.

MynbpTUILIEKCUPOBAHUE CEaHCOB CBsI3U. Onucanue u cpaBHeHue nMpoTokoaoB TCP u UDP — HagexxHOCTh
U [IPOU3BOJIUTENILHOCTh, 001aCTh NpUMeHeHHs. Apecanus noptoB u cermenTauus TCP u UDP. O6men
nanaeiMu 1o TCP. Ilpoueccst TCP cepBepa. Ycranosienne TCP-coenuHeHus um ero 3aBepllICHHE.
[Tpunuuner «TpéxcroponHero pykonoxatus» TCP. Hané&xnocts m ynpasinenue notokom TCP -
ITonTBepkneHnE NMONYYEHHUsT CETMEHTOB, IOTEPs JaHHBIX U ITOBTOPHAs Ilepeaya, yIPaBICHUE IIOTOKOM.
O6men mannpiMu ¢ ucnonb3oBanuem UDP. Ilponeccst u 3anpocst UDP-cepsepa, UDP-natarpammsl,
npoueccbl UDP-knuenra. [lpunoxenus, ucnonssyromue UDP u TCP.
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IP-agpecanus

Crpykrypa IPv4-anpecoB. CereBas u y3nmoBasi dacth [P-agpeca. IIpeoOpa3oBaHue agpecoB MeExIy
JIBOUYHBIM U JIECATEpUUYHBIM mpenactaBieHueM. Macka noacetu IPv4. CereBoit anpec, aapec y3ia u
HIMpOKOBeIaTeabHblil agpec cetu IPv4. IlpucBoeHue y3my cTaTMUecKoro M auHamudeckoro IPv4-
aapeca. MHoroanpecHas nepenava. [lyonuunsie n vactHeie IPv4-anpeca. IPv4-aapeca crnienuaibHOTO
Ha3HadeHus. [Ipucsoenue IP-anpecos.

CoBMecTHOE wucHoab30BaHue TMpoTokonoB [Pv4 wu  IPv6: nBoitHOM CTeK, TyHHEIMPOBAHUE,
npeoOpazoBanue. Ilpencrasienune [Pv6-ampecos. IlpaBuna cokpamenus 3anucu I[Pv6-agpecos.
NuauBuyanbHbIA, TPYNIIOBOM, NPOM3BOJbHBIM THIBI [Pv6-anpecoB. CTpyKTypbl JIOKQIBHOTO |
rII00amTpHOTO  WHAMBUIYAIbHBIX [Pv6-ampecoB. Crartmdeckas © JWHAMUYECKas KOHQUTyparuu
rodanpbHOrO  WHAMBUAYyalbHOTO anpeca. Ilpomecc EUI-64 wu  ciywailiHO creHepupOBaHHBIM
uAeHTUPUKATOP HHTEpdeiica.

ICMP-cepBucbl. Otnuuust s nporokoioB IPv4 u IPv6. Coobmenuss ICMPvI6 «3ampoc
MapupyTuszaropy», «OO0bsBICHHE OT MapUIpyTH3aTopay, «3ampoc cocenHero ysna» u «OObsaBieHue
COCEeHEro y3ia». TecTupoBaHHE CETH C MOMOIIBIO 3X0-3ampocoB. TpaccupoBka MapuipyTta. Bpems
MPOXOXKJICHMsI cUTHaja B mpsiMoM U oOpatHoM HampasieHusx (RTT). Bpemsa xuzau (TTL) IPv4 u
npenen nepexonos [Pvé.

Paspnenenue IP-cereit Ha moacern

Cermenrtanust [P-cereii. O6MeH naHHbIME MeXay monaceTsmu. [ImanupoBaHue anpecanvud B TOJICETAX.
PacuerHbie ¢opmysbl 1 cerMeHTauuu ceTd. Paz0ueHne Ha MOJCETH Ha OCHOBE TPeOOBAaHUM Y3JIO0B U
CeTeil, B COOTBETCTBUU ¢ TpeboBaHUsAMHU ceTeld. OnpeneneHne Macku nojceTu. Pazouenue Ha noJjceTu ¢
UCIOJIb30BaHUEM Macku nepemeHHoi anuHsl (VLSM). ba3oBas mojens 1 HazHaueHue OJIOKOB aJjpecoB
VLSM. IInanupoBanue anpecanuu cetu. OcobeHHOcTH mnpoekTupoBaHusi [Pvo-cetu. Pa3buenue Ha
MOJICETH C MCIIOJIb30BaHHEM MJIeHTH(UKaTOpa nHTepdeiica.

10

YpoBeHb NpHI0KEHUI

YpoBEeHb NPWIOKEHUMN, YPOBEHb NPEJICTABICHUS U CEaHCOBBIN ypOBEHb. [IprMephl pacipoCTpaHEHHBIX
npuioxeHud. [Ipotokonsl ypoBHs npunoxenuid. OnHopanrossie cetu (P2P). Mopnens tuna «kiaveHT-
cepep». O0630p nmpotokosoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenusix umén (DNS).
®opmar coobumenuit u uepapxus DNS. Vrunura «nslookup». Cioyx6a DHCP. I[Iporokon mepenauu
¢aitnoB  (FTP). Ilpotokon oOmena Onokamu cepBepHbIX cooOmenuir (SMB). Konnenuuu
«Bceobobemimonuii Uutepuer» BYOD. JlocTaBka 1aHHBIX 110 KOHBEPI€HTHBIM CETSIM.

11

Co3nanne 1 HacTPOIika HeOOIbIIOH KOMIIBIOTEPHOM CeTH
[TnanupoBaHue M co3fgaHue HEOONBLION KOMIBIOTEPHON CETH: OIpeesIeHHE KIIOUEBhIX (DaKTOPOB,
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BbIOOp TOIOJIOTUH U CETEBBIX YCTPOMCTB, BHIOOP M HACTPOIKa MPOTOKOJIOB, CUCTEMBI ajipecaini. Mepsl
o o0OecreyeHnIo 6€30MacCHOCTH CETU. YS3BUMOCTU UM CETeBbIe aTaku. Pa3BenbIBaTeNbHbIE aTaku, ATaKu
noctyna, Otka3 B oOcimyxkuBanuu (DoS-ataku). PesepBHOe komupoBaHUe, OOHOBJIEHHE W YCTaHOBKA
ucnpapiieHud. MexceTeBble 3KpaHbl. AyTeHTu(uUKalus, aBTopusanusa U y4ér. Bximodenue nmpoTtokosa
SSH.

@ainoBble CHCTEMBI MAPUIPYTU3aTOPOB U KOMMYTAaTOPOB. Pe3epBHOE KONMMPOBAaHNE U BOCCTAHOBIICHHE C
MIOMOILBIO  TEKCTOBBIX  (aiinoB, mnpotokona TFTP, USB-nakonurens. BcrpoeHHble —ciayxObl
MapILIpyTU3ALUU. [lopnepkka ~ OecHpOBOAHBIX  MOJKITIOYCHHIH. Hactpoiika  BCTpOoeHHOIO
MapIIpyTH3aTOpa.

B ToM 4HciIe npaKTHYEeCKUX 3aHATHI

1 | CocraBnienue kapTbl ceTd IHTEpHET ¢ MOMOLIBIO YTHITUT «ping» U «traceroute
2 | Co3gaHue MpoCTOM CeTH:
* YcTaHOBKA ceaHCca KOHCOJIHM C CETEeBBIM 000PYI0BaHUEM IPHU TTOMOIIH porpamMmsel Tera Term;
* Co3pgaHue ceTH;
HacTpolika OCHOBHBIX TapaMEeTPOB KOMMYTATOPA.
3 | [IpocmoTtp ceTeBoro Tpaduka ¢ moMoIsko mporpammbl Wireshark.
4 | IlonkmroueHUe KOMITBIOTEPOB K CETH C IMOMOIIBIO Kalesnei n 0ecripoBOJHBIX aJalTEPOB:
* OmnpezeneHue ceTeBbIX yCTPOUCTB U KaHAJIOB CBSI3H;
*  OO0XHM CEeTEeBOI0 Kabes;
* IIpocmoTp AaHHBIX 0 OECIIPOBOHBIX U ITPOBOJIHBIX CETEBBIX aganTepax.
5 | U3yuenue Ethernet-rexnomoruii:
* TIpocmorp MAC-anpecoB ceTeBbIX YCTPONCTB;
* Uzyuenue kagpos Ethernet ¢ momoursio nporpammsl Wireshark;
* IIpocmotp ARP c nomomusto mporpammel Wireshark, narepgeiicoB komanaHoi ctpoku Windows u
10S;
* Hcnonb3oBanue untepgeiica komanaHon crpoku I0S ¢ Tabnunamu MAC-anpecoB KoMMyTaTopa.
6 | [loctpoenue cetu Ha 6a3e MapLIpyTU3ATOPA!
* IIpocmoTp Tabiui MapuIpyTH3aLUHU Y3JI0B;
* UzydeHue pu3NYECKUX XapaKTEPUCTHUK MAPIIPyTU3ATOPA;
* Co3paHue CETH, COCTOSIIEH U3 KOMMYTAaTOpa U MapIIPyTHU3aTOPA.
7 | 3yueHune TpaHCIOPTHOTO YPOBHSL:

* HaOGmronenune 3a mporieccoM TPEXCTOPOHHETO «pykomnoxkatus» TCP ¢ momomipio mporpaMmbl
Wireshark;

64
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* H3yuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomouisio nporpaMmsl
Wireshark;
*  Uyuenue 3axBaueHHbIX nakeToB FTP u TFTP ¢ momomipio nporpammsl Wireshark.

8 | Hacrpoiika [P-agpecanuu:
* Hcnonb3oBanue kanpkyisitopa Windows B paboTe ¢ CETEBBIMU a/IpECaMU;
* Kousepranus IPv4-anpecoB B IBOMYHYIO CUCTEMY CUHCIICHUS;
*  Omnpenenenue [IPv4/IPv6-anpecos;
* Hactpoiika [Pv6-aapecoB Ha CeTeBBIX yCTPOMCTBAX;
* TecrupoBaHue ceTeBOro MOIKIIOYEHHS ¢ TOMOIIBIO KOMaHI «ping» u
«traceroutey.
9 | Cermenranug IP-cereii:
* HM3ydeHue KaIbKYIATOPOB MOJICETEH;
* Pacuér noacereit IPv4;
* PasneneHue ceTeil ¢ pa3IMYHBIMU TOIIOJIOTMSIMU Ha MOJCETH;
* PaspaboTka v BHEAPEHHE CXEMBI aipecaliy pa3ieiaEéHHon Ha moacetu [Pv4-ceru;
Pa3pabotka u BHeapeHue cxemsl aapecaryu VLSM.
10 | [P-anpecarust:
* aHanm3 Tpaduka 0THOAIPECHON TIEpeaau, MMPOKOBEIIATEILHON U MHOT0AIPECHOM PACCHIIKH;
* HacTpolika aapecanuu [Pv6;
* mnpoBepka aapecauuu [Pv4 u [Pv6;
*  0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
11| Cermenranus [P-cereit:
*  OpraHu3zalus MOJCETH MO PA3IUYHBIM CIIEHAPUSIM;
* pa3paboTka M BHEJIpEHHE CTPYKTYphI aapecanuu VLSM;
* BHEJpPEHHUE CXEMBI aJipecalnu pa3aenéHHoi Ha noacetu [Pv6-ceru;
*  0TpabOTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.
12 | I3y4eHne OCHOBHBIX CETEBBIX CITYKO:
Wzydyenne ¢yHKimu oOMeHa daitmaMu MEXIy OJHOPAHTOBBIMU YCTPOUCTBAMH OIpEACIICHHUE
npeodpaszoBanuii PAT; *3yuenne npasui padbotsl DNS;
N3yuenue nporokona FTP.
13 | OGecnieuenne 6€30MACHOCTH CETH:

» l3yuenue yrpo3 cereBoii 6€30MacHOCTY;
» JlocTyn Kk ceTeBbIM yCTpoKcTBaM 10 IpoTokoy SSH;
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* Ob6ecrnieyeHue 6€30MaCHOCTH CETEBBIX YCTPOMCTB;

14

AHanu3 KOMIBIOTEPHON CETH U HACTPOMKA MapLIPyTH3ATOPA:
+ TIpoBepka 3a/iepKeK B Iepeiay CeTEeBhIX MAKETOB C MMOMOIIBIO YTHIUT «ping» U «traceroutey;
* HcnomszoBanne wuHTepdeiica komanaHod crpoku (CLI) mms cOopa cBeneHHM O CETEBBIX

YCTPOMCTBAX;

*  Vmpasnenue ¢ailnamMu KOHGUTYpallMd MapLIpyTH3aTopa C MOMOUIbIO MPOTPaMMbl SMYIISIHH
TepMHUHAaJIa

*  VYupasnenue ¢aiaamMu KOHOUTYpaK YCTPOUCTB ¢ ucnoib3oBanueM TFTP, dnem-namsatu u USB-
HaKOIUTEJIeH

* H3yueHue npouenyp BOCCTaHOBJIEHHs ITApOJIEH.

15 | [IpoexkTupoBaHue U CO3/1aHUE CETU AJISI MAJIOTO MPEANPUATHS — UTOTOBBINA IPOEKT
Tema 1.2. [IpuHIUNBI Conep:xanue 70
MapUIPYTH3allUM U 1 | BBeneHue B KOMMYTHpPYeMbIe C€TH

KOMMYTalluu

OO0benuHEéHHBIE ceTH. Mepapxus B KOMMYyTHpyeMOW ceTH. Poiib KOMMYTHPYEMBIX CETEH.
KommyTtupyemast cpena. unamuueckoe 3anonHeHue Ta0mumbl MAC-anapecoB kKoMMmyTaTopa. MeTo bl
MepechbUIKU Ha KoMMyTaTope. KommyTanus ¢ mpoMexxyTouHbIM XpaHeHHeM. CKBO3HAasi KOMMYTAIMsL.
Kommyrannonueie gomenbl. CHUKEHUE TIEPETPY30K CETH.

OcHOBHBIC KOHICNIIIHA H HACTPOHKA KOMMYTAILlUH

OCHOBHbBIE KOHLENIMM M HACTpoHMKa KoMMyTanuu. IlepBoHauanbHas HacTpolika KOMMYyTaTopa M
BOCCTaHOBJIEHHE Tocie cucrteMHoro c6os. Hacrtpolika poctyma nans  6a30BOro  ymnpaBieHHS
kommyTtaTtopoM ¢ IPv4. JlymnekchHas cBsa3b. HacTpoiika mopToB KomMmyTaTopa Ha (pU3MYECKOM ypOBHE.
OyHKIMA aBTOMAaTHYECKOro ompeneneHus tumna kabems (Auto-MDIX). I[IpoBepka HacTtpoek moprta
kommyTaTopa. [lorck u ycrpaHnenue npobiaeM Ha YpOBHE JJOCTYIA K CETH.

besonacHocTh koMMyTaTOpa. 3amMIIEHHBIN yaanéuusiid qoctyn. Hacrpoiika SSH. Pacnipoctpanénnsie
yrpo3bl Oe3omacHocTu: mnepenosiHeHue Tabauubsl MAC-aapecoB, DHCP-cnydunr, ucnonb3oBanue
ysazBumoctedl npotokona CDP, Artaku Telnet m np. Ayautr M mnpakTUYeCKHE PEKOMEHJAIMH IO
obecrieyeHnto Oe3zomacHOCTH ceTH. besomacHocTs mopta KommyTaropa. OtcnexxuBanue DHCP
cooOuieHnit. @yHkuus 6ezonacHocTy nopta. Bunel 3amutel MAC-aapecoB. Pexxumbl pearupoBaHus Ha
Hapymenue 6e3onacHoctH. [IpoBepka u HacTporika nmoptoB. [Iporokon cereBoro Bpemenu (NTP).

Bupryanbnbie gokanbabie ceTH (VLAN)

Buptyansnsie nokansabie cetd (VLAN) — xiaccudukanys U OCHOBHBIE XapaKTepPHCTUKU. TpaHKH
BUPTYaJIbHBIX ceTeil. KOHTpob mupokoBeniaTeabHbix JoMEHOB B ceTsix VLAN. TerupoBanue kaJapoB
Ethernet nns mnentudukanuu cetu VLAN. Ceru native VLAN u termpoBanue cranmapra 802.1Q.
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Teruposanue romocosort VLAN. Peanusanuu BupTyanbHOM JOKaibHOM cetn. Ha3HaueHue mnoproB
cetsM VLAN. Hacrtpoiika TpaHKOBBIX KaHaJIOB. [IpoTOKON JMHAMHYECKOrO CO3/aHHs TPaHKOBOI'O
kaHana (DTP). Ilouck m ycrpaHeHHE HENONANOK B BUPTYAJIbHBIX JIOKAJIBHBIX CETAX M TPaHKOBBIX
kaHanax. [IpoGnemsl ¢ IP-agpecanmeit cetu VLAN. HecoBmazneHuss pexXUMOB TpPaHKOBOH CBS3H.
[TpoexTupoBanue u obecrneuenue OezonmacHocth VLAN: hopping, crny@uHr KOMMyTaropa, aTaka C
nBouHbIM  TerupoBanueM, Cerb PVLAN nepumerpa. Ilpakthueckne peKOMEHIAUMH 1O
IIPOEKTUPOBAHUIO BUPTYAJIbHOM JIOKAIBHON CETH.

Konuenuusa Mmapmpyrusanumn

Hactpoiika wmapmpytuzaropa. MexaHu3mbl TepecbUikM makeTtoB. [logkiroueHne W HacTpoilka
yCcTpoiicTB. CBETOAMOIHBIE MHAMKATOPBI HA MaplIpyTU3aTope. AKTUBalUMs U HacTpoiika [P-agpecanum.
[TpoBepka cBA3HOCTH ceTel ¢ MpsAMBIM moakiItoueHueM. [IpoBepka HacTpoek untepdeiica. Gunprparus
BBIXOJIHBIX JAaHHBIX KoMaHI «show». Kommyrarus nmaketoB Mexay ceTssMu. DYHKIHS KOMMYTaLUU
Mapuipytusaropa. MapmpyTtusanus naketoB. Onpenenenue nytd. Ilpoumecc npuHsATHA pemieHUs o
nepecsiike nmakeToB. Beibop onrtumansHoro mytu. IIporokonsr RIP, OSPF, EIGRP. Pacnpenenenue
Harpy3kud. AaMuHuUCTpupoBaHHe pacctosaue (AD) W HamexHOCTh MapmpyTa. AHaIW3 TaOIUIl
MapUIpyTU3alUUd — UCTOYHUK JAHHBIX, MPUHLIUIBI (JOPMUPOBAHHE BO3MOXKHOCTH HACTPOMKH. 3amucu
TaOIULBl MApPIIPYTU3ALMK ISl CeTel C MPSAMBIM MOAKIIOUYEHHEM. 3aJjaHhe CTaTUYECKHX MapIIpyTOB.
[Iporokoinbl AuHaMu4yeckoil mapupyTtuzauuu cereit [Pv4 u IPv6.

Mapumpyruzanusa mexay VLAN

[Ipunnuner  pabotel  MapmpyTtuzanuu  Mexay VLAN. Hacrtpoiika wmapmpyTuzanuu Ha 0Oase
MapUIpyTU3aTOPOB C HECKOJIBKHUMH (PU3NUECKUMHU HHTepdercaMu, ¢ UCIOIb30BAHUEM KOH(UTYpaLuu
router-on-a-stick, depe3 MHOroypoBHeBbIli KoMMyTaTop. [Ipobimembr MapmpyTtusamuun Mexay VLAN.
[IpoBepka KoH(puUrypauuu KOMMyTaTOpa M HAacTpoeK MapupyTuzaropa. Hemomagku B pabote
unrepdeiica. Ommobku B [P-aapecax m mackax mojacetu. Hactpoiika m pabora KkoMmyTamuu Ha 3-M
ypoBHe. Mapmpytuzamus Mexay VLAN uyepes BupTyanbHble HHTepeichl KOMMYTaTopa,
MapuIpyTU3UpyeMble TOPThI. Hemonaaku B HACTpOMKax KOMMYTaTopa 3-ro ypOBHS.

CraTudeckass MapLIPyTH3aLUs

[IpeumymiectBa M 3aa4yd  CTATUYECKOW MapIIpyTH3alMM. THUIBI  CTaTUYECKUX MApLIPYTOB:
CTaHJApTHBIM, 110 YMOJIYaHHIO, CyMMapHbIii, 1iaBatomuii. Hactpoiika crarnyeckux mapuipyros [Pv4 u
IPv6. Komanaa «ip route». MapmipyT cieayroiero nepexoaa. Hanpsamyro moakiroYEHHbIA CTaTHYECKUI
MapuipyT. [loaHOCTBIO 3ajaHHBIM cTaTMYecKUi MapuipyT. HacTpoiika cratmdeckoro Mapuipyra Io
ymomyanuto. KnaccoBasg anmpecanmsa. KiaccoBele Macku noncetd. beckiaccoBas MeEXKIOMEHHAs
mapupytuzanus CIDR. O6benunenne MapupyToB. Opranuszanus cynepcereid. Mcnonb3oBaHne Macok
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noacetn ¢uxkcupoBanHou amuHbl (FLSM). Macka moacetu nepemennoi nimunbl (VLSM). Hacrpoiika
CYMMAapHBIX U IUIABAIOMIMX CTaTMYECKUX MapuipyToB. Pacuér cymmaphHoro mapuipyra. OObeauHeHune
ceteBbIxX azgpecoB [Pv4 u [Pv6. [louck u ycTpaHneHrne HENOIaA0K B HACTPOMKAX CTaTHUECKOI0 MapuipyTa

Y MapIpyTa o yMOJIYaHUIO.

JAuHaMn4yecKkasi MapIPyTU3ALUs

[IpoTokosibl AMHAMUYECKON MaplIpyTHU3allUd — Ha3HAYE€HUE, MPUHIUMBI padOThl U UCTOPHUS Pa3BUTHSL.
CpaBHeHHE JMHAMHYECKOW W CTaTWYECKOW MapipyTu3anuu. [IpuHIunsel  paboThl  MPOTOKOJIOB
MapuIpyTHU3aluu: IyCK Ioclie BKIoueHus mnutanus, CereBoe oOHapyxeHue, OOMEH JaHHBIMU
MapupyTuzauuy, Obecriedenne cxonumoctd.  Kiaccudukainys  NpoTOKOJOB — MaplIpyTH3AIMH.
IIporokonsr IGP u EGP. [lucranumonno-sektopHble mnporokoinsl RIP, IGRP. Ilpotokousl
Mapmpytuzanmuu 1o coctosiHuto kanana OSPF u IS-IS. KnaccoBble u 0GeckiiacCoBble MPOTOKOIIBI
MapIpyTU3auuu. XapakTepUCTUKU U METPUKH ITPOTOKOJIOB.

Jlunamuueckasi JAMCTAaHIIMOHHO-BEKTOpHAs MapuipyTh3auus. JUCTaHIIMOHHO-BEKTOPHBIM aJrOpUTM.
MexaHu3mMbl OTHPAaBKM M IOJYyYEHHUs [AHHBIX MapLIpyTU3alUd, pacuéTa ONTHMAJIbHBIX HyTeH H
no0aBJIeHHs] MApUIPYTOB B TaOJIMIly MaplIpyTHU3allK, OOHAPYKEHHUS U pearupoBaHUs Ha U3MEHEHUs B
tonosioruu. Hactpoiika mnpotokosna RIP: Bkmodenne RIPv2, oTkiIodeHHMe aBTOMaTUYECKOIrO
00bEIMHEHNUs, HACTPOWKAa MACCUBHBIX MHTEep(eicoB, mepegadya MapupyTa MO YMOJYAaHHUIO IO CETH.
Hacrpoiika nporokomna RIPng. ITpouiecc MmapmpyTtusamnuu mo coctossauo kanana. Hello mpoTtokos. maker
cocrossHus kanana (LSP). JlaBuHHas pacchlika MaKeTOB COCTOSHHMS KaHana. JlaBUHHas pacchuika
MaKkeToB cocTosiHUS KaHana. Coznanue nepesa kparuanmux nyreid SPF. Jlo6aBnenue mapuipyroB OSPF
B Tabnuily Mapmpytuzanuu. HemoctaTku MPOTOKOJNIOB MapLIPYTHU3allMd MO COCTOSHUIO KaHaja.
Tabnuma mapuipyTuszanuu. 3amucu ¢ NPSMBIM MOJAKIIOYEHUEM U YJAlNEHHOW ceTu. JluHaMudecku

nosrydaeMble MapipyThl [Pv4/6. IIpouece noucka MapupyTa.

OSPF nasa ogHoii 001acTH

CemeiictBo mpoTtokonoB OSPF. XapakrepucTuku, nNpuHOUNBI padoTel U KommoHeHThl OSPF.
Ocob6ennoctn OSPF nns omHOM M HeckonmbKuX oOmacteil. MaructpanbHast oOmacts. WMHKancymsmms
coobmienuit OSPF. Tuner nakeroB OSPF: maker nmpusetctBus (hello), maker onmucanus 6a3bl JaHHBIX
(DBD), maket 3ampoca cocrosiHusi kanana (LSR), maker oOHoBneHust cocrosinust kanana (LSU). maker
noaTBepxkaeHus cocrosinusa kaHana (LSAck). OOHoBneHus coctosiHus kaHama. Paboume coctosHus
OSPF. Brinenennsiii (DR) u pesepBublil BbiaeneHHblil MapmpyTtuzatop (BDR). Cunxponuszanus 6as3
nanabix OSPF. Hacrtpoitka OSPFv2 nns ogHoit obnactu. Pexxum KoHUrypamuu uaeHTH(OUKATOPHI
Mmapmipytuzaropa. Hcnonbs3oBanue wuHTepdeiica loopback. Brxmouenme OSPF na wunrepdeiicax.
[llabnonnas macka. Komanna «network». Hactpoiika maccuBHbix uHTepdelicoB. Popmyrna pacuéra
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Metpukn croumoctu OSPF. Hactpoiika 3HaueHmii nmpomyckHO# criocoOHocTH MHTep(eiica. [IpoBepka
COCEJHUX YCTPOWCTB, HACTPOEK IPOTOKOJA, AAHHBIX Iporecca M Apyrux xapakrepuctuk OSPF.
CpaBaenne OSPFv2 u OSPFv3. Anpeca Ttuma link-local. Tomomorus cetm OSPFv3. Hacrtpoiika
uaeHtudukatopa mapmpyruzatopa OSPFv3. Bximouenue OSPFv3 na unrepdeiicax.

Cnucku koHTpoas gocryna (ACL)

Crnucku koutpoias nocryna (ACL). Ipunuun padorst ACLcnuckoB. Tunbr ACL-cninckoB Cisco s
IPv4. TlpucBauBanne HomepoB u mMEH ACL-cnuckam. Pacuér mabmonnoit macku B ACL-criuckax.
Pexomennmamuu 1o cozmanuto u  pasmemeHutro  ACL-crnuckoB. Pa3menieHue CTaHOapTHBIX U
pacmpenHslx ACL-cnuckoB. Hacrtpoiika crtanmaptHoro ACL-cnucka. [IpumeHeHHe cTaHIapTHBIX
ACL-ciuckoB Ha wuHrepdeiicax. Kommenrapum k ACL-cnuckam. IIpoBepka u penakTHpoBaHHE
cranzapTHblx HymepoBaHHbIX ACLcnuckoB. ACL-cratuctuka. 3ammra noproB VIY ¢ nomombro
crannaptHoro ACL-cnimcka IPv4. Crpykrypa m Hactpoiika pacmmpeHHbIx ACL-crnuckoB s [Pv4.
@unbTpanus Tpaduka ¢ UCIoib30BaHueM pacunpeHHbIX ACL-cricKoB.

ITouck wu ycrpanenune Henonanok ACL-cnmckoB. Pacnpoctpanénnsie ommbOku  ACL-cnckos.
CpaBuenne ACL-cnuckoB s IPv4 u [Pv6. Hactpoiika u npoBepka ACL-cniuckoB aiis [Pvo6.

10

IIporoxkoa DHCP

[Tporokon DHCP. DHCPv4: 6a3oBasi omepamus, ¢popMaT COOOIICHHIA, COOOMEHUST OOHAPYKEHUS U
npeaoxxkenusa. Hactpoiika, mpoBepka u perpanciusiuuss npocroro DHCPv4-cepepa. Hactpoiika
Mapupytusaropa B kauectse DHCPv4-knuenra. Hactpoiika mapmpyTtusatopa kinacca SOHO. [louck u
yCcTpaHeHue HemoJsiagok B padore Mapuipytuzatropa DHCPv4. IIporokon DHCPv6. ApromaTtudeckas
HacTpoiika aapeca 0e3 orcnexuBanus coctossiHus (SLAAC). Ipunnun paborsr SLAAC ¢ DHCPv6.
DHCPv6 ¢ u 6e3 orcnexuBanust cocrosiuus. IIpoueccet DHCPv6. Hactpoiika MapuipyTtuszaropa B
kadectBe DHCPv6-cepepa 1 DHCPv6-kimmenTa. [Touck u ycrpanenue Henonanok B pabore DHCPv6.

11

IIpeoGpa3oBanue ceteBbIX aapecoB IPv4

[IpeobpaszoBanue ceteBbix anpecoB IPv4. KonnenryansHoe npeodpazoBanue ceTeBbix aapecoB (NAT).
Tepmunonorust u npunuunel padotel NAT. IIpoctpanctBo wacthbix [Pv4-aapecos. Cratuyeckoe u
IMHaMHuueckoe mpeoOpazoBanue ceteBbix anapecoB (NAT). IIpeoOpazoBanue aapeco moptoB (PAT).
CpaBuenne NAT u PAT. Ilpeumymecta u Henoctatku NAT. AHanu3 cTaTUYECKOTO MPeoOpa3oBaHUS
NAT. Ilpunnun padoter nuaamudeckoro NAT Hactpoiika u npoBepka NAT, PAT. Ilepeaapecarus
noproB. Hactpoiika NAT u nporokoina IPv6.

[Touck u yctpaneHnue Henonaok B pabore NAT.

B ToM 4HciIe MpaKTHYECKUX 3aHATHI

1 | Hacrpoiika koMmmyTatopa:

32
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* ba3oBas HacTpolika KOMMYTaTOpa;
* Hacrpoiika mapamMeTpoB 6€3011aCHOCTH KOMMYyTaTOpa.

Hactpoiika 6e30macHOCTH KOMMYTaTOpa:

* Hactpoiika npoTtokona SSH;

* Hacrpoiika ¢pynknuu Switch Port Security;

» [louck u ycTpaneHue HEMoa 0K B CUCTEME O€30IMaCHOCTH MOPTOB KOMMYTAaTOPa;
OTpaboTKa KOMIIEKCHBIX TPAKTHUYECKUX HABBIKOB.

Kondurypanus cereit VLAN:

*  Koudurypamus cereit VLAN 1 TpaHKOBBIX KaHAJIOB;

* [louck u yctpaneHue Henoiaaok B KoHpurypamuun VLAN;

e Peammsanus cucremsl 0e3omacHoct cetd VLAN;

*  Peamuzanus cereit VLAN 1 cermMeHTanuu ceTeil npeAnpusaTHii Majioro U cpeiHero Ou3Heca.

Hactpoiika mapmipyTtuzaropa:

* Hcnonb3oBaHue KoMaH bl traceroute 1t 0OHAPYKEHUS CETH;
* JIOKYMEHTUPOBAaHHE CETH;

* Hacrpoiika untepdeiicos [Pv4 u IPv6;

* Hacrpoiika u mpoBepka HeOOIbIION CeTH;

HccnenoBanue MapipyToB C MPSIMBIM MOJKIIOYEHUEM.

HacTtpoiika mapuipyTu3aimm:

* Cocrapnenue cxemsbl ceTu HTepHET;

* Hactpoiika 6a30BBIX MTapaMeTPOB MapUIPyTH3ATOPa C IOMOIIBI0 HHTEPdEeHca KOMaHTHON CTPOKH
(CLI) cuctemsr Cisco I0OS;

* Hacrpoiika 6a30BBIX TapamMeTpoB MapiipyTusaropa ¢ nomoibo CCP.

MapuipyTtuzamus mexay VLAN:

* Hacrpoiika Mmapmpytuzauuu Mexay VLAN ans kaxaoro uHrepgeiica;

¢ Hacrpoiika Mapmpytuzauuu Mexny VLAN Ha ocHoBe ctanaapra 802.1Q 1 TpaHKOBOIO KaHaua;
* [Ilouck u ycTpaHeHHe HEMOJIAI0K B MapuIpyTu3auuu Mexay cersmu VLAN.

Hactpoiika ctaTuueckoil MapuipyTH3aluu:

* Hacrpoiika ctatnueckux mapuipytos [Pv4/IPv6 no ymonyanuio;

* Pazpabotka u peanuzanus cxemsl aapecanuu [Pv4 ¢ ucnonszoBanuem VLSM;
* Pacuér cymmapusix MapuipytoB [Pv4 u [Pv6;

* Ilouck u yctpaHeHue HENoJIa 0K cTaTuueckux mapuipytos IPv4 u [Pv6.

Hacrpoiika nuHaMU4eCKON MapLIpy TU3aLUu:
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Hccnegopanmne CXOaUMOCTH,
CpaBHeHHE METOIOB BbIOOpa ImyTH B TpoTokoiax RIP.

Hacrpoiika nporokonos RIPv2 u RIPng.

Hactpoiika npotokosnos OSPF:

Hactpoiika 6a3oBoro npotokona OSPFv2 ans onHoit obnactu;
bazoBas Hactpoiika nporokona OSPFv3 nns onHo# ob6nacTty.

11

I/I3yqu1/Ie MEXaHU3MOB pa6OTI)I CO CITMCKaMH KOHTPOJIA JOCTYIIA:

Harnsgnoe npencrasinenue paborsl ACL-criucka;
Hactpoiika ctangaptabix ACL-ciCKOB;

Hactpoiika craniapTHbix uMeHOBaHHbIX ACL-CIIMCKOB;
Hactpoiika ACL-cniucka ajist iuanit VTY;

Hacrpoiika pacuimpenubix ACL-CIMCKOB Jis pa3IuvHbIX CIICHAPUEB;
[Touck u ycTpanenue Henonaaok B pabore ACL-criuckos;
Hactpoiika ACL-cniuckos IPv6;

OTtpaboTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

12

Hactpoiika ACL-cniuckos:

Hactpoiika u nposepka ctanaapTHbix ACL-cruckos;

Hactpoiika u mpoepka orpanudyenuii VIY;

Hactpoiika u nposepka pacimnpeHHbix ACL-crnuckos;

[Touck u ycTpaHeHHe HEMOJIAaZ0K B HacTpoiike u pazmemienun ACL-
CIHCKOB;

Hacrpoiika n npoepka ACL-cnuckoB st [Pv6.

13

N3yuenune nporokonos DHCP:

bazoBas nacrpoiika DHCPv4 na mapiipyTtuzarope;
bazoBas nactpoiika DHCPv4 Ha kommyTtarope;
[Touck u yctpanenue Henoaaaok B padore DHCPv4;

Hacrpoiika cepepa DHCPv6 6e3 oTciaexuBaHUs COCTOSTHHS B ¢ OTCIICKUBAHUEM COCTOSTHHS

ITouck u yctpanenue Henonagok B pabore DHCPv6.

14

N3yuenne nporokona DHCP:

Hactpoiika npotokona DHCP ¢ nomomisto komang Cisco 10S;
OTpaboTka KOMIJIEKCHBIX MPAKTHYECKUX HABBIKOB.

15

[TpeoOpazoBaHme CETEBBIX aJIPECOB:

N3yuenue npunuumna padbotsl NAT;
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* Hacrpoiika cratnueckoro u fuHamMmuueckoro NAT;

*  Peamm3anms cratndeckoro u quHamudeckoro NAT;

» Hacrpoiika nepeaapecamnuu NopToB Ha MapipyTu3atope Linksys;
« IIpoBepka, MOKWCK U yCTpaHEHHUE HEMoNaaoK KoHpurypamuit NAT;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

16

Nzyuenune pabotsl ¢ NAT u PAT:

* Hactpoiika qunamuudeckoro u cratudaeckoro NAT;

* Hactpoiika NAT-nyna ¢ neperpyskoii u PAT;

* Ilowuck u ycTpaneHue Henonaaok KoHurypauuit NAT.

CamocTosiTesibHAsi padoTa 00y4arommxcs: 4
1. Cucremarnyeckas npopaboTKa KOHCIIEKTOB 3aHATUHN, ydeOHOH U CriellanbHON TEXHUYECKOH IUTepaTyphl.
2. KoHcniekTupoBaHHe TEKCTa, paboTa Co CIOBAPSIMU U CIIPaBOYHHKAMH, O3HAKOMJIEHUE C HOPMAaTHUBHBIMH JJOKYMEHTaMH, y4eOHO-

UCCleIoBaTeNbCKasi paboTa Mpy caMOM LIMPOKOM Hcnob3oBaHuu MHTepHeTa u apyrux IT-TexHomorui.
3. IloaroroBka K NPakTUYECKUM 3aHATHUSIM C MCIIOJIb30BaHUEM METOANYECKUX PEKOMEHAALNH NTpenoaaBaress, 0pOpMIEHUE TPAKTUYECKUX

paloT, OTYETOB U MOJArOTOBKA K UX 3aLUTE.
Koncyabranun no M/IK.01.01. KomnbrorepHsble ceTn 6
IIpomexyrounas arrectanus nmo M/IK.01.01. KomnbrorepHbie ceTu 6
Pa3pnen 2. Opranusanus, 272
NPUHIMIBI IOCTPOECHUS U
(pyHKUHMOHUPOBAHUA
KOMIILIOTEPHBbIX CeTeH
M/K.01.02. Opranu3anus, 272
NPUHIHUIBI IOCTPOCHHUS U
(pyHKUMOHUPOBAHMA
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. Mapmpyruzauusi | Conep:kanue 128

1 KOMMYTAIUsl.
MacmradupoBanue cerei

1

BBenenue B MacimiTabupoBaHue cerei
Peanuzamus npoekta cetu. [Ipoekt nepapxuueckoii cetu. Pacmmpenue cetu. Beibop ceTeBbix
ycrpoiictB. Kommyranmonnoe o6opynoBanne. MapiipyTusaTopsl. Y IpaBIIsIFOIINE YCTPONUCTBA.

N36bITOuHOCTL LAN

[TonsTusa mpotokoa spanning-tree. [Ipennasnavuenue nporokosa spanning-tree. [Ipunaiun padotst STP.

Tumns! nporokosoB STP. Hactpoiika npotokona STP. Hactpoiika PVST+. Hacrpoiika Rapid PVST+.
[Tpo6nembr HacTpoitku STP.
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ArperupoBaHne KaHAJOB

OCHOBHBIE MTOHATHS arpeTUPOBaHUs KaHAIOB. ArpernpoBanue KaHainoB. [I[puHiun paboTsl
EtherChannel. Hactpotiika arperupoBanus kaHainoB. Hactpoiika EtherChannel. [TpoBepka, mouck u
ycTpaHnenue Hernonanok B padbore EtherChannel

BecnpoBoHbie T0KaJIbHbIE CETH

Konuenmun 6ecipoBoanoii cBsa3u. Beenenue B OecipoBoHyto cBsizb. Kommnonents! cereidr WLAN.
Tononorun cereit WLAN 802.11. IIpuanmmnst paboTel OecripoBOHON JoKanbHOU ceTu. CTpyKTypa
kanpa 802.11. ®yHKIMOHUPOBAHUE OSCIPOBOIHON CBSI3H. YTpaBieHHE KaHalamu. be3omacHOCTh
OecTpOBOIHBIX JIOKATBHBIX ceTeld. YTpo3sl ans ceteit WLAN. O6ecnieuenue 6e3omacnoctd WLAN.
Hactpoiika OecripoBogHbIX JOKalIbHBIX ceTeil. HacTpoiika 6ecipoBoiHOr0 Mapiipytuszaropa. Hactpoiika
OecrpoBOJIHBIX KJIMEHTOB. [1oMck U ycTpaHeHue Henojanok B pabote ceteit WLAN.

Hacrtpoiika u ycrpaneHue HenoJiagok B padore OSPF nus ognoii ods1actu

Pacmmpennsie mapamerpsl npotokona OSPF mis onHo# o6nactu. MapuipyTusaius Ha ypOBHSIX
pacnpenenenus u siapa. OSPF B ceTsix ¢ MHOKECTBEHHBIM JOCTYyNOM. PacnipocTpaneHue MapuipyTa mno
ymoanuto. Tounas HacTpoiika uHTepdeiicoB OSPF. 3amura OSPF. Ycrpanenue Hemomaaok
peannzauuu npotokona OSPF s ognol o6mnactu. CocTaBisioLue NpoLeyphl IOUCKa U yCTPaHEHUS
Hernonanok B padbote OSPF nns omnoit obmactu. [Touck u ycTpaHeHHe HEMOIAA0K B MapIIPyTH3AINH
OSPFv2 st ogHoit oomactu. [louck u ycrpanenue Henonagok B OSPFv3 mns ogHoit obmacti

OSPF nis1 HecKOJBKHUX 00J1acTel

[Tpunnun padotel OSPF nns neckonpkux obsacteit. Haznauenne OSPF niist Heckonbkux 00s1acTei.
[Tpuniun padotel naketoB LSA B OSPF myis Heckonbkux obmacteit. Tabnuia MapmpyTH3auy U TUIIBI
mapmpytoB OSPF. Hactpoiika OSPF nns Heckonpkux obnacrteii. Hactpoiika OSPF 11t HECKOJIBKUX
obnacreii. O6benquHenne mapipytoB OSPF. IIpoepka OSPF nns Heckonbkux 00nacTen.

B ToM uncie NMPAKTHYIECCKUX 3aHATHH

PasBepTeiBaHNE KOMMYTHUPYEMOH CETH C PE3EPBHBIMU KaHaJIaMHU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hactpoiika npotokona GLBP

Omnpenenenne TUTIOBBIX OMUOOK KoHpurypamuu STP

Hactpoiika EtherChannel

[Touck u ycrpanenue Henonanok B padote EtherChannel

ArperupoBaHue KaHaJlOB

Hactpoiika OecripoBOAHOIO MapLIpyTU3aToOpa U KIMEHTa

Nelie i EN I No)) RV, ] (NN RUSTR (O

HacTtpoiika 6a3oBoro npotokona OSPFv2 ans onHoit obnactu

64
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10

Hacrpoiika OSPFv2 B ceTu MHOKECTBEHHOTO 10CTYyIIa

11

Hactpoiika pacumpennsix gynkiuit OSPFv2

12

[Touck u ycTpaHeHHE HEMOIa0K B paboTe 0ocHOBHBIX MTpoTokojoB OSPFvV2 u OSPFv3 nns onHoit
o0mactu

13

[Touck u ycTpaHeHHe HETOIaI0K B pad0Te yCOBEpIIeHCTBOBaHHOTO mpoTokosia OSPFv2 miis ogHoM
obnactu

14

Brnanenue HaBbIKaMu MOMCKa U YCTpaHeHHsI Henona ok B pabore OSPF

15

Hactpoiika OSPFV2 st Heckonbkux oOactei

16

Hacrtpoiika OSPFv3 m1st HeckoJbKuX oOactei

17

[Touck u ycrpanenne Hernonanok B pabore OSPFv2 u OSPFv3 nns Heckonbkux obmacreit

Tema 2.2. CoeanHeHue cerei

Conepxanne

1

IoakaoueHue K rio00aabLHOIN ceTH

00630p TexHoorUi TII00abHOM ceTu. Llenb co3manus rmodanbHbIX ceteit. [IpuHium padoTh
rino0anbHoi cetr. Beibop TexHomoruu riaodansHoi cetu. CepBUCH I100anbHOM ceTH. MHppacTpyKTypbl
YaCTHBIX TJIO0ATBHBIX ceTeil. MHdpacTpykTypa obmieaocTynHoM riaodansHoi ceTu. Beibop cepBrcoB
r1100anpHON CeTH.

CoeguHeHHE «TOYKA-TOYKA»

O0630p nocae10BaTENbHOIO COEIMHEHUS «TOUKa-Touka». CBA3b MO MOCIEA0BATEIbHOMY KaHaIy.
Nukancymsiuus HDLC. Ipunnun padots! nporokosna PPP. Ilpeumymiectsa npotokona PPP. LCP u
NCP. Ceancst PPP. Hactpoiika nporokona PPP. Hactpoiika nporokona PPP. Ayrentudukauus PPP.
Otmnagka coenuHeHud WAN. Otiagka PPP.

Peuiennsi IMpoKoOnoa0CHOTO J0CTyMA

VY nanéunas pabora. [Ipeumymiectsa ynanéHHon pabotel. buznec-tpeboBanus 1ist yaanEHHBIX
pabotHuKOB. CpaBHEHHE pENICHHI IIUPOKOITOIOcHOTO AocTtyma. Kadems. DSL. bectipoBoaHbIe
[IMPOKOTIOJIOCHBIE CETH. BEIOOD peleHnit mupoKonoIOCHOTO J0CcTyma. HacTpoiika moakitoueHui
xDSL. O630p PPPoE. Hactpoiika PPPoE.

3amuTa Me:K(PUIHAIbHON CBSA3H

Cetu VPN. Ocnogsr ceteit VPN. Tumns cereli VPN. Tynnenn GRE mexny oobexktamu. OcHoBbl GRE.
Hactpoiika tynneneit GRE. O6mue cBenenus o6 [Psec. 3amura npotokona IP. Ctpykrypa nporokosna
[Psec. Y ganéuneiit nocryn. Pemenus VPN s ynanéunoro nocryna. Cetu VPN ynanéunoro nocrymna ¢
rcnoJib3oBanurem IPsec.

96
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MounnTtopunr Cern
Syslog. [Tpuntumn padotsr Syslog. Hactpoiika Syslog. SNMP. ITpunamun padotst SNMP. Hactpoiika
SNMP. NetFlow. [Tpunnun padotst NetFlow. Hactpoiika NetFlow. [IpoBepka moneneii Tpaduka.

OTaaaka cetu

ITouck 1 ycTpaHeHHE HEMOJIAL0K C UCIIOJIB30BAHUEM CUCTEMHOIO NoAXoAa. JJokyMeHTanus 1o ceTu.
[Ipouenypa noucka u ycrpaneHus Henosagok. M3omsaius npo6ieMbl ¢ TOMOLIbI0 MHOTOYPOBHEBBIX
Mozeneil. Otnanka cetu. CpeacTBa MOMCKA U yCTpaHEHUs HenonagoK. CUMITOMBI ¥ IPUYUHBI OTIAAKU
cetu. [lonck n ycTpaHeHHe Henonamok cBsi3y B ceTsx [P.

B TOoM umMc/Ie NTPaAaKTHYECKUX 3aHATHIA 56
1 | Hacrpoiika 6a3oBoro PPP c ayrentudukanueit
2 | Ornagka 6a3oBoro PPP ¢ ayrentudukanueit
3 | [IpoBepka 6a3oBoro PPP ¢ ayrentuduxamnueit
4 | Hactpoiika mapuipytusaTopa B kadecTse KiueHTa PPPoE nns nogkmrouenust DSL
5 | Hacrpoiika tynnenss VPN GRE no cxeme «rodka-Touka
6 | Pa3zpaboTka TEXHMYECKOTO OOCITY)KUBAHHS CETH.
7 | Hactpoiika Syslog u NTP
8 | U3yuenue nporpaMMHOTO 0OECTICYCHUS 711 MOHUTOPUHTA CETH
9 | Hacrpoiika SNMP
10 | Coop u ananu3 nanubix NetFlow
11 | MucTpymMeHTapuii ceTeBOro aIMUHICTPATOpa JUIs HAaOII0ICHUS
12 | Cboii B pabote cetn
13 | Pa3zpaboTka 1OKyMEHTAIHH
Kypcosoii npoexkt 30

IIpumepHasi TeMaTHKA KypCOBBIX IPOEKTOB (padoT)

O 00 1N N B~ WK —

. [IpoekTrpoBaHue CTPYKTypUPOBAHHOMN KaOEIHbHON CHCTEMBI
. CoctaBneHne cMeThl 000pYAOBaHHUS

. Hactpoiika cereBoro obopyaoBanus

. HacTpoiika nepenayn JaHHBIX B KOMIIBFOTEPHBIX CETAX

. HacTpoiika KOMIBIOTEpHOU CeTH

. Hactpoiika npoTokosos

. Y 1ajeHHbIi JOCTYII B CETH

. AmaraocTruka paboThl KOMITBIOTEPHOH CeTH

. Pacuer ctonmocTtn npoekra
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3.
4.

CamocrosiTesibHAas padoTa 00y4aronmuxcs:

Cuctemaruueckas mpopaboTKa KOHCTIEKTOB 3aHATHH, yUeOHOH U crieanbHONW TEXHHYECKOU JINTEPaTyPHI.

KoncnektupoBanue TekcTa, paboTa co CIOBapsSMHU M CIIPAaBOYHUKAMH, 03HAKOMIJICHHE C HOPMAaTUBHBIMU JIOKYMEHTaMH, Y4eOHO-
ucclieioBaTeNbcKas paboTa Mpy caMoM HMIMPOKOM HcIofib30BaHuM MHTepHeTa u npyrux IT-rexHonorui.

[TpoexTHBIE (hOpMBI pabOTHI, TOATOTOBKA COOOIIEHNH K BRICTYIUIEHUIO HA CEMUHAPax U KOH(EPEHINAX; MOATOTOBKA pedepaToB, TOKIAIOB.
[ToaroToBka K MPaKTUYECKUM 3aHITHSM C UCTIOIB30BAHUEM METOAMYECKUX PEKOMEH AL TpenojaBaress, opopMIIeHne MPaKTHUECKUX
paloT, OTYETOB U MOJArOTOBKA K UX 3aLIUTE.

Koncynabranun no M/IK.01.02. Opranusanus, (pUHUMIBI IOCTPOEHUs] H PYHKIMOHUPOBAHUSI KOMIIbIOTEPHBIX CceTel

=)

IIpome:xyrounas arrectanmus no M/IK.01.02. Opranu3anusi, (puHIMIBI IOCTPOCHUA M (PYHKIIMOHNPOBAHHUS KOMIILIOTEPHBIX ceTel

bk =

Y4eOHast npakTHKa

Buawbl pador:

ydJacTue B IPOSKTHPOBAHUH CETEBON HH(PPACTPYKTYPHI;
ydJacTue B OpraHM3allK CETEBOTO aIMUHUCTPHPOBAHUS;
IKCILTyaTalus 00bEKTOB CETEBOI HHPPACTPYKTYPHI;
y4JacTue B YIPaBJICHUH CETEBBIMHU CEPBHCAMU;

ydJacTue B MOJICPHU3AIMHN CETeBOM HHPPACTPYKTYPHI

108

W=

IIpou3BoacTBeHHAS NPAKTHKA (10 NMPO(PUIIO CIENNATBLHOCTH)

Buasi pador:
ydacTHe B pa3paboTKe METOAOB, CPEJICTB U TEXHOJIOTHH MPUMEHEHUsI 00BbEKTOB NPO(heCcCHOHANBHOMN AeATETbHOCTH;

poBeCHUE MPOPHUIAKTUIESCKUX pabOT Ha 00bEKTaX CETEBON HHPPACTPYKTYPHI U paOOUYUX CTAHITHUSIX;
y4acTHe B MHBEHTAPHU3ALUH TEXHHYECKUX CPEICTB CETEBOM MHPPACTPYKTYPbI, OCYIIECTBICHHE KOHTPOJISI TOCTYIIHBIIIETO U3 PEMOHTA
000pyI0BaHUS

180

IK3aMeH

Bcero

826
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3. YCJIOBUSA PEAJIM3ALIUU ITPOT'PAMMBbI
MPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. MatepuajJbHO-TEXHUYECKOE O0ecredeHue

Jns peanuzanuu mporpaMmbl TPOPECCUOHATBEHOTO MOJYJISI MPETyCMOTPEHBI
clenyrolue crelnuaibHble MmomenieHus: gadopatopus OpraHu3aluu U MPUHIUIIOB
MOCTPOEHUSI KOMIBIOTEPHBIX cuUcTeM, Jlaboparopust MHOpMaIMOHHBIX PECYpCOB,
noJIUroH TeXHUYEeCKOro KOHTPOJIS U JUArHOCTUKH CETEBOM MHPPACTPYKTYPHI.

O6opynoBanue maboparopuu OpraHuzallid ¥ TPUHIUIOB TOCTPOCHUS
KOMITBIOTEPHBIX CUCTEM:

crienuann3upoBaHHas yaeOHass meOeb:
pabouee MecTo TMpenoaaBaTelis, 000pyA0BaHHOE KOMIBIOTEPOM, YUCHUYECKHUE CTOJIBI
JIBYXMECTHBIC, KOMIIBIOTEPHBIE CTOJILI —  OJHOMECTHBIE, CTyJbs, IIKad
KOMMYTAITMOHHBIN, CTOWKA KOMMYTallMOHHAs, MKa() KHUKHBINA, MaTd-MaHeb;

TEXHUUYECKHUE CPEeJICTBA OOYUCHHUS:

KOMITBIOTEPHI, MYJIbTUMEIUNHBIN MTPOCKTOP, aKyCTUUECKUE KOJIOHKH, KOHJIUIIMOHED,
WHTEpPAaKTUBHAs JI0CKa, Kamepa (HaONMoJeHUs); MaKeT MPHUKIAIHBIX MPOrpaMM:
TEKCTOBBIX, TaOJUYHBIX, TpaUUECKUX W MPE3CHTALUOHHBIX, TMOAKIIOUEHHE K CETH
bunmana, noakiaoueHue k cetu HTepHeT, B ToM uuncie yepe3 wi-fi;
y4eOHO-HArJIsAIHbIE TTOCOOUS:

miakatel: «Pacuer agpecauuu cereit», «JlokanpHas ceTb npeanpusatus», «Domain
Name System», «Ontuueckue kabenu cBsa3u», «KopeHb HOMEHHOW HEpapXumy,
«Microsoft ~ Azure,  Microsoft  Server  2012», «IllHypel  onTuyeckue
coeMHUTENbHbIe», «OCHOBHBIE HWHCTPYMEHTHI st pabotrel ¢ BOJIC», «Pacuer
anpecanuu ceteit», «Kabenu BosokonHo-ontruueckue», «IIHIKO-H-STy;

JabopatopHoe 000pyI0BaHUE:

My(dTa OoNTHYECKasi, CBAPOUYHBIN armapar JJis ONTOBOJIOKHA, HA0Op MHCTPYMEHTOB
HWP, BonokHO onmTHYecKoe, MapUIpyTU3aTOphl, ToUKa aoctyna wi-fi, VolP o3,
amnmapatHelii Opanamayap, I[P Tenedonsr, TenedoH aHAIOrOBBIN, (QUIBTP CETEBOM,
HUCTOYHUK OecriepeOOHHOro MuTaHusi, KoMMyTaTtopsl, kadbenb Cisco, kabens HDMI,
Ka0enb KOHCOJIbHBIN, MEXKCETeBOM 3KpaH, cepBepa, uHTepdeiicHas kapta, WBII,
kouBeprep USB-Com, KpemexHblii KOMIUIEKT, HAYIIHUKH C MHUKPO(OHOM,
ornepaTUBHAS MMAMSTh.

O6opynoBanne nabopatopun MHPOPMAITMOHHBIX PECYPCOB:

crienuain3vpoBaHHas yueOHas MeOenb:
pabodyee MecTo mpenojaBaress, OOOpPYyJAOBaHHOE  KOMIIBIOTEPOM,  CTOJIbI
KOMITBIOTEPHBIC, YUYEHUYECKHUE CTOJbI, CTYJbs, IIKadbl, KIacCHas JOCKa —
MapKepHasi;

TEXHUYECKHE CPEICTBA OOYUCHUSI:

KOMIIBIOTEPHI, TaKEeT NPUKIATHBIX MPOrpaMM: TEKCTOBBIX, TaOJUYHBIX,
rpadUuecKuX M MPEe3eHTAIIMOHHBIX, MOAKIIOUYEHUE K ceTH (huiinaa, moJKIIYeHnue K
cetu MHTtepHerT;

TPEHAXEPHI:
tpeHaxxkep OracleVM Virtual BOX (Mmonenupyet Hactpoiiky I1K).



O6opynoBanue monuroHa TeXHUYECKOrO0 KOHTPOJISI U JTUArHOCTUKU CETEBOMU
UHOPACTPYKTYPHI:

creruain3upoBaHHas yueOHas MeOeb:
pabouee MecTo MpenoaaBaTelis, 000pyA0BaHHOE KOMIBIOTEPOM, YUEHUYECKHUE CTOJIBI
JIBYXMECTHbIC, KOMIIBIOTEpPHbIE  CTOJIbI —  OJHOMECTHBIE, CTyJbs, IIKad
KOMMYTAIlMOHHBIN, CTOMKA KOMMYTallMOHHAs, IKa() KHUKHBINA, MaTy-MaHeb;

TEXHUYECKHE CPEICTBA OOYUCHUS:
KOMIIBIOTEPHI, MYJIbTUMEIUNHBIN TPOEKTOP, aKyCTUUECKUE KOJIOHKHU, KOHJIUIIMOHED,
WHTEPAKTUBHASL JOCKa, Kamepa (HAOMIONEHWs), TaKeT NPUKIAIHBIX TPOrPaMM:
TEKCTOBBIX, TAOJUYHBIX, TPAQUUECKUX W MPE3CHTAMOHHBIX, MOAKIIOYCHUE K CETH
¢unmnana, nogkioueHue Kk cetu HTepHeT, B ToM uucie yepe3 wi-fi;

y4eOHO-HarJIsAIHbIEe TTOCOOUS:
miakatel: «Pacder amgpecanum cerei», «JlokampHas ceThb mpeanpusaTus», «Domain
Name System», «Ontudeckue kabenu cBs3n», «KopeHb JTOMEHHOW HEpapXumy,
«Microsoft  Azure, Microsoft  Server 2012», «lllnypsl  onTuuyeckue
COeIMHUTENbHBIE», «OCHOBHbIE HMHCTPYMEHTHI 11l padotel ¢ BOJICy, «Pacuer
anpecanuu cetei», «Kabenu BogokonHo-ontruueckue», «IIIKO-H-STy;

nabopatopHoe 000pyI0BaHUE:
My(dTa onTHUYECKasi, CBAPOUYHBIN ammapar AJjis ONTOBOJIOKHA, HA0Op MHCTPYMEHTOB
HUP, BonokHO onTuyeckoe, MaplIpyTu3aTopsl, Touka aoctyna wi-fi, VolP nuto3,
amnmapatHeli Opanamaysp, I[P Tenedonsr, TenedoH aHaNIOrOBBIN, QUIBTP CETEBOM,
HUCTOYHUK OecriepeOOHHOro MuTaHusi, KOMMyTaTtopsl, kabenb Cisco, kabenbs HDMI,
Kabellb KOHCOJIbHBIM, MEXCETEeBOM SKpaH, cepBepa, uHTepdeiicHas kapta, MBII,
kouBeprep USB-Com, KpemnexHblii KOMIUIEKT, HAYUIHUKH C MHKPO(OHOM,
OrepaTUBHAS MMAMSTh.

[Tomemenus: st caMOCTOSATENBHOM paOOThI, OCHAIICHBI KOMIBIOTEPAMHU C
BO3MOKHOCTBIO MOJKITIOYEHUS] K UHPOPMAITMOHHO - TEJICKOMMYHUKAIIUOHHON CETH
«HTEepHET”.

3.2. MapopmanuonHoe odecnedeHue 00y4eHust

Jns  peanuzanu  mporpaMmbl  OMOIMOTEeUHBIH  (GOHI 00pa30BaTEIbHOM
OpraHM3aliii  YKOMIUIGKTOBaH  MEYaTHBIMH W (WIH)  DJIEKTPOHHBIMH
o0Opa3oBaTebHBIMA W HWH()OPMAIIMOHHBIMUA PECYpCaMH, PEKOMEHIOBAHHBIMH JIJISI
UCIIOJIb30BaHUSI B 00pa30BaTEIbHOM MPOIIECCE

4.2.1 IleyaTHble U3TAHUSA
1. Omudep B. I'., Omudep H. A. Komnwtorepusie cetu. [IpuHIUIIBI, TEXHOIOTHH,
MPOTOKOJIbI: YueOHUK AJis BYy30B. S5-¢ u3fl. M3znarensckuii nom «I TUTEPy», 2019,2020.

4.2.2 JNeKTPOHHbBIE U3IaHUA (3JTEKTPOHHbIE PeCypPChl)

1. JuGpor, M. B. KoMmnbproTepHble CETH U TeIEKOMMYHUKAIMU. MapiipyTusaius B
[P-cetsix B 2 4. Yactp 1 : yueOnuk u mpaktukym mis CIIO / M. B. JuGpoB. —
Mocksa : U3gatensctBo HOpaiit, 2020. — 333 c. ObC IOpaiit [caiiT]. — Pexum
noctyna: http://urait.ru/bcode/452574
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http://urait.ru/bcode/452574

2. Ju6pos, M. B. KoMmnbroTepHbI€ CETH U TEIEKOMMYHUKaUUA. MapuipyTtusanust B
[P-cetsix B 2 4. Yactp 2 : yueOHuk u mpaktukyM s CIIO / M. B. JubpoB. —
Mockga : UzparensctBo FOpaiit, 2020. — 351 c¢. ObC IOpaiit [caiiT]. — Pexum
noctyna: http://urait.ru/bcode/453065

3. IlpoextupoBaHue WHOOPMAITMOHHBIX CUCTEM : yueOHUK U npakTukym aisa CI1O /
. B. Yucrtos, II. II. MenbuukoB, A. B. 3onortaprok, H. b. Huuenopyk ; moj
obmr.pen. 1. B. YucroBa. — M. : U3narensctBo KOpaiit, 2018. — 258 ¢. — (Cepus :
IIpodeccuonanpHoe obpazoanue). — ISBN 978-5-534-03173-7. Pexxum nocryma:
https://biblio-online.ru/viewer/proektirovanie-informacionnyh-sistem-414925#/

4. Tenraiikun, E. A. IIpoektupoBanue ceteBoil MH(ppacTpykTypbl. Opranuszanus,
NPUHITMIBI ~ TOCTPOEHUS W (YHKIMOHUPOBAHUS  KOMIBIOTEPHBIX  CETEH.
JlaGoparopHbie paboThl : yueOHoe ocodue s cno / E. A. Tenraiikud. — 2-¢ usf.,
crep. — Cankr-IletepOypr : Jlans, 2021. — 108 c. ObBC Jlanb: Pexum noctymna:
https://e.lanbook.com/book/156619

4.2.3. JlonoJIHUTEIbHbIE HCTOYHUKH

1. Komnstorepusie cetu: Yu.nmoc. / H.B.MakcumoB - 6 uzn. - M.:@opym, HUIL]
NH®D®PA-M,2018 - 464 c.(CIIO)(I1)

2. llesenes, 0. I1. luckpernas matematuka : yuyeoHoe nocodue qis CIIO / FO. I1.
[lIeseneB. — Cankrt-IletepOypr : Jlans, 2021. — 592 ¢. ObC Jlanp Pexxum noctyna:
https://e.lanbook.com/book/161638

3.3. O0umue TpedOBaHNUS K OPraHU3aluM 00pa30BaTeIbLHOIO Npouecca

OcBoeHue mporpamMmbl MoOAyJis Oa3upyercs Ha HW3YYEHMHM JAMCLUILIIMH
MaTeMaTHYeCKOro ¥  OOIIEero eCTeCTBEHHOHAy4YHOro ydeOHOro LHKIa |
o01IenpodecCuoOHaNbHOTO UKJIA.

VY4eOHasi mpakTHUKa MPOBOJUTCS KOHLEHTPUPOBAHHO B YYEOHBIX MACTEPCKHUX
¢umana.

[IpousBoAcTBEHHAss MpaKkTUKa (MO MNPOPUIIO CIEHHATBHOCTH) MPOBOJIUTCA
KOHLUEHTPUPOBAHHO B OpraHU3alMIX, AESATENbHOCTb KOTOPBIX COOTBETCTBYET
npo(HIII0 MOATOTOBKM 00YUYaIOIIHUXCS.

Pe3ynbratel NpOXOXKAECHHUS NPOU3BOJACTBEHHOW MPAKTUKH (MO MpOQuIIto
CHEIMAIBHOCTH) MO NPOPECCUOHATBHOMY MOIYJIIO YUYUTHIBAIOTCS IPU IPOBEACHUU
IK3aMeHa.

3.4. Kaagposoe o0ecnieueHne 00pa3oBaTe/IbHOIO Mpoiecca

Peanuzanus paboueit pOrpaMMbl podeCcCHOHATIBEHOTO MOYJIs
o0ecIeunBaeTcsl MeIarornyecCKuMi pabOTHIKaMU 00pa30BaTeIbHON OpraHU3allid, a
TaK)Ke JIMIIAMH, TPUBJICKAEMBIMU K peaiu3alud o0pa30BaTEIbLHON MpOrpamMMbl Ha
WHBIX YCJIOBHSX, B TOM YHCJIC U3 YKCIIa PYKOBOAWUTENCH U paOOTHIUKOB OpraHU3aIlii,
HampaBlieHUE ACSITEIbHOCTH KOTOPBIX COOTBETCTBYET 00JIacTH MpodeccroHaTbHOM
nestenpHOCTH 06 CBs3b, MH(POpPMAIMOHHBIE W KOMMYHHUKAIIMOHHBIE TEXHOJIOTHHU
(MMeroImMX CTax padoThl B TaHHOM MpodeCCHOHAIBHOM 00J1acTH HE MeHee 3 JIeT).
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KBanudukauus negarorndeckux pabOTHUKOB 00pa30BaTeIbHON OpraHU3aLMU
OTBEYAET KBaJU(UKAUMOHHBIM TpPEOOBAHUSAM, YKa3aHHbIM B KBaJIM(PHUKALMOHHBIX
CIpaBOYHMKAX U (WIM) IpOo(eCCHOHATBHBIX CTaHAApPTaX.

[legarornyeckue pabOTHUKH, MPUBJIEKaEMble K pean3alud 00pa3oBaTEIbHON
MPOrpaMMBbl, TOIY4YaloT JOTOJHUTEIbHOE TMpodeccuoHaIbHOe O00pa3oBaHUE 10
nporpaMMaM MOBBIIIEHUS KBaNu(UKALKUK, B TOM 4YHCIE B (popMme CTaXUpPOBKH, B
OpraHM3alysIX, HamnpaBlIeHUE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET OOJAcTH
npo(ecCUOHATBHON ~ JeATEIbHOCTH 06 Casi3b, UH(OpMALMOHHbIE 17§
KOMMYHHUKAIIMOHHbIE TEXHOJIOTMM HE pexe 1 paza B 3 roja ¢ y4eToM paclIMpeHHs
cnekTpa npoecCuoHaNbHBIX KOMIETEHIUH.
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4. KOHTPOJIb 1 OIIEHKA PE3YJIBTATOB OCBOEHUA

MPO®ECCUOHAJTBLHOIO MOJYJISI (BUJA AESITEJLHOCTH)

Koa n HauMeHoBaHue
npogeccHoHANBHBIX U
o01mMX KoMIMeTeHIMid,
(opmupyembIX B pamkax
MOIYJIsl

Kpurepuu ouenku

MeToabI OLIEHKH

[IK 1.1. BeinonusTe
MPOEKTUPOBAHNE
KaOeNbHON CTPYKTYPbI
KOMIBIOTEPHOU CETH

O1eHKa «OTIIMYHOY - TEXHUYECKOE 3aaHue
MIPOaHAIU3UPOBAHO, AJITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHUECKOMY 33IaHUI0 U
0(OpMIIEH B COOTBETCTBUU CO CTaHAAPTaMHU,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
OreHKa «XOpOIIoY - AITOPUTM pa3paboTaH,
o opMIIeH B COOTBETCTBUU CO CTaHIAPTAMH U
COOTBETCTBYET 3aJIaHUIO0, IOSICHEHBI €T0

Dk3ameH/3aueT B hopme
cobeceqOBaHUA:
MPAKTUYECKOE 3aJaHue
IO ITOCTPOCHUIO
ajaropurMa B
COOTBETCTBUH C
TCXHUYCCKHUM 3a/IaHUCM
3amnuTa OTY4ETOB I10

OCHOBHBIE CTPYKTYPHI. MPAKTUYIECKUM paboTaM
O1eHKa «y/10BJIETBOPUTEILHOY - AITOPUTM 3amuTa KypcoBoro
pa3paboTaH U COOTBETCTBYET 3a/IaHUIO MPOEKTa
3amura OTYETOB O
y4ueOHOM 1
MPOU3BOJCTBEHHOU
MIPAKTHKaM
IIK 1.2. OcymectBiath | OuEHKa «OTIMYHO» - TEXHUYECKOE 3aJJaHHE DK3aMmeH/3auet B popme
BBIOOP TEXHOJIOTHUH, IIPOAHAIU3UPOBAHO, AJITOPUTM Pa3pabOTaH, cobeceoBaHus:

WHCTPYMEHTAJIbHBIX
CPEJ/ICTB U CPE/ICTB
BBIYMCIIUTENHHOM
TEXHHUKU TIPU
OpraHu3aIMy Impolecca
pa3paboTKu 1

COOTBETCTBYET TEXHUUECKOMY 3a/1aHUI0 U
0(opMIICH B COOTBETCTBUU CO CTaHJApTaMH,
HOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOILIOY» -aIrOPUTM pa3padboTaH,
0(opMJIIEH B COOTBETCTBUHU CO CTaHIapTaMU U
COOTBETCTBYET 3aJIaHUIO, TIOSICHEHBI €T0

MIPAKTUYECKOE 3a]aHue
IO MOCTPOCHUIO
aJIropuTMa B
COOTBCTCTBUHU C
TEXHUYECKHUM 3aaHUEM
3alura OTYETOB 110

UCCIIeIOBAaHUS OCHOBHBIE CTPYKTYPBHI. MPAKTUYECKUM paboTaM

00BEKTOB OLieHKa «yJI0BJIETBOPUTEIIBLHOY - aJITOPUTM 3ammra KypcoBOro

npodeccuoHaTbHON pa3paboTaH U COOTBETCTBYET 3a/IaHUIO MIPOEKTa

IEeATEeILHOCTHU 3amnmTa OT4ETOB 11O
yuebHoil u
MIPOU3BOJCTBEHHOM
PaKTUKaM

IIK 1.3. O6ecnieunBath | OLIEHKA «OTIUYIHOY» - TEXHUICCKOE 3a/IaHUE Dk3amMeH/3aueT B hopme

3amuTy HHQOPMAIMK B | IPOAHATIN3UPOBAHO, allTOPUTM pa3paboTaH, co0eceT0BaHUS:

CEeTHU C
UCIIOJIb30BaHUEM
IpOrpaMMHO-
annapaTHbIX CPECTB

COOTBETCTBYET TEXHUUECKOMY 3a/IaHUIO U
0(OpMIIEH B COOTBETCTBUU CO CTaHAAPTaMH,
MIOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.
OreHKa «XOpOIIoY - AITOPUTM pa3padboTaH,
0(OpMIIEH B COOTBETCTBUHU CO CTaHJAPTaMU U
COOTBETCTBYET 3aJaHUI0, TOSICHEHBI €r0

IPaKTUYECKOE 3a/1aHUE
10 TOCTPOCHHIO
anropuTMa B
COOTBETCTBUHU C
TEXHUUYECKHUM 331aHHEM
3aimra oTYETOB 110

OCHOBHBIE CTPYKTYPHI. MpaKTUYECKUM paboTam
O1eHKa «yI0BIETBOPUTEIHLHOY - AJITOPUTM 3amuTa KypcoBOro
pa3paboTaH U COOTBETCTBYET 3aIaHUIO MPOEKTa
3ammura OT4YETOB 0
y4eOHOU 1
MIPOU3BOJACTBEHHOMN
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MpaKTHKaM

[IK 1.4. [Ipunumats
y4acTHe B IPHUEMO-
CIaTOYHBIX
WCIIBITAHUSAX
KOMIIBIOTEPHBIX CeTel
U CETEBOIO

O1eHKa «OTIIMYHOY» - TEXHUYECKOE 3aaHNe
NPOAHATM3UPOBAHO, aJITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUUECKOMY 3a/1aHUIO0 U

0 opMIICH B COOTBETCTBUH CO CTaHJApTaMH,
HOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOpOIIOY» - ANTOPUTM pa3paboTaH,

Dk3aMeH/3a4eT B popme
cobeceoBaHus:
NPaKTUYECKOE 3a/IaHuC
IO ITOCTPOCHUIO
IrOpUTMa B
COOTBETCTBUH C

o0opy0oBaHuUs 0(OpMIIEH B COOTBETCTBHUHU CO CTAHJAPTAMU M | TEXHUYECKUM 3aJlaHUEM

Pa3JIMYHOTO YPOBHS U B | COOTBETCTBYET 3aIaHUIO, TTOSICHEHBI €T0 3ammra OTYETOB 1O

OIICHKE Ka4yecTBa U OCHOBHBIE CTPYKTYPBHI. MPAKTUYECKUM paboTaM

HKOHOMUYECKOM OlieHKa «yIOBJIETBOPUTEIIBHOY - aJITOPUTM 3ammra KypcoBOro

3¢ (heKTUBHOCTH pa3paboTaH U COOTBETCTBYET 3a/IaHUIO MIPOEKTa

CETEBOM TONOJIOTUH 3ammra OT4YETOB 0
y4ueOHOM 1
MIPOU3BOJCTBEHHOMN
MIPaKTUKaM

[IK 1.5. BeimonasTh OlieHKa «OTIMYHO» - TEXHUYECKOE 3a/IaHne DKk3amen/3auet B popme

TpeOoBaHUs MPOAHATU3UPOBAHO, AJITOPUTM Pa3padOTaH, co0eceTI0BaHUS:

HOPMATHUBHO- COOTBETCTBYET TEXHUUYECKOMY 3aJIaHUIO U MPaKTUYECKOE 3a/IaHHe

TEXHUYECKON 0(OpMIIEH B COOTBETCTBUU CO CTAaHAAPTAMH, | TIO TOCTPOCHUIO

JIOKYMEHTAllUH, UMETh
OTBIT OhopMITeHUS
MIPOEKTHOM
JIOKYMEHTALIUU

MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOILO» - ANTOPUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBUHU CO CTaHJAPTaMU U
COOTBETCTBYET 3aJIaHUIO, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

O1neHka «yI0BIETBOPUTEIBHOY - AJITOPUTM

ITOpUTMa B
COOTBETCTBHUHU C
TEXHUYECKUM 3a/laHIEeM
3aimra oTYETOB 10
MIPAKTUYECKUM paboTaM
3ammra KypcoBoro

pa3paboTaH U COOTBETCTBYET 3a/laHUIO IIPOEKTa
3ammra OTYETOB M0
yueOHOM 1
MIPOU3BOJCTBEHHOMN
IpaKTHUKaM
OK 01. Beibupath — 00OCHOBAaHHOCTH TOCTAHOBKH IIEITH, Nurepnperanus
CIOCOOBI peLIeHHs BbIOOpa U IPUMEHEHHSI METOI0B U CIIOCOOOB | PE3yIbTaTOB
3a1a4 penieHus mpodecCuoHaNbHBIX 3314, HaOoIeHuH 3a
npodeccuoHaTbHON - aJIeKBaTHAas OL[EHKAa U CaMOOILIEHKa JEeSITETbHOCTBIO
JESTETBHOCTH, 3P HEKTUBHOCTH M KAU€CTBA BHITTOJIHEHHS oOyuatorierocst B
NPUMEHUTEIBHO K npodeccuoHaNbHbIX 3aa4 MIPOLIECCE OCBOEHUS
pa3IUYHbIM 00pazoBaTesIbHON
KOHTEKCTaM IIpOrpamMMBbl
OK 02.0cymiecTBisATh | - UCHOJIb30BAHUE PA3IIUYHBIX UCTOYHHUKOB,
IIOUCK, aHAJIU3 U BKJII0Yasl SJIEKTPOHHBIE PECYPCHI, OKCnepTHOe

UHTEPIIPETALHIO
uH(pOpMaImHy,
HE0OXO0UMOM JIst
BBINOJIHEHUS 3a/1a4

Meauapecypcesl, THTepHeT-pecypcesl,
NEPUOANYECKHE U3AAHNS 110 CIIEHUATbHOCTH
JUIS peleHns NpoecCHOHATIBHBIX 3aa4

npodeccnoHaIbHOM

JIeSITEIbHOCTH

OK 03. IInanupoBatb u | - 1€MOHCTpaLsl OTBETCTBEHHOCTH 32
peann30BbIBaTh HPUHATBIE PELICHUS

cOOCTBEHHOE - 000CHOBaHHOCTH CaMOaHaJIM3a U KOPPEKIIUs

npodecCuoHaIbHOE 1
JIMYHOCTHOC pa3BUTHC

pe3yIbTaTOB COOCTBEHHOU PabOTHI

HaOJIFOEHUE U OLIEHKA
Ha MPaKTUYECKUX
3aHSATHUSAX, IPA KYPCOBOM
MIPOEKTUPOBAHUH, TIPH
BBITIOJIHEHUH PaloT 110
yuebHoil u
MIPOU3BOJCTBEHHON
MPaKTUKaM

OK3aMeH
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OK 04. PaboTaTb B
KOJIJIEKTHBE M KOMaH/IE,
3¢ PEeKTUBHO
B3aNMOJEHCTBOBATH C
KOJIJIETAMH,
PYKOBOJICTBOM,
KJINEHTaMH

- B3aMMOJICHCTBHE C 00yYarOIUMHUCH,
IpenojaBaTesiIMU U MacTepaMu B XO7Ie
00yueHHsl, ¢ pyKOBOAUTENIIMU YUeOHOH U
IIPOU3BOJCTBEHHOMN NPAKTHK;

- 000CHOBaHHOCTb aHaJIM3a PabOTHI YWICHOB
KOMaH/Ibl (TIOAYNHEHHBIX )

OK 05. OcyuiecTBiATh
YCTHYIO M TACBMEHHYIO
KOMMYHHKAIUIO Ha
rOCyIapCTBEHHOM
SI3BIKE C yYETOM
0COOCHHOCTEM
COILIMANTLHOTO U
KYJIETYPHOTO
KOHTEKCTa

-TpaMOTHOCTb YCTHOW M TUCbMEHHOM peuH,
- ICHOCTb ()OPMYIIUPOBAHUS U UBTIOKEHUS
MBICJIEN

OK 06. IIposBusaTh
rpaXKIaHCKO-
NaTPUOTUYECKYIO
HO3UILIUIO,
JI€MOHCTPUPOBATh
OCO3HAaHHOE IOBEJICHUE
Ha OCHOBE
TpaJULIMOHHBIX
00I1IeYeI0OBEUECKUX
LIEHHOCTEN, IPUMEHATH
CTaHJApPTHI

- coOIOIeHNe HOPM TTOBEICHUS BO BPEMSI
y4eOHBIX 3aHATUN U IPOXOXKACHUS yUeOHOH U
IPOU3BOICTBEHHON TPAKTHK

AQHTUKOPPYILIUOHHOTO
TIOBE/ICHUS

OK 07. CogeiicTBoBath | - 3()()eKTUBHOCTH BBINIOJTHEHU TipaBui Th Bo
COXPaHEHUIO BpeMsl YYEOHBIX 3aHSATHUH, TIPU MTPOXOXKICHUH
OKpYXaroIlel Cpenpl, y4e0HOM ¥ MPOU3BOJCTBEHHON MPAKTHK;
pecypcocOepexeHuIO, - 3HaHUE U MCIIOJIh30BaHKE

3P PEKTUBHO pecypcocOeperaronux TeXHOJIOTHiA B 001acTh
JICICTBOBAThH B TEJIEKOMMYHUKAIHN

Ype3BbIYaNHBIX

CUTYaIUSIX

OK 08. Mcnonb3oBaTh
cpencTBa (GU3NIECKOMH
KYJBTYpPBI J1JI
COXpaHCHHS U
YKPEIUICHUS 30POBbS B
nporiecce
npodeCCHOHATEHON
ACATCIIbHOCTU U
TIOJIICPKAHUS
HE00X0IMMOTO YPOBHS
buznueckoit
IIOATOTOBJICHHOCTHN

- 3¢ (heKTHBHO HUCITOJIE30BATh CPEJICTBA
(bu3nUecKoil KyIbTypHl JUI COXpPaHEHUS U
YKpPEIUICHHUs 37I0POBbS B TIpoIIecce
pohecCHOHALHOM IS TENBHOCTH U
noJyiep>kaHue HeoOXOAMMOTO YPOBHS
(bu3MYECKOI MOATOTOBICHHOCTH

OK 09. Ucnons30BaTh
UH(OpPMAIIMOHHBIC
TEXHOJIOTUH B

- 3(ppeKTUBHOCTD HCTIOTB30BAHUS
MH()OPMAITIOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTHH B MPO(heCCHOHAILHON
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npodeccuoHaTEHON
JESTEIIbHOCTH

JeSITEILHOCTH COTIacHO (hOPMUPYEMBIM
YMEHHSM U [10JIy4aeMOMY MPAKTUYECKOMY
OIIBITY

OK 10. [Tonb30Batbcs
npodeccrnoHaTbHOM
JIOKyMEHTalue Ha
rOCyapCTBEHHOM U
WHOCTPAHHOM SI3bIKaxX

- 3¢ peKTUBHOCTH UCTIONB30BAHUS B
poeCCUOHAITBHON IEATETLHOCTH
HE00X0IUMOM TEXHUYECKON JOKYMEHTAIUH,
B TOM YHCJI€ HA HHOCTPAHHOM SI3bIKE

OK.11. Mcnonr3oBars
3HaHUs 10 (PUHAHCOBOM
IrpaMOTHOCTH,
TUTAHUPOBATh
peaNpUHIMATEIbCKYIO
NesITeIbHOCTD B
npodeccrnoHaIbHOM

chepe

- 3¢ (peKTUBHO ITAHUPOBATH
PeIPUHAUMATEITBCKYIO IS TeITLHOCTD B
npodeCCHOHAITLHOM cepe MpH MPOBEICHUH
paboT MO KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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