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1. OBIIASL XAPAKTEPUCTUKA PABOYEHN ITPOT'PAMMBI
HPOPECCHUOHAJIIBHOI'O MOAYJIA
IIM.01 HACTPOMKA CETEBOM NUH®PACTPYKTYPhI

1.1. e ¥ VIAHUPYEMBbIE Pe3yJabTATHI 0CBOEHHS NMPO(eCCHOHATHHOT0
MOYJISI

B pesynbrare uzydenus npodeccnoHaIbHOTO MOIYJIsi 00ydaromuics TOMKEeH
ocBouTh Bun jaesarenpbHoctd  BJ[ 1. Hactpoiika ceTeBoit uHOPACTPYKTYpPHI
COOTBETCTBYIOIINE eMy OOIIMe KOMIIETEHIIUU U MTPOPECCUOHATIbHBIE KOMIIETEHIUU:

1.1.1. Tlepedenn 00X KOMITETCHITUN

Kon HaumMmeHoBaHue 001X KOMIIETEHLIMNA

OK 01. | Beibupats criocoObI pemeHus 3aaa4 npohecCHOHATBHOM NeATeIbHOCTH TPUMEHUTETHHO
K pa3JINYHbIM KOHTEKCTaM

OK 02. | Ucnionb30BaTh  COBPEMEHHBIE CPEICTBA IIOMCKA, aHaJIW3a W  HUHTEPIPETALUU
uHbopManuy, #  WHPOPMALMOHHBIE  TEXHOJOTHUH JUIS  BBINOJHEHUS  3a/1ad
po¢eCCHOHATILHOM /1€ TeIbHOCTH

OK 03. | [ImanupoBaTh H pEaTM30BHIBATH COOCTBEHHOE TPO(PECCHOHANBHOE W JHUYHOCTHOE
pa3BUTHE, MPEIIPUHUMATENbCKYI0 JESITEeIbHOCTh B HpodeccHOoHaIbHON  cdepe,
WCIOJBb30BAaTh 3HAHUS MO TPaBOBOH W (MHAHCOBOW TIPaMOTHOCTH B Pa3IMYHBIX
AKHU3HEHHBIX CUTYalUsiX

OK 04. | DddekTuBHO B3aNMOACHCTBOBATh M pa00TaTh B KOJUICKTUBE U KOMAH]IE

OK 05. | OcymiecTBisITh YCTHYIO U MUCBMEHHYIO KOMMYHHUKAIIMIO Ha TOCYJapCTBEHHOM SI3BIKE
Poccuiickoit ®expepanuu ¢ y4eToM OCOOEHHOCTEH COLMAIbHOTO W KYJIBTYPHOTO
KOHTEKCTa

OK 06. HpOSIBJ'I}ITB TPaXXAAHCKO-IIATPUOTUIYCCKYIO IMO3UIHUI0, ACMOHCTPHUPOBATH OCO3HAHHOC
MMOBEACHMWE HA OCHOBEC TpaJUIIMOHHBIX pOCCPIfICKHX AYXOBHO-HPAaBCTBCHHBIX HeHHOCTefI,
B TOM HYHCII€E C YUYCTOM TapMOHH3alUN MCEKHAIWOHAIBHBIX W MCKPCIUTHO3HBIX
OTHOHIGHI/II\/JI, IMPUMCHATH CTAHAAPTBI AHTUKOPPYHIIMOHHOT'O MOBCACHUS

OK 07. | ConeiicTBOBaTh COXpPaHEHUIO OKPYXaoILIEH cpeibl, pecypcocOepekeH 0, NMPUMEHSITh
3HaHHA 00 U3MEHEHHMM KJIMMaTa, MPUHLUIBI OEepeKIMBOro MPOU3BOACTBA, 3PPEKTUBHO
JIEMCTBOBATh B YPE3BbIYANHBIX CUTYaLUSIX

OK 09. | [lonb3oBarbecst  mpoeccHOHANBHOM — JOKYMEHTAallMel Ha  TroCyAapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX

1.1.2. Tlepeuenn nmpodeccroHaIbHBIX KOMIIETCHITUN

Kon HanmeHoBaHMe BU1a AEATEIbHOCTH U MPO(ECCHOHATBHBIX KOMIIETEHIUH

BJ 1. HacTtpoiika ceTeBoil HHQPaCTPYKTYpHI

IK 1.1. JIOKyMEHTUPOBaTb  COCTOSIHUS  MH()DOKOMMYHHMKAIlMOHHBIX  CHCTEM M HX
COCTaBJISIONIMX B ITPOLECCE HATAAKHU M DKCILTyaTallun

IIK 1.2. ITonnepxuBaTh pabOTOCIIOCOOHOCTH aINMapaTHO-MPOTPAMMHBIX CPEJICTB yCTPOMCTB
MH()OKOMMYHHUKAIIMOHHBIX CUCTEM

ITK 1.3. YcTpaHsITh HEMCIIPABHOCTH B paboTe MH(POKOMMYHHKAIIMOHHBIX CHCTEM

IIK 1.4. [IpoBOINTE NPUEMO-CIATOYHBIE HCIIBITAHUS KOMIIBIOTEPHBIX CETEH W CETEBOrO

000pyI0BaHUsl PAa3TUYHOTO YPOBHS U OIICHKY Ka4eCTBa CETEBOM TOIMOJIOTHH B paMKax
CBO€I1 OTBETCTBEHHOCTH

IIK 1.5. Ocy1iecTBIATh pe3epBHOE KOMMPOBAHNWE U BOCCTAHOBIIEHUE KOH(PUTYpaIUU CETEBOTO
o0opyoBaHus HHGOPMALIMOHHO-KOMMYHHKAIIMOHHBIX CUCTEM
IIK 1.6. OcCy1IecTBIATh UHBEHTAPU3ALUIO TEXHUYECKUX CPEJCTB CETEBOW HH(PACTPyKTYypHI,

KOHTPOJIb O60py,[[OBaHI/I$I IMOCJIC IIPOBCACHHOTO PEMOHTA
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IK 1.7.

OcyIiecTBIATh pErjiaMeHTHOEe OOCITYy)XKMBaHHWE M 3aMEHY PACXOJHBIX MaTepHajoB
nepudepuitHOTO, CETEBOTO M CEPBEPHOr0 00OpYAOBaHHS WH()OKOMMYHUKAITMOHHBIX
CUCTEM

1.1.3. B pe3syabpTaTe ocBoeHUs MPOGECCHOHATBHOTO MOYJIsI 00YYaIONTUICS JOJIKEH:

Bnanerts
HaBBIKAMH

COCTaBJICHUA PCTIIAMCHTHBIX OTUCTOB O 3aMCUYCHHBIX OTKIIOHCHUAX OT IITATHOI'O PEKHUMaA
q)yHKLII/IOHI/IPOBaHI/IH I/IH(bOKOMMyHI/IKaHI/IOHHLIX CHCTCM,

JOKYMEHTHPOBaHHs 0a30BOil KOHPUTYpAllMH U MPOTPaMMHOTO OOECTIeueHHs] yCTPOHCTB
WH(POKOMMYHHKAIIMOHHBIX CUCTEM;

YCTaHOBKHM WH(POKOMMYHHUKAITHOHHBIX CHCTEM Ha pabOYMX MECTax COTJIacHO TPYIO0BOMY
3a/IaHMIO;

BBITIOJTHEHUSI JUATHOCTUKU amllapaTHBIX OIMIMOOK YCTPOWCTB WH(OKOMMYHHUKAIIMOHHBIX
CHCTEM,;

JICMOHTa)Xa W 3aMEHbl  y3JIOB M  DJJEMCHTOB  OTACIBHBIX  YCTPOWCTB
MH()OKOMMYHUKAIIMOHHBIX CHCTEM, B TOM YHCIIe IeprudeprifHOr0 060pyA0BaHuUs;

BBISABJICHUS COOEB M OTKA30B CETEBBIX yCTpOﬁCTB 1 OIICpalMOHHBIX CUCTEM,

ompezeneHusi c00eB U OTKAa30B CETEBBIX YCTPOMCTB U ONEPANIMOHHBIX CHCTEM;

yCTpaHEHUs] TIOCNIEACTBUI cOOEB M OTKA30B CETEBBIX YCTPOWCTB M OINEPAIIMOHHBIX
CHUCTEM,;

ompezeNieHNs] TPUYWH BO3HUKHOBEHHUS KPUTHYECKHX HHIWUIASHTOB TIpU padoTe
MIPHUKJIATHOTO MTPOrPaMMHOT0 00ecTieueHusl;

MMOATOTOBKHU K IMTPOBCACHUIO MPEABAPUTCIBHBIX HCHLITaHHﬁ;

cocTaBlicHHs TpaduKa NpeABaAPUTENbHBIX UCIBITAHUH;

OITOBEIICHHMS ITOJIH30BATEIICH O BO3MOKHBIX NEPEPhIBAX B IMPEAOCTABICHUN CEPBUCOB;

BBIITOJIHEHUA ITPEABAPUTEIIBHBIX HCHLIT&HPIFI;

BOCCTaHOBJICHHS MMapaMETPOB MO YMOJYAHHUIO COTJACHO JOKYMEHTAIIMM OTEePalliOHHBIX
CHCTEM;

BOCCTaHOBJICHHSI IAPaMETPOB IIPU IIOMOIIH CEPBEPOB APXUBUPOBAHMUS;

BOCCTAaHOBJICHHUS IIapaMeTPOB MPH MOMOIIY CPEACTB yNpPaBICHUS CHELHANTN3HPOBAHHbBIX
OIIEPaLMOHHBIX CHCTEM CETEBOI0 000py10BaHUS,;

IIJIaHUPOBAHUA pacrucanus APpXUBUPOBAHUA n APXUBUPOBAHUC mapamMeTpoB
I10JIB30BAaTCIILCKHUX yCTpOﬁCTB;

COIPOBOXKIECHHUS CEpBEPOB apXUBUPOBAHUSA IIPOrPaMMHOI0 o0ecrieueHust
WHPOPMAITMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;

MOHUTOPHUHTIA ITPOBEACHHOI'O IJIAHOBOI'O apXUBHUPOBAHHS I1OJb30BATCIIbCKUX yCTpOﬁCTB;

IMPOBECACHUSA NHBCHTAPU3ALINHN,

IIPOBEPKU OTYETOB IO PE3yNbTaTaM WHBEHTAPU3ALMA U CIMCAHMS allllapaTHBIX,
POrpaMMHO-aINAPATHBIX U IPOTPAMMHBIX CPEJICTB;

(¢uKCUpoBaHUS B  JKypHaJIE€ HMHBEHTAPHBIX HOMEpPOB  TEXHHUYECKHX  CPEJCTB
aMHHHCTPHPYEMOM CETH;

¢uKcupoBaHUsT B JKypHaJ€  MECTOPACIOJOXKEHUS  TEXHHYECKUX  CPEICTB
AMUHUCTPUPYEMOH CETH;

MapKHPOBKHM TEXHUYECKUX CPEACTB aIMUHUCTPUPYEMOU CETH;

KOHTPOJISI OCTATKOB 3aIIaCHBIX 9acTe M 000pYI0BaHUS O] 3aMEHY;

KOHTPOJIsI coOmoaeHns rpadrka npoguaakTHIecKoro 00CIyKuBaHus 000pYOBaHHMS;

BHCCCHUS NAHHBIX O MPOBCIACHHBIX pa60Tax B I/IHq)OpMaLII/IOHHyI-O CUCTCMY YIIPABJICHUA
3arnacaMy M1 pPEMOHTOM;

BHCCCHHUA NTaHHBIX 00 HCIOJIb30BaHHBIX 3aIlaCHBIX YaCTAX B I/IH(i)OpMaIII/IOHHYIO CUCTEMY
yHOpaBJICHU 3a0acaMyd U pEMOHTOM,

YmMmern

IIOJIB30BaThCsA HOpMaTHBHO-TeXHH‘lCCKOfI ZLOKYMCHTaLII/Ieﬁ B obnactu
I/IH(l)OKOMMyHI/IKaIII/IOHHBIX TeXHOHOFHﬁ;

COHpOBO)KJIaTI)/ BECTH TEXHUYCCKYIO OOKYMCHTAlHUIO 1o 00beKTaM
HHq)OKOMMyHHKaHHOHHLIX CHUCTEM

KOHTPOJIMPOBATh HAJIMYUE M JBWKEHUE allapaTHbIX, I[POrpaMMHO-ANIAPATHBIX U
IPOrpaMMHBIX CPENCTB;




pa60TaTI> C HH(bOpMaHHOHHOﬁ CHCTEMOH IO YHOPaBJICHUIO 3allaCaMi 1 pPECMOHTOM;

0QOPMIIITE 3aBKH Ha MaTepPHAIBl U KOMIDICKTYIOIUE HHPOKOMMYHHKAIIMOHHBIX
CHUCTEM,;

MPUMEHSITh HHCTPYKIMH M0 YCTAHOBKE M DKCIUTyaTauuu nepudepuiiHoro o60py10BaHus;

BBHIMIOJIHATh 3aMEHY pAacXOIHBIX MaTepHajoB W KOMIUIEKTYIOUHMX mnepudepuitHoro
00opyIoBaHMS;

WCIIOJTB30BaTh KOHTPOJIEHO-U3MEPHUTENEHOE o0opynoBaHue TUTS MIPOBEPKHU
ANIEKTPUIECKHUX COSAMHCHUHN YCTPONCTB MH()OKOMMYHHKAITMOHHBIX CHCTEM;

BbIABJATL MW YCTPAHATH MCXAHUYCCKUC TIOBPCIKIACHUA U ):[C(bCKTI)I YCTpOP'ICTB
I/IHCI)OKOMMyHI/IKaHI/IOHHLIX CUCTCM,

I/IZ[CHTI/I(I)I/ILII/IPOBaTL WHOUACHTBI, BO3HHUKAIOIIUE IIPpU YCTAHOBKE IPOrpaMMHOI0
06CCHe‘leHI/I}1, 1 MPUHUMATL PCHICHUC 00 U3MEHEHUN IMpoucayphbl YCTAHOBKH,

OIICHMBATh CTENICHh KPUTHYHOCTH UHIIMJICHTOB MPU PabOTe MPUKIATHOTO MPOTPAMMHOTO
obecneyeHus;

YCTPAHATHh BOSHUKAOIINEC HHINACHTEI,

MPOU3BOJUTE MOHHUTOPHHI aJIMUHHCTPUPYEMO HH()OPMAIMOHHO-KOMMYHHKAIIMOHHON
CUCTEMBI,

JOKYMEHTHUPOBATh YYETHYI0 HH(popMamuio 00 HCIOIb30BAaHUM CETEBBIX PECYpPCOB
COIJIACHO YTBEP)KJICHHOMY I'pauKy;

UICHTU(DUIIMPOBATh WHIMJCHTHI, BO3HUKAIOIIME IIPH IPOBEICHUM IPEIABAPUTEIBHBIX
WUCTIBITAHUH;

HCIIOJIB30BATH NPOLCAYPbl BOCCTAHOBJIICHUSA JaHHBIX;

OoNnpeaCIATs TOUKHM BOCCTAHOBJICHHUA JaHHBIX]

OLICHUBATh PUCKU NIEPEPHIBOB B PEOCTABJICHUH CEPBUCOB IIPH ITPOBENCHUH HCIIBITAHUM;

paboTaTth C cepBEpaMH apXUBUPOBAHUS U CPEICTBAMHU YIIPABJICHHUS OMNEPAIMOHHBIX
CHCTEM;

BBITIOJTHATH TUIAHOBOE AapXHWBHUPOBAaHHE IPOTPAMMHOTO OOECIIEYEHUs MOJIb30BATEIBCKUX
YCTPOHCTB COTJIACHO Irpad UKy

paboraTh ¢ [IOTOBOPHOW H OTYETHOW JOKYMEHTallMed Ha 00CIyXKHBaeMylo
MH(OPMAITMOHHO-KOMMYHHUKAIMOHHYIO CHCTEMY;

3HaTh

IIpaBuJia U MPOUCAYPhI IPOBCACHU A WHBCHTAPU3AIIUH

MpaBWjia MapKUPOBKU YCTPOHCTB M 3JEMEHTOB HH(POPMAIMOHHO-KOMMYHUKAIIMOHHOMN
CHUCTEMBI;

OCHOBBI JCJIOIIPONU3BOACTBA;

npoucAayphl ClIMCAHUA TCXHUYCCKUX CPCACTB,

MMPOrpaMMHBIC CPEACTBA MHBCHTAPHU3AIH

NPUHIMITEL KJIacCHDUKAIMY B KOAWPOBaHHs HHpOpMaIyu;

TUIIOBBIC BAPUAHTEI B3aUMO3aMCHACMOCTH,

MMPUHOMAIIBI OpTraHu3aluu I/IHq)OKOMMYHI/IKaHI/IOHHLIX CHUCTCM IO YHIPABJICHUIKO PEMOHTOM
n OGCHY)KI/IBaHI/ICM;

TUTIOBBIE CPOKH MPOBEJICHHS MPOPIIAKTHYECKHX PEMOHTOB;

TCPMUHOJIOTHA U MpaBHJia YTCHUA TEXHUYICCKOM JOKYMCHTAIWH,

npaBuia oQOpMIICHHS TEXHUYECKOH JOKyMEHTalud IO pe3ylbTaraM MpOBEpKU
paboTococOOHOCTH YCTPOHCTB HHPOKOMMYHHKALIMOHHBIX CUCTEM;

OCHOBBI aPXUTEKTYPbI allIapPATHBIX CPEACTB;

MPUHIMIEL QYHKIIMOHUPOBAHHMS aNapaTHBIX CPEJCTB BBIYUCIUTENbHOW TEXHUKH;

THTIOBBIE PEryIaMEHTHI 00CITYKHBaHHS allIapaTHBIX CPECTB;

CITIOCOOBI 06Hapy>KCHI/IH MEXaHUYCCKHUX HCII0JIa 10K B pa60Te YCTpOﬁCTB
I/IHq)OKOMMyHI/IKaI_II/IOHHLIX CHUCTCM, IPUYUHLI X BOSHUKHOBCHUSA U ITPUCMbI YCTPAHCHUS

TpeOOBaHU OXpaHbI TPyAa MpU paboTe C ammapaTHBIMHU, IPOrpaMMHO-aNIApaTHBIMU U
MPOTPaMMHBIMH CPEJICTBAMHU aJIMUHUCTPUPYEMON HHQOPMAIIHOHHO-KOMMYHHUKAIIMOHHON
CUCTEMBIL

TpeOOBaHUs OXpaHbl TPyAa NMpH paboTe C CETeBOH ammapaTtypoil aJMHHUCTPUPYEMOH
nH(OPMaITMOHHO-KOMMYHHKAIIMOHHON CHCTEMBI;

JIMICH3MOHHBIC Tpe6OBaHI/I$I 110 HaCTpOfIKe MU OKCIUTyaTaluu YCTaHaBJIMBACMOI'O
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MPOrPaMMHOTO 00ECIICUCHUS;

OCHOBBI aPXUTEKTYPBI, YCTPOUCTBA U PYHKIIMOHHUPOBAHHSI BEIYUCIUTEIHHBIX CHCTEM;
o0mirie TPUHIUNB (YHKIMOHUPOBAHUS AalllapaTHBIX, MPOTPAMMHBIX M IPOTPaMMHO-
anmapaTHBIX  CPEIACTB  aJAMHHUCTPHPYEMOH  WH(POPMAIMOHHO-KOMMYHUKAIIMOHHOMN
CHUCTEMBI,

ApXWUTEKTypa anmapaTHbIX, MPOTPAMMHBIX M [POrPaMMHO-ANNAPATHBIX CPEACTB
aMHHHACTPHUPYEMOH HH(HOPMAITMOHHO-KOMMYHHKAIIMOHHON CHCTEMEI,

TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;

APXUTEKTYypa MPOTOKOJIOB;

CTaHJlapTH3alus CeTeu;

9Tanbl IPOSKTUPOBAHHS CETEBOU HHPPACTPYKTYPHI;

opranmzanus paboT MO BBOAY B AKCIUTyaTallHI0 OOBEKTOB U CETMEHTOB KOMITBIOTEPHBIX
ceTel;

CTaHIapThl Kabeneil, OCHOBHBIE BHIH KOMMYHHKAIIMOHHBIX YCTPOWCTB, TEPMHHBI,
MOHSTHSA, CTAHIAPTHI M TUIIOBBIE JIEMEHTHI CTPYKTYPHPOBAHHON KaOETbHOW CHCTEMBI:
MOHTaX, TECTUPOBAHHE;

CpelCcTBa TECTUPOBAHMS M aHAJIN3A;

pPOrpaMMHO-aNIapaTHbIE CPEACTBA TEXHUUECKOT0 KOHTPOJIS;

WHCTPYKIIUU 10 YCTAHOBKE aJIMUHUCTPUPYEMBIX CETEBBIX YCTPOMCTB WH(POPMAIIOHHO-
KOMMYHI/IKaLII/IOHHOI‘/'I CHUCTCMBI,

0TpacJeBbIC HOPMATHBHBIC ITPABOBBIC AKTHI;

TUTIOBBIC ~ CPOKH  3aKIIIOYCHWsI W JICHCTBHsI  JOTOBOPOB Ha  OOCIY)KHMBaHUE
nH(GOPMAITMOHHO-KOMMYHHUKAIIMOHHON CHCTEMBI,

JEHCTBYIONINE B OPTaHN3aIlNH JIOKAJIhHBIE aKThI HA O(OPMIICHHE 3aSBOK HA MaTepUabl U
KOMIIJICKTYIOIINEC.

1.2. Kosiu4ecTBO 4aCOB, 0OTBOAMMOE HA OCBOEHHE NMPO(eCCHOHATIBHOT0
MOTYJIsI

Bcero gacos 722,
B TOM 4HCJIe B (popMe NMPpaKTHICCKOU MOATOTOBKHU 422 yaca.

N3 aux Ha ocoenue MJIK 500 gacos,

B TOM YHCJIe CAMOCTOsTeNIbHAsA paboTa 25 4acoB, MPOMEXYTOUHas aTTecTanus 12
9acoB;

npakTuku 216 gacos,

B TOM umciie yueOHas npaktruka 108 gacoB, mpoun3BoacTBeHHas mpaktuka 108 gacos.
[TpomexyTouHast arTecTarys 1mo npohecCHoHaTbHOMY MOAYJIO B hopMe dK3aMeHa —
6 gacos.



2. CTPYKTYPA U COAEP KAHUE ITPO®ECCUOHAJIBHOI'O MOAYJIA

2.1. CtpykTrypa npogeccHOHATBHOI0 MOIYJIA

BT.4.B

O0BeM podecCHOHATEHOTO MOJIYJIA, aK. 9ac

bopm O6yuenne no MJIK [IpakTuku
Konapr opme B TOM YHCJIE
HanmenoBanus pa3aeiion Bcero IpaKTH a6
MPOGECCHOHATBHbIX i’ poheCCHOHAIBHOTO MOJLYJIS 4acoB | YecKon 400paTOPHEIX Kypcossix
OOIIMX KOMIETEHINH o Bcero u CamocrosTenpHas [IpomexyTounas IIpoussoact
JrOT pabot 6 YyeOHas
OBKH HpaKTI/I‘IeCVKI/IX (HpOEKTOB) paooTra aTTeCcTalus BCHHas
3aHsITUU
1 2 3 4 5 6 7 8 9 10 11

K11 -TK17, | Pa3gen 1. KomnbioTepHbie 189 62 189 62 - 9 6 - -
OKO01.-OKO07., | cetm
OK 09.
IK 1.1.-TIK 1.7., | Pa3gen 2. Opranu3amus, 209 112 209 82 30 12 6 - -
OK01.-OK 07, NPUHIMILI IOCTPOCHUS U
OK 09. GyHKIIHOHMPOBAHUS

KOMIILIOTEPHBIX ceTel
MK 1.1.-TIK 1.7., | Pa3gea 3. Be3onacHocTb 102 32 102 32 - 4 - - -
OK 01.-0OK 07, KOMIBIOTEPHBIX ceTeil
OK 09.
NK1.I.-IIK 1.7., | Y4yeOHasi npaKTHKa 108 108 - - - - - 108 -
OK 01.- 0K 07.,
OK 09.
MK 1.1. -TIK 1.7, | TIpou3BoacTBEeHHAS 108 108 - - - - - - 108
OK 01., 0K 02., NpaKTHKA
OK 05., OK 06.,
OK 07., OK 09.

IIpomexyToyHas aTTecTanus 6 - - - - - 6 - -

Beero: | 722 422 500 176 30 25 18 108 108




2.2. TemaTu4ecKkuii IJIaH U coJep:kaHue npodeccuoHaaibHoro moayJs (IIM)

HaumeHnoBaHue pa3aeiioB

Oo0bem, akaj.

TeM NpodeccHonaILHoro Conep:kanue y4eOHOT0 MaTepuaia, :;z;eor
mozy.s (IIM), JA200paTopHbIE U NPAKTHYECKHE 3AHATHS, CAMOCTOSATEIbHASI pa0oTa 00y4alomuxcs, KypcoBas pagora dopme Kon ITK, OK
MEKANCHUIVINHAPHBIX (HPOCKT) NPaKTHYeCKOMH
KYpPCOB (MIlK) MOAr0OTOBKH,
aKaa. 4
1 2 3 4

Paznen IIM 1. KomnbloTepHbIE CETH 189 /62

MJK.01.01 KomnbloTepHbIE CETH 189 /62

Pa3nen 1. BBegenue B cereBble TEXHOJIOTHH 96/ 32

Tema 1.1. O6masn Copep:xaHue 4 IIK1.1,IIK 1.2,

XapaKTepHCTHKA Bujsl KOMIBIOTEPHBIX ceTeil. [706GanbHBIE M JOKAalTbHBIE CETH. BHIBI CETEBBIX apXUTEKTYP. [IK 1.4., TIK'1.6.,

KOMIILIOTEPHBIX ceTeil OcHOBHBIE KOMIIOHEHTHI CETEH, CeTeBasi Cpella U CETEeBhIE YCTPOMCTBA. TEXHOIOTHUU TOIKIIOUCHUS K 1.7,
k HWureprer. KauecTBO M HanexHOCTh ceTeil. OCHOBHBIC TIOHSATHS CETEBOH 0€30MacHOCTH. 85 gi 8112 8§
TenaeHuUU pa3BUTHUS CETE OK 07." OK 09_’

Tema 1.2. CeTeBble Coaepxanue 6 IK 1.1, TIK 1.2,,

NPOTOKOJIBI U KonupoBanue M mapameTpbl cooOuienus. CeTeBble MPOTOKOMLL. B3aumoseicTsue MPOTOKONOB. 1K 1.4, IK' 1.5.,

KOMMYHHKAILUU Hab6op npotokomoB TCP/IP u mpomecc oomena manabpiMH. OpraHu3anuy IO CTaHAAPTH3AINH: 1K 16, IIK 1.7,
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBHeBsie Mogenu OSI u TCP/IP. Mukancynsus TaHHBIX. 8§ gi 8§ 8§
[MporokoneHbie Onoku manHbix (PDU). Jloctynm k nokaibHbIM pecypcam. CereBasi ajpecarnys. OK 07” OK 09"
MAC- u IP- anpeca. loctyn k ynanéHasiM pecypcam. 1103 mo ymorgaamto ’ '

Tema 1.3. Cereoii foctyn | Cogep:kaHue 6 K 1.1, TIK 1.2,,
[IpoTokonsl u cranmaptel (usmdeckoro ypoBHs. CrocoObl moakmoueHuss kK ceTH. CereBbie IK'1.3, 1K 1.4.,
unrepdeiicapie miatel (NIC). Cpenpl mepeqaud JaHHBIX W HX XapaKTEPUCTUKHU: IMPOIYCKHAs IIK15, K16,
CIOCOOHOCTh, TTPOU3BOAUTENBHOCTh. Brsl MenHbIX ceteBbix kabenei: UTP, STP, koakcuanbHEIi. OK 1(')[1K 107K 02
PazHOBHIHOCTH, OCOOEHHOCTH TPOKIAAKU W TECTHpoBaHUs Kadenel. CTpyKTypa M OCOOEHHOCTH OK 0 4" OK 05"
MPOKJTAZIKK ONTOBOJIOKOHHBIX Kabesei. bectipoBoaHblie cpeacTpa nepeaayun naHubix. Crangapt Wi- OK 07'." OK 09'_’

Fi IEEE 802.11.

KananpHblil ypoBeHb U ero mogypoBHH: YnpasieHue jorundeckuM kaHaioM (LLC) u Ynpasnenue
JIoCcTymoM K cpene nepenaun manabix MAC. CTpykTypa Kaapa KaHAIBHOTO YPOBHS W IPUHITUIIBI
ero hopmupoBanusa. CTaHIAPTH KaHATHHOTO YPOBHs. DU3HUECKast U JIOTHIECKAsT TOIIOJIOTHS CETH.
Tomonorun «TOYKa-TOUKa», «3BE3/1a», «IOJHOCBSI3aHHAA», «KoibleBas». IlomyaymnekcHas u
MOJTHOTyTUIEKCHAs mepenaya qaHHbx. Ocodennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.
KoHcopHBIN T0CTYI, yAaJeHHBIH noctyn ¢ nomolibio Telnet u SSH, ucnonb3oBanue mopra AUX
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Tema 1.4. CeTeBble
TexHoJsoruu Ethernet

Conepxanue

CewmeiictBo cetebix TexHojoruid Ethernet. Ilpunmun paboter Ethernet. BzammopelicTBue Ha
nonypoBHsix LLC m MAC. Ympaenenue moctynoM K cpene mnepemaun nanaeix (CSMA). MAC-
aapec: uaentudurauusi Ethernet. AtpuOytel kagpa Ethernet. IlpenctaBnenms MAC-agpecos.
OHO- U MHOTOQIPECHOM, IUPOKOBEIATENbHONU pacchliok. CkBo3HOe moakmouenue, MAC- u IP-
azapeca.

[Iporoxon pazpemenwust aapecoB (ARP): mpuHIMIBEI paboTHI, PO B MpOIlecce yAAIEHHOTO 00MeHa
nanabiMd. Tabmunsl ARP Ha cereBbix ycTpoiicTBax. OCHOBHBIE HemocTaTku mpoTokosna ARP -
Harpy3ska Ha cpeny nepenaun 1aHHBIX U 0€3011aCHOCTb.

OcHoBHas uHpopManus o moprax kommyraropa. Tadmuia MAC-agpecoB koMmMmyTaTtopa. OyHKIHS
Auto-MDIX. O®ukcupoBaHHass H MOAyJIbHas KOH(QUTypaluu KoMMmyTaropoB. CpaBHeHHE
KOMMYTallMd YpOBHs 2 © ypoBHSA. BupTyamsHblii wuHTepdeiic kommyrartopa (SVI),
MapmpyTtusnpyemsiid mopt, EtherChannel yposas 3. Korduryparis MapmpyTH3HpYEMOTo TIopTa

MK 1.1, IIK 1.2.,
K 1.3, IIK 1.4.,
K 1.5, IIK 1.6.,
MK 1.7,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.5. CeTeBoii
YPOBE€Hb

Conep:kanue

CereBoil ypoBeHb B Ipolecce mnepenaud JMaHHbIX. [IpoTokomnbl cereBoro ypoBHS. OCHOBHBIE
xapaktepuctuku [P-nporokona. Ctpykrypa nakeros IPv4 u [IPv6. OcoOCHHOCTH U MPEUMYIIIECTBA
npotokoga Pv6. Meronsl MapmpyTuszanuu  y3imoB. Tabnmia MapmipyTH3all  Y3J0B |
MapipyTuzaropa s mporokosnoB [Pv4 u IPv6. VYcrpotictBo Mmapmpyrtuzaropa — [Ipomeccop,
MaMsTh, ONEpalrdoOHHas cucteMa. [lonkinroueHne K MaplpyTH3aTOpy uepe3 pa3juyHble MOPTHL.
Hacrtpoiika WCXOMHBIX TMapaMeTpoB, HHTEP(ENCOB, MUIFO3a 10 YMOJIYAHUIO U JPYTHX
XapaKTePUCTHK MapIIpyTU3aTopa

MK 1.1, IIK 1.2.,
K 1.3, IIK 1.4.,
K 1.5, IIK 1.6.,
K 1.7,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.6. TpancnopTHbIi
YPOBEHb

Conep:xanue

Haznauenwue u 3a1a4u TPaHCTIOPTHOTO YPOBHSI.

MynbTUIUIEKCHPOBaHUE CEaHCOB CBs3H. Ommcanue W cpaBHeHue npotokonoB TCP m UDP —
HaJIe&KHOCTh M IPOU3BOAUTEIILHOCTh, 00JaCTh NPUMEHEHHs. Aapecanusi IOPTOB U CErMEHTaLUs
TCP u UDP. O6men nannsimu o TCP. ITponieccst TCP ceprepa. YcranoBnenne TCP-coenunenns
u ero 3asepuieHue. [IpuHnmns! «TpéxcroporHero pykonoxarus» TCP. HapéxHocTs n ynpasieHne
notokoM TCP - IloaTBepkieHHE TOTY4YEeHH CErMEHTOB, MOTEPS JaHHBIX U NTOBTOpHAs Iepenaya,
ynpasiieHue motokoM. OOMeH naHHbIMH c ucrnonb3oBanueM UDP. [poneccer n 3anmpocsr UDP-
cepsepa, UDP-nararpammel, mporieccsl UDP-ximenta. [punoxenwsi, ucnons3yronme UDP u TCP

MK 1.1, IIK 1.2.,
MK 1.3, IIK 1.4.,
K 1.5, IIK 1.6.,
K 1.7,
OK 01., OK 02,,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.7. YpoBenn
NPHJI0KEHUH

Conep:xanue

YpoBeHb TPWIOKEHHWH, YpPOBEHb TMPEJICTABICHUS W  CEaHCOBBIH  ypoBeHb. llpumepsl
pacipocTpaHeHHbBIX NpuiIokeHni. [IpoTokoms! ypoBHs npuinokenuit. Ogaopanroseie cetu (P2P).
Mogens Tuma «kiaueHT-cepsepy. O630p npotokosoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a
noMeHHbIX UMEH (DNS). ®opmar coobmennii u nepapxust DNS. Yrunura «nslookup». Cioyx0a
DHCP. Ilporokon nepenauu ¢aiinos (FTP). [Iporokon oOMeHa OJI0KaMu CEPBEPHBIX COOOIICHHI

MnK 1.1, 1K 1.2.,
MK 1.3, TIK 1.4.,
K 1.5., TIK 1.6.,
K 1.7.,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05,, OK 06.,
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(SMB). Konnerniuu «Bceoosemromuii Uatepuer» BYOD. [loctaBka TaHHBIX 10 KOHBEPTCHTHBIM OK 07., OK 09.
CeTsIM
Tema 1.8. IP-agpecanus Coaepxanue 6 IK 1.1, TIK 1.2,,
Crpykrypa IPv4-anpeco. Ceteas u y3nosas uacts IP-anpeca. [Ipeo6pasoBanue agpecoB MexKIy IIK'1.3., 1K 1.4,
JBOWYHBIM U JIeCATEpUYHBIM MpeacTaBieHueM. Macka monceru [Pv4. CereBoii aapec, aapec y3na u IK 1.5, K16,
MIIPOKOBemaTeNsHbINA afpec cetu [Pv4. [lpucBoenne y3iay crarmueckoro u AuHaMu4eckoro [Pv4- OK 1(')[1K 102(0 )
aapeca. MmuoroangpecHass mnepenada. Ilyommunsie wu dwactHeie [Pv4-ampeca. [Pv4-appeca OK 03:’ OK 0 4"
crieranbHOro HazHayeHus. [IpucBoenue IP-anpecos. OK 05.: OK 06::
ICMP-cepBucel. Otimumst  juis  npotokoioB  IPv4.  Coobmenus ICMPv4 «Banpoc k OK 07., OK 09.
MapuIpyTu3aTopy», «OObBsBIEHHE OT MapLIpyTH3aTOpa», «3ampoc COCEIHEero y3na» |
«O0BsBIEHHE COCEeHEeTo y3lay. TecTHpoBaHUE CETH ¢ TOMOMIBIO 3X0-3ampocoB. TpaccupoBka
MapuipyTta. Bpems mpoxoxaeHus curHana B mpsiMoM W oOpaTHoMm HanpasieHusx (RTT). Bpewms
skusau (TTL) IPv4 u ipenen nepexonos [Pv4
Tema 1.9. Paznenenne IP- Conep:xanue 6 K 1.1., IIK 1.2,,
ceTeH Ha NMoACeTH Cermenranus [P-cereii. OOMeH naHHBIMH MEXKIy mojaceTsMu. [lnaHupoBaHue ajapecalvu B 1K 1.3, IIK 1.4,
nojcersix. PacueTHele (QOpMyINIBI ANl CErMEHTAalUWH ceTH. Pa3OueHne Ha TOACETH Ha OCHOBE IIK 15, K16,
TpeOOBaHUIA Y3JIOB U CETel, B COOTBETCTBHH C TpeboBaHUsIMH ceTeld. OmnpesienieHre MacKH TMOACETH. OK 1(;[1K 102(0 )
Paz0Ouenune Ha TIOJICETH C WCIIOIb30BaHUEM MacKku nepeMeHnHon umHbEl (VLSM). bazoBas Monenp u OK 03" OK 0 4"
HasHaueHne OMokoB ajpecoB VLSM. [IlmanupoBanue angpecarmu cetdH. (OCOOCHHOCTH OK 05:: OK 06::
npoekTupoBanus [Pv6-cetn. Pa3Omenne Ha TOACETHM C HCIOJIB30BaHHUEM HICHTU(HUKATOpPA OK 07., OK 09.
uHTepdeiica
Tema 1.10. Coznanue u Coaepxanue 8 IK 1.1, TIK 1.2,,
HACTPOiiKa He0OIbIIO [1aHMpOBaHKUE U CO3/[aHUE HEOOIBINONH KOMIILIOTEPHON CETH: ONMpEJIeIEHHE KIIOUEBBIX (JaKTOPOB, IIK'1.3, 1K' 1.4.,
KOMIIbIOTEPHOH ceTH BBIOOP TOMNOJIOTMU U CETEBBIX YCTPOWCTB, BHIOOP M HACTpOiiKa MPOTOKOJIOB, CUCTEMBI aJpecalyy. IIK15, K16,
Mepsl 1o obecrieueHHI0 0€30IaCHOCTH CETH. YS3BHMOCTH U CETeBbIE aTakd. Pa3BeapIBaTesbHbIC OK 1(')[1K 1010 ’
ataky, Ataku pgoctyna, Otkaz B oOcmyxuBanuu (DoS-araku). PesepBHoe KommpoBaHue, OK 03" OK 0 4"
OOHOBJICHHE U YCTaHOBKA MCIPABICHUI. MexceTeBble IKpaHbl. AyTeHTH(UKAINS, aBTOPU3ALUS U OK 05:: OK 06::
yuér. Bkmouenne nportokosna SSH. OK 07., OK 09.
@ainoBble  CHUCTEMbl MapLIPYTH3aTOPOB M KOMMYTaTOpoB. Pe3epBHOE KONMpOBaHHE W
BOCCTAHOBJICHHE C IIOMOIIbIO TEKCTOBbIX (haioB, mnporokosa TFTP, USB-naxomnurens.
Berpoennsie ciyx0b1 MapmpyTtuzanun. Ilogmepskka OecnpoBoaHbIx mnoakimodeHuit. Hactpoiika
BCTPOCHHOI'O MapIIPyTH3aTopa
B ToM yHc/Ie MpaKTHYECKUX 3aHATHIA 32/32
IIpakTuyeckoe 3ansitue 1. 2/2 MK 1.1.,IIK 1.2,
CocraBnenue KapTbl ceTd HTEpHET ¢ MOMOLIBIO YTHIINT «ping» u «traceroute» K 1.3, IIK 1.4,
IIpakTHyeckoe 3aHsTHE 2. 4/4 K15, IIK 186,
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Co3naHue mpocTou CeTH:

- yCTAHOBKA CeaHca KOHCOJIM C CETeBBIM 000pY/I0BaHMEM TIPH MOMOIIHU nporpammel Tera Term;
- CO3JIaHVE CETH;

- HACTPOHKA OCHOBHBIX MTAPaMETPOB KOMMYTATOPa

IpakTnyeckoe 3ansiTue 3.
[TpocmoTp ceteBoro Tpaduka.

2/2

IIpakTH4yeckoe 3ausiTue 4.

Uzyuenue Ethernet-rexHonoruii:

- mpocmoTp MAC-anpecoB ceTeBBIX YCTPOUCTB;

- n3yuyenue kaapos Ethernet ¢ momorupto nporpammsl 17151 IPOCMOTPa CETEBOTo Tpaduka,

- mpocMoTp ARP ¢ momoripto mporpaMMel AJ1sl IPOCMOTPa CETEBOT0 Tpaduka

- UCTIOJIb30BaHKe MHTepdeiica KoMaHaHOM cTpokH ¢ TabmuiiaMmu MAC-aipecoB KOMMyTaTopa

414

IIpakTHyeckoe 3ansTHe 5.

[MoaxiroueHre KOMITBIOTEPOB K CETH C IOMOIIBIO Kabeael 1 OeCIIPOBOIHBIX aalTepOB:
- OTIpeJIeNIeHUE CETEBBIX YCTPOUCTB U KAHAJIOB CBSI3H;

- 00’KHMM CETeBOro Kabers;

- IPOCMOTP JTAaHHBIX O OECTIPOBOAHBIX U MPOBOAHBIX CETEBBIX aJlaNTepax.

414

IIpakTHyeckoe 3ansTHe 6.

N3ydeHue TpaHCIOPTHOTO YPOBHS:

- HaOJroIeHNEe 3a MPOLECCOM TPEXCTOPOHHETO «pykonoxarus» TCP ¢ moMomisio mporpaMMsl ISt
IIPOCMOTpa CETeBOro Tpaduka,

- m3yueHue 3axBadeHHBIX AaHHBIX DNS UDP ¢ momormsio mporpammsel Jisl MPOCMOTPa CETEBOTO
Tpaduka,

- u3yuyeHue 3axBayeHHbIX nakeToB FTP u TFTP ¢ noMomibio mporpaMmsl 4Ji IPOCMOTpPA CETEBOr0
Tpaduka

414

IIpakTH4yeckoe 3ansiTHE 7.

Cermenranug IP-cereit:

- U3yUYEHUE KATBKYJSITOPOB MOJICETEN;

- pacuét mopceteit [Pv4;

- pa3zeneHue CeTeH ¢ pa3IMIHBIMU TOIIOJIOTHSIMH Ha TIOJICETH;

- pa3paboTKa U BHEAPEHUE CXEMBI aJipecalny, pa3aenéHHoi Ha mojacetu [Pv4-ceTu;
- pa3paboTKa ¥ BHeIpeHue cxembl aapecanun VLSM

6/6

IpakTnyeckoe 3ansitue 8.

IocTpoenue ceru:

- IPOCMOTP TaOJIHUI] MapLIPYTU3ALUU Y3JIOB;

- n3y4eHne GU3NIeCKNX XapaKTePUCTHK MapIIPyTH3aTOPa;

6/6

K 1.7,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.
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- CO3/IaHUE CETH, COCTOSIIICH U3 KOMMYTAaTopa U MapIIpyTU3aTopa;
- HACTPOMKA OCHOBHBIX MapaMeTPOB KOMMYTATOPA;
- HACTPOHKA OCHOBHBIX MApaMETPOB MapIIPyTH3aTOpa

CamocTosiTesibHAsA padoTa 00yuyaronuxcsi Npu u3yyeHuu pasaena 1 M 2

CuctemaTnyeckas npopaboTKa KOHCIIEKTOB 3aHSATHH, YIeOHOH U CrIeUaIbHON TEXHUUECKON IUTepaTyphl.

KoncnextupoBanue TekcTa, paboTa co CIOBapsIMU U CIIPAaBOYHMKAMH, O3HAKOMJIEHHE ¢ HOPMAaTHUBHBIMU JOKYMEHTAMHU.

[TonroToBka K NpakKTUYECKUM 3aHIATHSAM C UCIIOJIB30BAaHHEM METOJMUYECKUX PEKOMEHAALUN penogasaress, ohopMiIeHHE

MPaKTHYECKUX PadOT, OTYETOB U IIOATOTOBKA K UX 3aIIUTE

KoncyabTanun 2

IIpome:xkyrounas arrecrauus no M/IK.01.01 B popme nuddepeHuMPOBAHHOIO 3a4eTa -

Pa3znen 2. [IpuHIMOBI MAPIIPYTH3AIMHA M KOMMYTAITHH 93/30

Tema 2.1 Benenne B Coaepxanue 2 IK 1.1, TIK 1.2,,

KOMMYTHpYeMbI€ CeTH OOvenunénnpie cetn. Uepapxust B KOMMYTHpPyeMOH ceTH. Pojdb KOMMYTHPYEMBIX CeTeH. 1K 1.4, IK' 1.5.,
Kommytupyemast cpema. JlmHammdeckoe 3amomHeHue Tabmuisl MAC-aapecoB KoMMyTaTopa. IK1.7,
MeTtoapl mepecbUlkH Ha KoMMmyTartope. KoMMyTamust ¢ mpoMexyTOYHbIM XpaHeHueM. CKBO3Has %?(%17 %112%29
koMmmyTarus. KommyTtarmonneie foMeHbl. CHIDKEHHE MTEPErpy30K CETH ° )

Tema 2.2 OcHOBHBIE Coaepxanue 4 IK 1.1, TIK 1.2,,

KOHUENIMH U HACTPOiiKa | OCHOBHBIE KOHIIENIIMH M HACTPOiKa KOMMyTaIWH. IlepBoHauanbHas HACTPOHKA KOMMYTAaTopa M IIK 1.3, TIK 1.4,

KOMMYTAalUHU BOCCTaHOBJIGHHE IIOClie CcHcTeMHoro c6osi. Hacrpoiika moctyma s 0a30BOro ymnpaBiieHHS IIK 1.5, IIK 1.6.,
kommyTatopoM ¢ IPv4. JlymnekcHas cBsizb. HacTpoiika mopToB KoMMmyTaTropa Ha (U3NYECKOM OK lglK 107K 02
ypoBHe. DyHKIUS aBTOMaTHYeCKOTo ornpeneienns tuna kadens (Auto-MDIX). [IpoBepka HacTpoek OK 0 4 OK 05:’
nopta kommyTtaTtopa. Ilouck n yctpanenue npobieM Ha ypOBHE AOCTYIA K CETH. OK 07.” OK 09.
besomacHocTe  kOoMMyTaTopa.  3amMmEHHBIN  ymanéHHBIA  mocTym.  Hacrtpoiika — SSH.
PacnipocTpané€nnbie  yrpo3bl Oe3omacHocTH: nepenoiHenue Ttabmuinbel MAC-anpeco, DHCP-
cnyuHr, ucHonb3oBaHHE Yys3BuMocTed mnpotokona CDP, Arakm Telnet u ap. Ayaur wu
NPaKTUYECKUEe PpEeKOMeHJauuu Mo obecrmedeHnio Oe3omacHocTH ceTd. besomacHocTs mopra
kommyTtaropa. OrcnexxuBanue DHCP cooOmienuii. dyHkius 0€30MacHOCTH MopTa. Bujbl 3aIiuTsl
MAC-anpecoB. Pexumbl pearupoBaHusi Ha HapylleHue OesomacHoctu. [IpoBepka M HacTpolika
noptoB. [IpoTokon cereBoro Bpemern (NTP)

Tema 2.3 BupTyaabHble Conep:xaHue 4 MK 1.1., K 1.2.,

Jokanbubie cetH (VLAN) | Bupryanbusie nokanbabie cetd (VLAN) — knaccudukaims 1 OCHOBHbIC XapaKTepUCTHKU. TpaHKu IIK'1.3, [IK 1.4,
BUPTyalbHbIX ceTeil. KonTpone mmpoxoBemaTtensHbIXx n0MeHOB B ceTsix VLAN. Termposanue IK15., K16,
kagpos Ethernet nns npentuduxannn cetn VLAN. Cern native VLAN u TerupoBaHue crangapra OK 1(;[1K 101( 02
802.1Q. TerupoBanue ronocoBoit VLAN. Peanuzanuu BupTyaapHOM JIOKaTbHOM ceT. HasHaueHne OK 03:’ OK 0 4
noptoB cetsiM VLAN. Hacrpoiika TpaHKOBBIX KaHanoB. IIpoTokon IMHAMHUYECKOTO CO3IaHHA OK 05.: OK 06.:
tpankoBoro kaHana (DTP). Ilouck u ycTpaHeHHe HEMoNanoK B BUPTYAJIBHBIX JIOKAIBHBIX CETSIX U OK 07., OK 09.
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TpaHKOBBIX KaHaynax. IIpoGmembl ¢ [P-agpecanmeit cetm VLAN. HecoBnageHus pexumoB
TpaHKOBOW cBs3H. lIpoektmpoBanne u obecreuenne Oe3zomacHoctn VLAN: hopping, cmydwuar
KOMMyTaTopa, araka ¢ JBoWHBIM TerupoBanmeM, Cers PVLAN mnepumerpa. Ilpaktudeckue
PEKOMEHALMHY 110 MPOSKTHPOBAHUIO BUPTYAJIbHOM JIOKAJIbHON CETH

Tema 2.4 Konnenuus Coaepxanue InK1.1.,IK1.2,
MapIIpyTH3aLHH Hactpoiika MapmpyTu3aTopa. MeXaHH3MBl MEpechUIKM TakeToB. IIOAKIIOueHHe M HACTpOHKa IIK'1.3., 11K 1.4.,
ycTpoiicTB. CBETOMMOMHBIE HWHIMKATOPHl HA MapmipyTh3arope. AKTHBanms W HacTpoiika [P- [K1.5, IIK 1.6.,
aapecanuu. IIpoBepka CBA3HOCTHM ceTe ¢ NpsAMBIM HoakmodeHueM. IlpoBepka HacTpoek OK 1(}1K lOZ( 02
uHTepdeiica. OUIbTpanys BBIXOJHBIX JaHHBIX KOMaHHI «show». KommyTamusi makeToB Mexmy OK 03:: OK 0 4
ceTssMu. DOYHKIUS KOMMYTallMy MapLipyTuzaTtopa. MapmpyTuzanus nakeros. OnpeneneHue myTH. OK 05., OK 06.
Iporecc NpUHATHS PEUICHUS O TIEPEChUIKE MakeToB. Brioop onrtumaibHoro nytH. [Iporokoins RIP, OK 07., OK 09.
OSPF, EIGRP. Pacnpenenenue Harpy3ku. AAMUHUCTpUpOBaHHE paccTosiHue (AD) u Hajge:KHOCTD
Mapuipyta. AHaiu3 TaONIMI MapIpyTH3alMd — WCTOYHUK IAaHHBIX, NPUHLUNB (OPMUPOBaHHE
BO3MOXXKHOCTU HACTPOMKH. 3anicH TaONHIBI MapIIPYTH3aLKHU AT CETeH C MPSIMBIM TOIKII0UECHHEM.
3aganue craTudecKux MapuIpyToB. [IpoTokosbl nuHaMuyeckoi Mapuipytusamnuu cere IPv4 u [Pv6
Tema 2.5 Coaepxanue IK 1.1, TIK 1.2,,
Mapupyrusauust Mexkay | [puanunel paGotsl MapmpyTHsanun Mexny VLAN. HacTpoiika MapmpyTusanum Ha 0Oase IIK'1.3, [IK 1.4,
VLAN MapIIpyTH3aTOPOB C  HECKONBKMMH  (pu3mdecknuMu  uHTepdelicaMu, C  HUCHOJIb30BaHHEM [K1.5, K16,
KOHQHUTypauuu  router-on-a-stick, = depe3  MHOTOypOBHEBBIi  KommyTarop.  I[IpoGrembl OK lglK 107K 02
Mapmpytuzamun - Mexay VLAN. IlpoBepka koHpurypammm KoMMyTatopa U HAacTPOEK OK 03:’ OK 0 4
Mmapuipytuzatopa. Henomangku B pabore unrtepdeiica. Ommbku B [P-angpecax M mackax IOJICETH. OK 05.: OK 06.:
Hactpoiika um pabora komMMmyTaiuu Ha 3-M ypoBHe. Mapmpytuzanus mexay VLAN depes OK 07., OK 09.
BUPTYyaJbHBIE HHTEPQECh KOMMYyTaTopa, MapluIpyTU3UpyeMble MopThl. Henonaaku B HacTpoikax
KOMMYyTaTopa 3-ro ypoBHs
Tema 2.6 CraTtn4eckas Copep:xanue K 1.1, 1IK 1.2,,
MapmpyTusanus IIpeumymiecTBa M 3aJaud  CTAaTUYECKOW MaplIpyTHU3alMHM. THIBI CTaTUYECKUX MAapLIPyTOB: IIK'1.3., 11K 1.4.,
CTaHJAPTHBIM, 110 YMOJYaHUIO, CyMMapHbId, IUIaBaroliuid. HacTpolika cTaTU4ECKUX MapIIPyTOB IIK15, K16,
IPv4 u IPv6. Komanna «ip route». MapmipyT cienyromiero nepexoaa. HanpsMyro moaKimrou€HHBINA OK 1(')[1K 107KO )
cratudyeckuid MapmpyT. I10JIHOCTBIO 3ajaHHBIN cTaTMYEeCKUil MapmpyT. HacTpolika ctaTudeckoro OK 03:’ OK 0 4
MapuipyTta no ymondaHuto. KiaccoBas anpecanus. KiiaccoBeie Macku mojicetv. beckiaccoBas OK 05.: OK 06.:
mexxgoMennass mapmpyrtuzanus CIDR. O0benunenune mapupytoB. OpraHuzanusi cyrnepceTen. OK 07., OK 09.
Ucnonp3oBanne Macok moxcetu ¢ukcupoBanHod mmHbl (FLSM). Macka mojcetn nepeMeHHON
mmabl (VLSM). Hactpoiika cyMMapHBIX W IDIaBAalOIIMX CTaTHYECKUX MapmipyToB. Pacuér
cymmapHoro mapmipyra. O0beauHeHue ceteBbix aapecoB IPv4 u IPv6. Tlouck m ycrpaHeHwme
HENOJa/0K B HACTPOHKAX CTATUYECKOr0 MapHIpyTa U MapHIpyTa IO YMOITYAHUIO
Tema 2.7 Jlunamuyeckas Coaepxanue IK1.1,IK 1.2,
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MapLIpyTH3aLUs

[TpoTokonbl AWHAMHYECKOH MaplIpyTH3allid — Ha3HaueHWe, NPUHLUIBI paboTbl U HCTOPHS
paszButus. CpaBHeHHE [WHAMHYECKOH W CTaTHYECKOW MaprmpyTth3anud. [IpuHONTEL paboTHI
MPOTOKOJIOB MapIIpyTH3AIMH: ITyCK TOCie BKItoueHws nutanus, CereBoe oOHapyxeHwne, OOMeH
JaHHBIMKH ~ Mapupytusamuu, OOecneuenne  cxomumocTH. Knaccuukamms — MpOTOKOJIOB
MapmpyTtuzanud. [Iporoxonsr IGP u EGP. Jlucranuuonno-sexTopHbele mpoTtokonbl RIP, IGRP.
IIporoxonsr mapmpyTi3ammu 1o coctosauto kanaima OSPF u IS-IS. KiaccoBeie n OeckimaccoBbie
MPOTOKOJIBI MapIIpyTH3aUU. XapaKTEPUCTUKU U METPUKH NMPOTOKOJIOB.

JuHamuueckas TUCTaHIMOHHO-BEKTOPHAs MapuIpyTH3anud. JucTaHIMOHHO-BEKTOPHBIN aITrOpUTM.
MexaHu3MBl OTIIPABKH W TIOMYYEHHS MaHHBIX MapUIpyTH3AIHH, pacuéTa ONTHUMAIBHBIX MyTeH U
no0OaBIeHUsT MapHIpyTOB B TaONWIy MapIIpyTH3allH, OOHApY>KEHHs W pearupoBaHUs Ha
u3MeHeHus: B Tomosoruu. Hacrtpoiika mnporokonma RIP: Bkmrouenune RIPV2, otkmodyenue
aBTOMATUYECKOTO OOBEIWHEHsI, HACTPOWKa IMAacCHUBHBIX WHTep(delcoB, mepenada Mapiipyra o
yMomuaHuto o cetd. Hactpoiika mporokona RIPng. Ilpouecc MapimipyTu3aluu MO COCTOSHUIO
kanana. Hello nporoko:. maket coctosiaus kanana (LSP). JlaBuHHas pacchuika MakeToB COCTOSHUS
KaHaja. JlaBUHHasg pacchlUIKa MakeToOB coCTosAHUA KaHana. Co3faHue AepeBa KpaTdaliux MmyTen
SPF. [o6aBnenne mapmpyroB OSPF B Tabmury wmapmpytnszanuu. HemocTaTkui mpoTOKOIOB
MapmIpyTH3alMl TI0 COCTOSIHHIO KaHanma. Tabnwma MapmpyTu3anuu. 3aluch ¢ [OPSMBIM
MOJKIIOYCHHEM W yAan€HHOW ceru. JuHamuuecku monydaemble Mapmpytel [Pv4/6. Ilpomecc
MOKMCKa MapIipyTa

K 1.3, IIK 1.4.,
K 1.5, IIK 1.6.,
K 1.7,

OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.8 OSPF aas ogHoit
00J1acTH

Coaepxanue

CewmetictBo mpotokonoB OSPF. Xapakrepuctuku, mpuHUMIB paboTsl W kommoHeHTHl OSPF.
Oco6ennoctu OSPF mi1st ogHOM 1 HeckoNbKUX obnacteil. MaructpanbsHast o6nacts. MHKamcymsust
cooOmenuit OSPF. Tumbr makeroB OSPF: maker mpuBerctBus (hello), maker ommcanus 06a3bl
nmauHbix (DBD), maker 3ampoca coctosiHus kaHana (LSR), maker oOHOBIEHHsI COCTOSIHHS KaHaia
(LSU). maker moxarBepxkieHus coctosHusi kanaina (LSAck). OOGHOBieHUS COCTOSIHHS KaHala.
Pa6oune coctosuus OSPF. Beinenennsiit (DR) u pe3epBHbIii BeiaeneHHbIN MapiipyTuzatop (BDR).
Cunxponmsanust 06a3 ganaeix OSPF. Hactpoiika OSPFv2 nmns omgHol oOnactu. Pexum
KoHQHUTrypauuu uaeHTHGUKaTOpel MapuipytusaTopa. Mcnonb3oBanme wuHTepdeiica loopback.
Bkmouenne OSPF na wuntepdeiicax. [llabnonnas macka. Komanma «network». Hacrpoiika
naccuBHbIX HHTep(eiicoB. @opmyna pacuéra merpuku ctoumoctn OSPF. Hacrtpoiika 3naueHmii
NPOIYCKHOH crocobHocTH uHTepdeiica. IIpoBepka coceaHHX YCTpPOHCTB, HACTPOEK IMPOTOKOJIA,
JMaHHBIX mporecca u apyrux xapaktepuctuk OSPF. CpaBuenne OSPFv2 u OSPFv3. Anpeca Tuma
link-local. Tomosnorus cetu OSPFv3. Hacrpoiika unentudukatopa mapmpytuzaropa OSPFv3.
Bxurouenne OSPFv3 Ha nnTepdericax

MnK1.1., 1K 1.2,,
MK 1.3, 11K 1.4,
K 1.5, IIK 1.6.,
K 1.7,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.9 Cniuckn
KOHTpoJis Aoctyna (ACL)

Conep:xaHue

Criucku kouTpodsi goctyna (ACL). Ipunnun paborst ACLcnuckoB. Tumbt ACL-cnimickoB Cisco

MK 1.1, 11K 1.2,,
MK 1.3., 11K 1.4.,
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s [Pv4. TlpucBanBanne HomepoB U uMEH ACL-cnmckam. Pacuér mabmnonnoit macku B ACL- IK 1.5, IK 1.6.,
cruckax. PekoMeHmaIuu mo co3manuio u pasmenernto ACL-crrckoB. PasMelenue cTaHIapTHBIX U K 1.7,
pacmmpeHHbix ACL-crmmckoB. Hactpoiika cranmaptHoro ACL-crmcka. IlpuMenenne cTaHmapTHRIX OK 01, OK 02.,
ACL-criuckoB Ha unrtepdeiicax. Kommentapun k ACL-ciuckam. IlpoBepka u pemakTupoBanue OK 03., OK 04,,
crannapTHeiX HymepoBaHHbIX ACLcnuckoB. ACL-cratuctuka. 3amura noproB VIY ¢ momMomuisro %II(<(())57 (())II<<(())2
cragnaptaoro ACL-crimcka IPv4. Ctpykrypa u HacTpoiika pacmmpeHHbix ACL-criuckoB s [Pv4. ° '
OunbTpanus Tpapuka ¢ UCIOIb30BaHUEM paciiupeHHbIX A CL-cruckoB.
[Mouck wm yctpanenue nemonanok ACL-cmmckoB. Pacnpocrpanénnbie ommbku ACL-cruckos.
CpaBraenne ACL-crimckoB mist IPv4 u IPv6. Hactpoiika n npoBepka ACL-crimckoB st IPvo
Tema 2.10 IIpoTokoa Conep:xanue 4 K 1.1, TIK 1.2,,
DHCP [Iporoxon DHCP. DHCPv4: 6a3opas oneparnus, GopMar cOOOIIEHHUH, COOOIEHHs] 0OHAPYKEHUS U IIK'1.3., 11K 1.4.,
npemnoxkenusi. Hactpoiika, mpoBepka u perpancisus npoctoro DHCPv4-cepsepa. Hactpoiika [IK1.5, K 1.6.,
MapuipyTtuzatopa B kadectBe DHCPv4-kmuenta. Hactpoiika Mapmpytuzatopa kiacca SOHO. OK 1(;[1K 107K 02
Ilonck m ycrtpaHeHme Hemoiamok B padore mapmpytuzaropa DHCPv4. Ilporoxkom DHCPvo6. OK 03" OK 0 4"
ABTOMaTHuecKasi HacTpoiika ampeca 0e3 orciexuBanus coctosiHus (SLAAC). IMpuniun paboTel OK 05:: OK 06::
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexuBanus cocrosiaus. [Iponeccer DHCPv6. Hactpolika OK 07., OK 09.
MapiipyTtuzatopa B kadectBe DHCPv6-cepsepa u DHCPv6-knuenta. Ilouck u ycTpaHeHue
Hernosaok B pabore DHCPv6
Tema 2.11 Coaepxanue 4 IK 1.1, TIK 1.2,,
IIpeodpazoBanme cereBbIx | [IpecoOpasoBanue cereBbix anpecoB [Pv4. KonnentyanbHoe mpeoOpa3oBaHHE CETEBBIX aJPECOB IK 1.3, TIK 1.4,
agpecos IPv4 (NAT). Tepmunonorus u upuniunsl padotel NAT. IlpoctpanctBo uactabix [Pv4-agpecos. K 1.5, IIK 1.6.,
Cratudeckoe W JauHaMuveckoe npeoOpasoanue ceTeBbix anpecoB (NAT). IIpeoOpasoBanue K 1.7.,
OK 01., 0K 02.,
aapecoB noptoB (PAT). CpaBuenne NAT u PAT. IlpeumymiectBa u nemoctatku NAT. Ananus OK 03. OK 04.
cratmueckoro npeodOpasoanuss NAT. [lpunmun paborer nuHamudeckoro NAT Hacrpoiika u OK 05.: OK 06.:
nposepka NAT, PAT. [lepeanpecanus nopros. Hactpoiika NAT u mpotokona IPv6. OK 07., OK 09.
[Touck u ycrpanenue Henonagok B padore NAT
B ToM uncie mpaKTHYeCKUX 3aHATHI 30/30
IpakTuyeckoe 3ansiTue 1. 2/2 MK 1.1, 11K 1.2,,
Hacrpoiika koMMyTaTopa: K 1.3, IIK 1.4,
- 0a30Basi HACTPOIKAa KOMMYTAaTOPA; [IK 1.5, TIK'1.6.,
- HACTPOHKa MapaMeTpoB 0€301aCHOCTH KOMMYTaTopa IK1.7.,
IIpakTHyeckoe 3ansiTHe 2. 212 85 8;%, 8§ 82
Hactpolika 6e30macHOCTH KOMMYTaTOpa: OK 05.. OK 06.,
- HacTpolika nmporokoaa SSH; OK 07., OK 09.

- HacTpoiika pynkuuu Switch Port Security;
- TIOMCK U YCTPAaHEHHE HETIONA/I0K B CUCTeMe 0e30I1aCHOCTH IOPTOB KOMMYTATOPa;
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- 0Tpa60TKa KOMIIJICKCHBIX TPAKTUYCCKUX HABLIKOB

IIpakTH4eckoe 3ansTHE 3.

Kondwurypamus cereit VLAN:

- koH(urypanus ceteit VLAN U TpaHKOBBIX KaHAJIOB,;

- MOWCK M YCTPAaHCHHUE HEMONaIoK B KoHpuryparmu VLAN;

- peanm3aIs CHCTEMBI Oe3omacHoCTH ceTd VLAN;

- peanm3anus cetelt VLAN s cerMeHTanuy ceTei mpeanpusITHR MaJIoro U CpeIHero On3Heca

2/2

IIpakTH4eckoe 3ansTHE 4.

HacTtpoiika Mmapupytuzaropa:

- UCIIOJIb30BaHME KOMAH/IbI traceroute A1 OOHAPY>KEHUSI CETH;
- JOKyMEHTUPOBAHUE CETH;

- HacTpoiika uHTepdeiico IPv4 u [Pv6;

- HACTPOIiKa U MPOBepKa HEOOIBIION CeTH;

- MCCJICIOBAHME MAPLIPYTOB C NPSMBIM IOAKIIOYCHUEM

2/2

IIpakTu4yeckoe 3anstue S.

Hacrpolika mapipyTusanum:

- COCTaBIICHHE CXEMBI ceTH MHTepHeT;

- HacTpo#Ka 0a30BBIX MAPaMETPOB MapIIPyTU3aTOPa C MOMOIIBI0 HHTEp(deiica KOMaHIHON CTPOKH
- HacTpo#Ka 0a30BBIX TApaAMETPOB MapILIPYTHU3aTOPa

2/2

IIpakTuyeckoe 3ansiTue 6.

Mapumpytuzanus mexxny VLAN:

- HacTpolka MapmpyTuzanun Mexxay VLAN s kaxmoro unrepdetica;

- HacTpoiika MapmpyTuzannu mexxay VLAN Ha ocHoBe ctanaapta 802.1Q 1 TpaHKOBOTO KaHaa;
- IOMCK M YCTPaHEHHE HEMOIAI0K B MApIIPyTHU3anuu Mexay ceTsiMu VLAN

2/2

IIpakTu4yeckoe 3ansiTue 7.

Hacrpoiika cTaTHueckoi MapIpyTH3auu:

- HACTpoiiKa cratnyeckux MapipytoB [Pv4/IPv6 mo ymondanuto;

- pa3paboTka u peanuzanus cxemsl anpecanuu IPv4 ¢ ncnons3oBannem VLSM;
- pacuét cymMmMapHbIX MapuipyToB [Pv4 u IPv6;

- IONCK U YCTPaHECHHE HEMOJIAI0K CTaTHIecKuX MapmpyToB IPv4 u IPv6

2/2

IIpakTHyeckoe 3ansTHE 8.

Hacrpoiika nnHaMu4eckoi MapIIpyTH3aLNN:

- UCCJIEI0BAaHUE CXOJUMOCTY;

- CpaBHEHHE METOJI0B BbIOOpa myTH B mpoTokosax RIP

212

MnK1.1., 11K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
K 1.7,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTHyeckoe 3ansTHE 9.
Hactpoiika mporokono OSPF:

2/2

MnK1.1., 1K 1.2.,
MK 1.3, TIK 1.4.,
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- HacTpolika 6azoBoro nporokosa OSPFvV2 nis ogHol o6nacTy;
- 6azoBas HacTpoiika nporokosia OSPFv3 s omxHo#t o61acTy.
Hactpoiika mporokonoB RIPv2 u RIPng

IIpakTuyeckoe 3anaTue 10.

H3yuenne MexaHU3MOB pabOThI CO CIMCKAMU KOHTPOJIS JOCTYIIA!

- HarJIsAHOE TIpencTaBieHne padboTel ACL-criicka;

- HacTpoika ctaHmapTHEIX ACL-CIicKOB;

- HACTpPOMKa CTaHAAPTHBIX MMEHOBaHHBIX ACL-crinckos;

- Hactpoiika ACL-criucka mis muanid V1Y

- HacTpoiika paciupeHHbIX ACL-CIMCKOB U1 pa3IuyHbIX CLICHAPUEB;
- MOKWCK M yCTPaHCHHE Hemnojanok B pabore ACL-cruckos;

- HacTpoiika ACL-cnuckoB IPv6;

- 0TpabOTKa KOMIUIEKCHBIX MPAKTUIECKIX HABBIKOB

2/2

IIpakTuyeckoe 3ansTue 11.

Hactpoiika ACL-cnuckos:

- HacTpoiika u npoBepka cTaHAapTHBIX ACL-CIUCKOB;

- HacTpoiika u npoBepka orpannueHuiit VIY;

- HacTpoiika u mpoBepka pacmupeHHbIX ACL-CcucKoB;

- [IOMCK U yCTpaHEHHE HEeMoal0K B HacTpolke U pasMenieHnn ACL-cimckoB;
- HacTpoiika u nposepka ACL-cnuckoB aiust IPv6

2/2

IIpakTuyeckoe 3ansTue 12.

Nzyuenune nportokonoB DHCP:

- 6azoBas Hactpoiika DHCPv4 Ha mapupyTusarope;

- 6azoBas Hactpoiika DHCPv4 Ha kommyTarope;

- TIOWCK M yCTpaHeHue Heronaaok B pabore DHCPv4;

- HacTpoiika cepepa DHCPv6 6e3 oTcie:kuBaHUs COCTOSIHUS U ¢ OTCICKUBAHUEM COCTOSIHUS;
- IOUCK M ycTpaHeHne Henosiagok B pabore DHCPv6

2/2

IIpakTu4yeckoe 3ansTue 13.

Nzyuenune npotoxona DHCP:

- HacTpoiika nporokosna DHCP

- 0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB

2/2

K 1.5, IIK 1.6.,
K 1.7,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTuyeckoe 3anaTHe 14.

[IpeobpazoBaHue CETEBBIX aPECOB:

- n3yuenne npuHuuna padorsl NAT;

- HacTpoiika cTaTuueckoro u guHamuyeckoro NAT;
- peanm3aIus CTaATHIECKOro u quHaMudeckoro NAT;

2/2

MnK1.1., 11K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5., 11K 1.6.,
K 1.7,
OK 01., 0K 02.,
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- HaCTpOUKa Mepeapecaly MopToB Ha MapuipyTuzaTope Linksys;

OK 03., OK 04.,

- IPOBEPKa, MOUCK U YCTPaHCHUE Hemoanok Koupurypaiwmii NAT; OK 05., OK 06.,
- 0Tpa0OTKa KOMIUIEKCHBIX ITPAKTUYECKUX HABBIKOB OK 07., OK 09.
IpakTnyeckoe 3ansiTue 15. 2/2
Nzyuenune pabotel ¢ NAT u PAT:
- HaCTpOMKa TMHAMHYECKOTo U cTaTudeckoro NAT;
- HacTpoiika NAT-nyna ¢ neperpy3skoii u PAT;
- IOUCK M yCTpaHeHHe HenoaaoK KoHpurypammidi NAT

CamocTosiTesibHAs padoTa 00yuyaronuxcsi Npu u3ydeHuu pasaena 1 1M 7

Cucremarnueckasi Ipopad0OTKa KOHCIIEKTOB 3aHATHI, yUeOHOH U CIIEIUATbHON TEXHUYECKON JINTEPATyPHI.

KoncnextupoBanue TekcTa, paboTa co CIOBAPSIMH U CIIPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JOKYMEHTaMH, Y4eOHO-

ucclieIoBaTeNnbcKas paboTa Ipu caMOM IIMPOKOM UCTIoNb3oBaHuu HTepHeTa u Apyrux [T-TeXHOmOorHid.

[IpoextHBIE hOpMBI pabOTHI, IIOATOTOBKA COOOIIEHNH K BRICTYIUICHHIO HA CEMUHApax W KOH(PEPEHIINAX; MOATOTOBKA pedepartos,

JOKJIa/l0B.

[MoaroToBka K MpakTHYECKUM 3aHSITHSM C UCIIOJIL30BAHUEM METOAMYECKUX PEKOMEHIAIMI penoaaBates, opopMIiIeHIEe

NPAaKTUUECKUX PadOT, OTYETOB U IOATOTOBKA K UX 3allIUTE.

KoncyabsTanmun 2

Ipome:xxyrounas arrecramust mo MJIK.01.01 B popme r3x3amena 6

Paznen IIM 2. Opranu3anusi, IPUHIHUIBI IOCTPOEHHs] U PYHKIIMOHHPOBAHHSI KOMIIbIOTEPHBIX ceTeil 209/112

M/IK.01.02 Opranuzanus, NpUHIMAIBI NOCTPOEeHNS M (PYHKIIMOHUPOBAHUA KOMNBIOTEPHBIX ceTei 209/112

Pa3nen 1. MapmipyTu3anus u kommyTanus. MacmrabupoBaHue cetei 99/50

Tema 1.1. BBenenue B Copep:xanue 4 K 1.1, TIK 1.2,,

maciirabupoBanue ceteii | Peanusanus mpoekta ceTd. IIpoekT mepapxudeckoii ceTu. Pacmmpenue cetd. BbuiOop ceTeBbIX IK'1.3, 1K 1.4.,
ycTpoiictB. KommyrarmonHoe o0opypoBanue. Mapiipytuzatopbl. Y mpaBiisiioliie YCTPONCTBA [K1.5, K 1.6.,

Tema 1.2. U30bITOYHOCTD Coaepxanue 6 OK 1(')[1K 107K 02

LAN ITonsTus mpoTokoina spanning-tree. Ilpeanasnadyenue nmpoTtokona spanning-tree. IlpuHunn pa6OT'I>I OK 05_: OK 07.:
STP. Tumer npotokonoB STP. Hacrpoiika npotokona STP. Hactpoiika PVST+. Hacrpoiika Rapid OK 09.
PVST+. Ilpo6aemsl HacTporiku STP

Tema 1.3. Arperuposanue | Coaep:kaHue 6 OK 1.1, TIK 1.2,

KaHAJIOB OcCHOBHBIE TIOHATHSl arperupoBaHMs KaHaloB. ArperupoBaHue KaHanoB. lIpuHIMO pabOTEI IIK 1.3, TIK 1.4,
EtherChannel. Hactpoiika arperupoBanus kananoB. Hactpoiika EtherChannel. [TpoBepka, mouck u [IK1.5, K16,
ycTpaHeHue HenoJiagok B pabore EtherChannel OK 1(;[]I< 107K 02

Tema 1.4. BecipoBoaHbIE Coaepxanue 8 OK 03:: OK 0 4

JIOKAJIbHBIE CeTH Konuenmuu 6ecipoBonnoii cBsa3u. Beenenne B OecipoBoHyto cBs3b. Kommonentsl cereit WLAN. OK 05., OK 06.,
Tomnonoruu cereit WLAN 802.11. IIpunamumns! pabotsl 6ecripoBoAHOM JoKambHON ceTh. CTpyKTypa OK 07., OK 09.

kaapa 802.11. dyskmonnpoBanue OeCIpOBOIHON CBs3U. YTpaBieHHe KaHajmamu. bezomacHOCTh
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OecrpOBOIHBIX JTOKAIBHBIX ceTed. YTpo3sl s ceteit WLAN. Ob6ecnieuenue 6e3omacHoctd WLAN.
Hactpoiika OecripoBOAHBIX JOKaNbHBIX ceTeld. Hactpoiika OecnpoBOIHOTO MapHIpyTH3aTOpa.
Hactpoiika 6ecipoBOTHBIX KIHEHTOB. I10HMCK M ycTpaHeHHe HemoaaaoK B padore ceteit WLAN

Tema 1.5. Hactpoiika n Coaepxanue 10 K 1.1, MK 1.2,
ycTpaHeHHe HeloJaao0K B | Paciuupennsie mapamerpsl npotokona OSPF mis omHolt o6nactu. MapuipyTusanust Ha YPOBHSX IIK'1.3, 1K' 1.4,
padote OSPF nns ognoii pacupenenenus u sapa. OSPF B ceTax ¢ MHOYKECTBEHHBIM JOCTYIIOM. PactipocTpanenue mapiipyTa IIK1.5, K 1.6.,
odsiactu mo ymomdanuto. Tounast Hactpoiika mHTepdeiicoB OSPF. 3amura OSPF. Ycrpanenne Hemomamaok OK 1(')[1K 107K 02
peammzauun npotokona OSPF ans omnoit obmactu. CocraBisitonine NpOLEAYphl MOUCKA U OK 03. OK 04.
ycTpaneHus Heronanok B pabore OSPF mns omHo#t obmactu. [lonck m ycTpaneHHe HEMoJaaoK B OK 05:: OK 06::
mapmpytuzaun OSPFv2 mis omuoit obnactu. Ilouck u ycrpanenne Hemonamok B OSPFv3 mus OK 07., OK 09.
0JTHOM o0JslacTu
Tema 1.6. OSPF nas Conepxanue 7
HECKOJIBLKHX 00s1acTed [Mpuniun pa6otsl OSPF s Heckonbkux obnactelt. Hasnauenne OSPF s Heckonbkux o0nacteit.
[Mpuanun pabotel maketroB LSA B OSPF s Heckonpkux obnacteid. Tabnuia MapuipyTH3aIud U
tunel MapupytoB OSPF. Hacrpoiika OSPF s Heckonmbkux obnacted. Hactpoitka OSPF s
HeckoJIbkux objacteil. OO0benuueHue wmapuipytoB OSPFE. Ilposepka OSPF nmns Heckonbkux
oOmnacreii
B ToM uncie NIpakTHYeCKUX 3aHATHH 50/50
IIpakTuyeckoe 3ansitue 1. 2/2 MK 1.1, 11K 1.2,
Pa3BepThIBAHME KOMMYTHPYEMOM CETH C PE3EPBHBIMHU KAHAIAMH. IK' 1.3, TIK' 1.4.,
IpakTHyeckoe 3ausiTue 2. 4/4 [K1.5, K 1.6.,
Hacrtpoiika PVST, PortFast u BPDU Guard K17,
IIpakTHyeckoe 3ansTHe 3. 2/2 OK01., OK 02.,
. OK 03., OK 04.,
HacTtpoiika nporokosa GLBP OK 05., OK 06.,
IpakTnyeckoe 3ausitue 4. 4/4 OK 07., OK 09.
Omnpenesnenue THIOBBIX OMKO0K KoHpurypamuu STP
IIpakTuyeckoe 3anstue S. 4/4
Hactpoiika EtherChannel
IMpakTryeckoe 3ausitue 6. 2/2
ITouck u ycrpanenue Henonanok B pabore EtherChannel
IIpakTuyeckoe 3ansiTue 7. 4/4
ArperupoBaHue KaHaJIOB
IIpakTnyeckoe 3ansiTue 8. 4/4
Hactpolika 6ecipoBOIHOTO MapIIPYTH3aTOpa U KIMEHTA
IIpakTHyeckoe 3ansTHE 9. 4/4

Hactpotiika 6a3oBoro nporokona OSPFv2 st ogHO# o0macTu
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IIpakTuyeckoe 3anaTue 10.
Hactpoiika OSPFv2 B ceTr MHOXKECTBEHHOTO JIOCTyIa

414

IIpakTuyeckoe 3anstue 11.
Hactpotika paciimpenssix gynkimii OSPFv2

2/2

IIpakTuyeckoe 3anaTHe 12.
ITouck n ycTpanenue Henojanok B pabore OSPF

2/2

IIpakTuyeckoe 3ansTue 13.
[Touck u ycTpaneHue HemonaaoK B pabote ocHOBHBIX poTokosioB OSPFv2 u OSPFv3 ans oanoii
obsactu

2/2

IIpakTuyeckoe 3ansTue 14.
[lowck u ycTpaHeHHe HETONAI0K B paboTe YCOBEPIICHCTBOBAHHOTO mpoTokona OSPFv2 mns ogHOM
obmactu

2/2

IIpakTuyeckoe 3anaTHe 15.
Hactpoiika OSPFv2 nnst Heckoiapkux obnacteit

2/2

IIpakTu4yeckoe 3ansiTue 16.
Hactpotiika OSPFv3 ni1st Heckonbkux obaacteit

2/2

IIpakTuyeckoe 3anaTHe 17.
Ilonck u ycrpanenne Henonaaok B pabote OSPFv2 u OSPFv3 s Heckompkux obmacTeit

414

CamocTrosTeqbHas padoTa ody4yaromuxcs nNpu u3ydeHun pasaena 2 [IM

CucremaTtnueckas mpopaboTKa KOHCIIEKTOB 3aHSTHH, YIeOHOH U CIIeUaIbHON TEXHUUECKOW JINTEPaTyPHl.

KoncnextupoBanue TekcTa, paboTa co CIIOBApsIMH U CIIPABOYHUKAMHM, O3HAKOMJICHHE C HOPMATUBHBIMH JOKYMEHTaMH, y4eOHO-
uccIieIoBaTeNbeKas paboTa Ipu caMOM IIUPOKOM HCIIoNb30BaHuu MHTepHeTa u Apyrux IT-TexHomoruid.

[IpoekTHbIe HOPMBI pabOTHI, MOATOTOBKA COOOIIECHHUH K BRICTYIUICHHIO HA CEMUHApax M KOH(QEPEHIIUAX; MOAr0TOBKa pedeparTos,

JOKJIaJOB.

HO,I[FOTOBKa K OIPaKTUYCCKUM 3aHATHUAM C UCITIOJIb30BAHUEM METOAUYCCKUX peKOMeHI{aL{I/Iﬁ npenojgaBateiisd, O(i)OpMJ'IeHI/IG
MMPAKTHYCCKUX pa60T, OTYETOB M IIOJITOTOBKA K UX 3aIlUTE.

KoncyasTanuu

2

Paznen 2. Coennnenmne cereii

110/ 62

Tema 2.1. Illogxkarouenue K

Coaepxanue

IJ1002JIbHOM ceTH

O0630p TexHomoruil rnobanbHO cetu. Llens co3manus rao00anbHBIX cereid. [IpuHmum paboTb
rnobanpHOW cetH. BpiOop TexHomormu rinoOampHOW ceTH. CepBUCH TI00ANbHON ceTH.
WNudpacTpykTypsl 4acTHBIX TI00ambHBIX cereil. MHPpacTpykTypa 00mienocTynHoil riiobansHon
ceTu. Br1OOp cepBUCOB II00alIbHOM CEeTH

4

Tema 2.2. Coequnenue

Conep:xaHue

«TOYKA-TOYKA»

0O0630p TOCIEOBATEIIBHOTO COSAMHEHUS «TOUYKa-TOUKay. CBS3b IO IOCIIEIOBATEIIPHOMY KaHAITY.
Wukancynsiist HDLC. Tlpuanun pabotst npotokoia PPP. [Ipeumymniectsa nporokosna PPP. LCP u

MnK1.1., 1K 1.2,,
MK 1.3, TIK 1.4,
K 1.5, TIK 1.6.,
K 1.7.,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2

NCP. Ceancel PPP. Hactpoiika nporokona PPP. Hacrpoiika mpotokona PPP. Ayrentudukanus
PPP. Otnanka coeauneanid WAN. Otnanka PPP

Tema 2.3. Pemienus Coaepixanue 6 IK 1.1, TIK 1.2,,
HIHPOKOIOJI0CHOI0 Vnanénnas pa6ora. Ilpemmymectsa ymanéunoit paGoTel. busHec-TpeGoBanHus His yHATEHHBIX IIK'1.3, [IK 1.4,
Ja0CTyMna pabotHukoB. CpaBHEHHE pelIeHHH MHMPOKOMonocHoro naocrtyma. Kabemb. DSL. becnpoBoansie IK 1.5, K16,
IIFPOKOIIOJIOCHBIE CeTH. BhIOOp pemieHnii mMpoKOIOIOCHOT0 NocTyma. HacTpoiika moaAKIodeHHH OK 1(')[1K 107K 02
XDSL. O630p PPPoE. Hactpoiika PPPoE OK 03:’ OK 0 4"
Tema 2.4. 3auura Conepxanue 6 OK 05.. OK 06.,
MeRPUINAIBLHON CBA3H Cetn VPN. Ocnossl ceteii VPN. Tunbt ceteit VPN. Tynnenn GRE mexny oObexramu. OcHOBBI OK 07., OK 09.
GRE. Hacrpoiika tyrneneit GRE. O6mue cBenenns o6 [Psec. 3ammra mportokona [P. Ctpykrypa
npotokona IPsec. Ymanénuwni moctyn. Pemenuss VPN s ymanénnoro mocryma. Cetm VPN
YJAJEHHOTO JJOCTYyNa C UCNoJib30BaHneM [Psec
Tema 2.5. MOHUTOPUHT Coaepxanue 6 IK 1.1, TIK 1.2,,
Cern Syslog. IMpumnun paGoter Syslog. Hactpoiika Syslog. SNMP. Ilpummun pa6otsr SNMP. IIK 1.3, TIK 1.4,
Hacrpoiika SNMP. NetFlow. TTpuniun pa6otsr NetFlow. Hactpoiika NetFlow. ITpoBepka mozeseit [IK1.5, K16,
Tpaguia OKO1., OK 02
Tema 2.6. OTnagka ceTu Conep:xanue 6 OK 03:: OK 0 4
Ilouck u ycTpaHeHHE HENONANOK C HCIIOJIb30BAaHMEM CHUCTEMHOro mnonaxoza. JlokymeHTauus 1o OK 05., OK 06.,
cetu. Ilpouenypa moucka u ycTpaHeHUs HemonaaoK. M3omsuus mnpoOieMbl € MOMOLIBIO OK 07., OK 09.
MHOTOYpOBHEBBIX Mozeined. Ortnanka cern. CpeacTBa IMOWCKAa W yCTPaHEHUs HETONAJOK.
CuMIOTOMBI M IPUYMHBI OTIIAAKHU ceTH. lIIoMCK M ycTpaHeHHEe HeloJIaloK CBA3HU B ceTsix IP
B ToM uncie mpakKTHYeCKUX 3aHATHIA 32/32
IpakTyeckoe 3ansiTue 1. 2/2 IK 1.1, 1IK 1.2,,
Hactpoiika 6azosoro PPP ¢ ayrenTndukanuei IK' 1.3, TIK' 1.4.,
IIpakTH4eckoe 3ansTHE 2. 2/2 IIK15, K16,
Otnagka 6a3oBoro PPP c ayrentudukanueit OK 1(')[1K 107KO )
IMpakTnyeckoe 3ausitue 3. 2/2 OK 03:: OK 0 4
[Tposepka 6azoBoro PPP ¢ ayTenTndukanueit OK 05., OK 06.,
IIpakTHyeckoe 3ansTHe 4. 4/4 OK 07., OK 09.
Hactpoiika mapmpytusaropa B kadectse kinueHta PPPoE g nonkmouenns DSL
IIpakTHyeckoe 3ansiTHe 5. 4/4
Hactpoiika Tynnens VPN GRE mo cxeme «Touka-TO4Kay
IIpakTHyeckoe 3ansTHE 6. 2/2
Pa3pa0oTka TEXHHYECKOTO 00CITYKUBAHHSI CETH
IIpakTnyeckoe 3ansiTue 7. 4/4

Hactpoiika Syslog u NTP
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
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IIpakTH4eckoe 3ansTHE 8.
[TpumeHeHne mporpaMMHOTO o0ecTieueH s JUIi MOHUTOPUHTA CeTH

2/2

IpakTuyeckoe 3ansaTue 9. 2/2

Hactpoiika SNMP

IpakTnyeckoe 3anstue 10. 2/2

Co6op u aHanu3 gaHabeIx NetFlow

Ipakruueckoe 3ansitue 11. 2/2

[IpuMeHeHne HHCTPYMEHTApHsi CETEBOTO aIMUHHUCTPATOPA sl HAOJIIOACHUSI

IpakTnyeckoe 3ansiTue 12. 2/2

BrisiBnenne cb6os B padote cetn

Ipakruueckoe 3ansiTue 13. 2/2

Pa3paboTka ToOKyMeHTaIH
KypcoBoii npoekTt 30/30 MK 1.1., K 1.2,,
TemMaTHKa KypCOBBIX IPOEKTOB K 1.3, 1K 1.4,
Mapuipytusanus 1 KOMMyTalusi B KOPIIOPATUBHBIX CETAX. IIK 111?( * 1H7K L6.,
Hactpoiika u ycrpanenne nHenonanok B pabore OSPF ans onnoit obnactu. OK 01., OK02
HUccnenosanne 1 anaians 6eCHpOBOI[HI>IX JIOKAJILHBIX CeTel. OK 03., OK 04.,
Hacrpolika arperupoBanus Kananos. HacTpolika, mpoBepka, IIOUCK M yCTpaHeHHe Henonanok B padore EtherChannel. OK 05., OK 06.,
3amuTa Me>K(1)I/IJmaJILH017I CBA3H. 0K 07., OK 09.
CamocTrosiTesibHAsA padoTa o0yuyaronuxcsi Npu U3ydeHuu pasaea 2 [IM 6
Cucrematryeckasi mpopaboTKa KOHCIIEKTOB 3aHATHI, y4eOHOW U CIIEMATbHON TEXHHYECKOH JINTePaTYPHL.
KoHcrniekTupoBaHue TeKCTa, paboTa co CIOBapsIMU M CIIPABOYHHKAMH, 03HAKOMIICHHE C HOPMATHBHBIMU IOKYMEHTaMH, Y4eOHO-
UcclieIoBaTeNbckas paboTa Mpu caMOM IIMPOKOM HCToiIb30BaHnK HTepHeTa u Apyrux [T-rexHomorui.
[TpoekTHbIE (OPMBI paOOTHI, TOJIrOTOBKA COOOIICHHUH K BHICTYIUICHHIO HA CEMUHApax M KOH(EpeHIUsX; IIOAroToBKa pedeparos,
JIOKJIAJIOB.
[ToAroToBKa K MPakTHYECKUM 3aHITHSIM C UCIIOJIb30BaHHEM METOINYECKUX PEKOMEH AN IpernoaaBares, opopMiIeHIEe
HpaKTHIECKUX padoT, OTYETOB M MOATOTOBKA K UX 3aIHTE.
KoncyasTanuu 2
IIpomexxyTounas arrecramusi mo MJK.01.02 B hopme sk3aMeHa 6
Paznen IIM 3. Be3onacHOCTh KOMIIBIOTEPHBIX ceTell 102/ 32
M/JIK.01.03 be3onacHOCTh KOMIIBIOTEPHBIX ceTei 102 /32
Pa3nes 1. be3onmacHOCTh KOMIILIOTEPHBIX ceTel 102 /32
Tema 1.1. Coaepxanue 4 K 1.1, K 1.2,,
DyHIaMeHTAJbHbIE CoBpeMeHHbIE yTPO3bl CETEBOI 0e30macHOCTH. BUpyChI, 4epBU U TPOSHCKHE KOHH. MeTob! aTak EE ig’ EE 1‘71’

NPUHIUIBI 0e30NACHOI
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CeTH OK 01., OK 02,
Tema 1.2. Be3onacHocTb Conep:xanue OK 04., 0K 05,,
CeTeBbIX yCTPOIicTB Bezonacubelil moctynm K ycrpoiictBaM. Ha3HaueHrne aagMUHUCTPATHBHBIX poJicil. MOHHMTOpPUHT H OK 06., OK 07.,
yopaBieHHe ycTpoiicTBamu. lcmomb3oBaHWe (YHKOHS aBTOMAaTH3WPOBAHHOW  HACTPONKH OK 09.
0e30macHOCTH
Tema 1.3. ABTOpHM3anus, Coaepxanue K 1.1., IIK 1.2,,
ayTeHTH(PUKALMS U ydeT Caoiictea AAA. JlokanbHas AAA aytentudukamus. Server-based AAA IK 1.3, TIK 1.4.,
pocryna (AAA) IK 1.5, TIK 1.6.,
Tema 1.4. Peanmmzanus Coaepxanue oK lglK 1(')2("02
TexHoJsorui 6panamayspa | ACL. Texuomoruss Opanamayspa. Konrekctaeiii koutpois goctyma (CBAC). Tlomutuku OK 03:: OK 0 4
OpaHaMayspa, OCHOBaHHBIE Ha 30HAX OK 05.. OK 06.
OK 07., OK 09.
Tema 1.5. Peanmmzanus Coaepxanue IK 1.1, TIK 1.2,,
TEXHOJIOT M IPS texuonoruu. IPS curnarypsl. Peanusauus IPS. IIposepka u Mmorutopunr IPS IIK'1.3., 11K 1.4.,
NPeI0TBPAIeHHsI IK 1.5., TIK 1.6.,
FLApIRENAT oK 01, 1()1502
Tema 1.6. besonacHocTs Coaepxanue OK 03:’ OK 0 4
JOKQJIBHOM ceTH ObecnieueHre 0E30MACHOCTH IMOJB30BATEILCKUX KOMIBIOTEPOB. CooOpakeHHs Mo 0e30MacHOCTH OK 05.: OK 06.:
Broporo ypoBHs (Layer-2). Kondurypamus Oe3omacHOCTH BTOpPOro YpoBHS. be3zomacHOCTH OK 07., OK 09.
OGecipoBOHBIX ceTeil, VoIP
Tema 1.7. Coaepxanue IK 1.1, TIK 1.2,,
Kpunrorpaduyeckue Kpunrorpaduueckue cepuchl. ba3oBas LENIOCTHOCTh M ayTEHTUYHOCTh. KOH(UIEHIMATEHOCTS. IK' 1.3, TIK' 1.4.,
CHCTEMBI Kpunrorpadust OTKpHITHIX KITIOYEH [K 1.5, TIK 1.6,
Tema 1.8. Peanu3zanus Copep:xanue OK lglK 107K 02
TexHosoruii VPN VPN. GRE VPN. KomnonenTs u ¢pynkunonuposanue [PSec VPN. Peanuzanus Site-to-site IPSec OK 03:: OK 0 4
VPN c¢ wucrnons3oBanuem CLI. Peammzamus Site-to-site [PSec VPN c¢ wucnons3oBanuem CCP. OK 05., OK 06.,
Peanmusanus Remote-access VPN OK 07., OK 09.
Tema 1.9. Ynpasiaenune Copep:xanue K 1.1, TIK 1.2,,
0e3onacHoii ceTbIo [IprHIMIIBL GE30MACHOCTH CETEBOTO AM3aiiHa. BesonacHas apxuTekTypa. YIpaBleHHE MPOLECCAMU IIK'1.3., 1IK 1.4,
u Oe3onacHocTh. TecTHpOBaHHWE CETH Ha YSI3BHUMOCTH. HerpepblBHOCTH OW3HEca, TUIaHUPOBAaHUE IK 15, K16,
BOCCTAHOBJICHHS aBAPUHHBIX cUTyauuil. JKM3HEHHBI IUKJI CETH W IUIAaHMpoBaHUWe. Pa3paboTka OK 1(;[1K 101(0 5
_ perIiaMeHTOB KOMITAHHHU M TIOJIMTUK 0€30MacHOCTH OK 03:: OK 0 4
Tema 1.10. Cisco ASA Conep:xanue OK 05. OK 06.
Beenenne B AnantuBHoe ycrpoiictBo 6ezonacHocti ASA. Kongurypanus ¢aupsoia Ha 6aze ASA OK 07., OK 09.

¢ ucnosbs3zoBaHueM rpagpudeckoro untepdeiica ASDM. Kondwurypaums VPN nHa 6aze ASA c
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UCIIOJIb30BaHueM rpadudeckoro unrepderica ASDM

B TOM Ymcie NpaKTHYeCKNX 3aHATHI 32/32
IIpakTHyeckoe 3ausiTue 1. 2/2 IK 1.1, TIK 1.2,,
HMccnenoBaHue CeTEBBIX aTaKk U HHCTPYMEHTOB ITPOBEPKH 3aIlMTHI CETH 1K 1.3, 1IK 1.4.,
IpakTnyeckoe 3ansiTue 2. 2/2 IIK15, K16,
Hacrpoiika 0€301acHOTr0 JOCTYIa K MapLIPYTH3aTOPy OK 1(')[1K 107K 02
IpakTuyeckoe 3ansaTue 3. 2/2 OK 03:: OK 0 4
OO6ecniedeHne aIMIHACTPAaTHBHOTO TocTyna AAA u cepBepa Radius OK 05., OK 06.,
IpakTnyeckoe 3ansTue 4. 2/2 OK 07., OK 09.
HacTtpoiika monutuku 0€301acHOCTH OpaHIMaydpoB
IMpakTHyeckoe 3ansitue 5. 2/2
Hacrpoiika cuctemsl peoTBpaiieHus Bropxxenui (IPS)
IIpakTHyeckoe 3ansTHE 6. 2/2
Hacrpoiika 6e301acHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax
IMpakTnyeckoe 3ausitue 7. 4/4
HccnenoBanne MeTo10B MG POBaHHUS
IIpakTHyeckoe 3ansTHe 8. 2/2
Hacrpoiika Site-t0-Site VPN ucnonb3yst uHTepdeiic KOMaHIHOW CTPOKH
IMpakTnyeckoe 3ausitue 9. 2/2
bazoBas HacTpoiika nuto3a 6e3onacHoctd ASA U HacTpolika OpaHIMay3pOB UCTIONB3Ys HHTEepdeiic
KOMaHJHOM CTPOKH
IpakTnyeckoe 3ausitue 10. 2/2
bazoBast HacTpoiika nutro3a 6e3onacHoctd ASA 1 HacTpoiika OpaHaMayd3poB ucnonb3ys ASDM
IIpakTuyeckoe 3anaTue 11. 2/2
Hacrpoiika Site-to-SiteVPN ¢ oaHO# CTOPOHBI Ha MapUIPyTU3aTOPE UCIIONB3Ys HHTEphEiic
KOMaH/THOHM CTPOKH H C JPYTOi CTOPOHBI HCHONIB3YS HITI03 Oe3omacHocTH ASA mocpeacTBOM
ASDM
IIpakTuyeckoe 3anaTHe 12. 2/2
Hacrpoiika Clientless Remote Access SSL VPNSs ucnione3yst ASDM
IpakTnyeckoe 3ansTue 13. 212
Hactpoiika AnyConnect Remote Access SSL VPN ucnonszyst ASDM
IIpakTHyeckoe 3ansiTHe 14. 4/4
DuHaIbHAS KOMIUIEKCHAS JJA00PAaTOPHO-TIPAKTUIECKAsl padoTa mo 6e30MacHOCTH
CamocTosiTesibHAs padoTa 00yuyaronuxcsi Npu u3ydeHuu pasaena 3 [IM 4

Cucremarnueckas npopa60T1<a KOHCIICKTOB 3aHHTHfI, yLIC6H0ﬁ n CHeI.[PIaJ'ILHOfI TEXHUYCCKOM JINTCPATYPHI.
KOHCHCKTHpOBaHHe TCKCTA, pa60Ta CO CJIOBApsAMU U CIIPaABOYHHUKAMHU, O3HAKOMJICHUEC C HOPMATUBHBIMU JOKYMCHTAMMU, y‘IGGHO-
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UCCIIeIOBaTENbCKas paboTa MpY caMOM IITUPOKOM HUCIoIb30BaHnK HTepHeTa u Apyrux [T-TexHomoruii.

[IpoextHbIe hopMBI pabOTHI, MOATOTOBKA COOOIIEHMH K BRICTYIUICHHIO HA CEMUHApax ¥ KOH(PEPEHINIX; MOATOTOBKA pedepartos,
JIOKJIAJIOB.

IToaroToBKa K MPAKTHYECKUM 3aHATHSIM C UCIIOIH30BAHUEM METOAMUSCKUX PEKOMEHIAIIHI MTPEIoaaBaTesi, 0(popMIICHUE
MPAKTHYECKUX paboT, OTUETOB U MOATOTOBKA K MX 3aIlUTE.

KoncyabTanuu 2
Ipomexyrounas arrecrauus mo MJ/IK.01.03 B popme nuddepeHiupoBaHHOr0 3a4eTa -
YI1.01.01 Yueonas npaktuka «IIpoexTupoBaHue, MOHTAK M HAJIAJKA KOMIbIOTEPHBIX ceTei» 108 / 108 K 1.1, K 1.2,
Buasl paﬁOT IIK 1.3,,IIK 1.4.,
- y4acTHe B MPOCKTUPOBAHUHU CETEBOH MHDPACTPYKTYPHL; [IK 1.5, TIK 1.6,
- y4acTHe B OpraHH3alIH CETEBOTO aIMUHUCTPUPOBAHUS; K17,
- DKCIUTyaTalys 00bEKTOB CETEBOI HHPPACTPYKTYPHI; gﬁ 8:13 8§ gi
- y4acTue B YIPaBIEHUH CETEeBBIMU CEPBUCAMU; OK 05.: OK 06.:
- y4acTHe B MOJICpHH3AIINN CETEBOH MH(PACTPYKTYPBI; OK 07., OK 09.
- B])I60p JAaHHBIX JJIs aHaJIn3a UCII0JIb30BaHUA U (byHKHI/IOHI/IpOBaHI/IH IMPOrpaMMHO-TCXHUYCCKHUX CPECACTB KOMIIBIOTCPHBIX CeTeﬁ;
- obecnieueHne ceTeBol 6€30MacHOCTH
IIpomexxyTounas arrectanus no YI1.01.01 B popme nuddepeHuupoBanHoro 3auera -
I11.01.01 TIpou3BoaACTBEHHASI MPAKTHKA 108 /108 K 1.1, K 1.2,
Buasl paﬁOT: IIK 1.3., 11K 1.4.,
- yyacTue B pa3pabdoTKe METOJIOB, CPEJICTB U TEXHOJIOTHI MPUMEHEHUS! 00BEKTOB Po(ecCHOHATEHOMN NI TeTbHOCTH; [K 1.5, TIK 1.6,
- IpoBeIeHHe MPOPUIAKTHIECKUX padoT Ha 00bEeKTax ceTeBO MHOPACTPYKTYPhI M pa00YNX CTAHIIUSX; K17,
- y4acTHe B HHBEHTAPH3ALUN TEXHUUECKUX CPEJICTB CETEBON HHPPACTPYKTYPBI, OCYIIECTBICHUE KOHTPOJIS, HOCTYTUBILETO U3 8§ 8;’ 8§ 82‘
pEMOHTa 000PY/IOBAHUS; OK 07'.’ OK 09'_'
- o0OecrnieueHne ceTeBoi 0€30MacHOCTH (3aIInTa OT HECAHKIIMOHUPOBAHHOTO AOCTyMa K MH(GOPMAIMH, TPOCMOTP MK U3MEHEHNE ’
CHCTEMHBIX (aiiJIOB U TaHHBIX ), 0€30ITACHOCTh MEXKCETEBOTO B3aNMOICHCTBYS;
- OCYILIECTBIICHHE aHTUBUPYCHOM 3aIIUTHI JIOKAJILHOM CETH, CEPBEPOB U pab0OUNX CTAHIIHIA;
- JOKyMEHTUPOBaHHE BCEX MPOU3BEIICHHBIX JICHCTBUI
IIpomexxyTrounas arrectanus no I111.01.01 B hpopme auddepenupoBanHoro 3auera -
IK3aMeH [0 MOIYJII0 6

Bceero | 722 /422
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3. YCJIOBUA PEAJIMBALIUU ITPOPECCHOHAJIBHOT'O MOAYJIA

3.1. MaTepuajbHO-TeXHUYECKOE 00ecreyeHue

Jlia peanuzanil mporpaMMbl Ipo(eCCHOHATBFHOTO MOYJISL MPEAyCMOTPEHBI
CJIEIyIOIIME CIEHUaIbHbIE TOMEIICHUS:

- KAOMHET METPOJIOTMH U CTaHJAPTH3ALMU, OCHAILIEHHBI B COOTBETCTBHH C II.
6.1.2.1 oOpazoBatenbHOil mporpammbl o crneruanbHocTH 09.02.06 CereBoe u
CUCTEMHOE aJIMUHUCTPUPOBAHHUE;

- n1abopaTopur WH()OPMAIMOHHBIX TEXHOJIOTHH, OpraHu3aldd W TPUHIIUIIOB
MOCTPOEHUSI KOMIIBIOTEPHBIX CHCTEM, MPOrPaMMHO-AINIMAPATHON 3alUThl 0OBEKTOB
ceTeBOM  MH(QPACTPYKTYphl, OCHAIllEHHBIE B  COOTBETCTBMU C 1. 6.1.2.3
oOpa3oBarenbHO TporpamMmbl no crnenuanbHoctu 09.02.06 CereBoe M CHUCTEMHOE
aIMUHUCTPUPOBAHNE;

- MacTepcKasi MOHTaka W HACTPOMKH OOBEKTOB CETEBOM HH(PPACTPYKTYPHI,
MOJINTOH TEXHUYECKOTO KOHTPOJS W JMArHOCTUKU CETEBOM WHQPACTPYKTYPBHI,
OCHAILIEHHbIE B COOTBETCTBMM ¢ M. 6.1.2.4 o00pa3oBaTeNbHOW NPOrpaMMbl IO
crienmanbHOCcTH 09.02.06 CeTeBOE U CHCTEMHOE aIMUHUCTPHUPOBAHUE;

- IOMEUIEHUS ISl CAMOCTOSITENIbHOM M BOCIIUTATENBHOU pabOThl, OCHAILEHHBIE
B COOTBeTCTBUM C 1. 6.1.2.2 oOpa3zoBaTeibHON MOporpaMMbl MO CHEHUATBLHOCTH
09.02.06 CeteBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE;

- 0a3bl IPAKTUKH, OCHAILEHHBIE B COOTBETCTBUU C I 6.1.2.5 oOpa3oBareiabHOU
IpOrpaMMbl IO cneupasibHocT  09.02.06 CereBoE M CHCTEMHOE
aAMUHUCTPUPOBAHHUE.

3.2. UudopmannonHoe odecnevyeHue peajn3anuu NporpaMmmbl

Jnst  peanuzarnuu  mporpamMmbl - OubOnmoreuHblii  GoHA — 00pazoBaTenbHON
OpraHM3allMi  yKOMIUIGKTOBAaH  TeYaTHBIMH W (WJIH)  3JICKTPOHHBIMHU
oOpa3oBaTeIbHBIMH ¥ WH(MOPMAIIMOHHBIMUA PECypCcaMH, PEKOMEHIOBAHHBIMHU IS
UCTIOJIb30BaHUs B 00pa30BaTeIbHOM MPOIIECCe

3.2.1. OcHOBHBIE MEYATHHIEC U3AAHUSHA

1. Omudpep B. TI.,Omudep H. A. Kommnbrorepusie cetu. I[lpuHummmi,
TE€XHOJIOTUH, MPOTOKOJIBI: Y4eOHUK 1l By30B. —o-¢ u3a. — CII6. ITutep, 2019,
2020, 2021. — 992 c. — TexkcT : HenoCPEACTBEHHBIH.

2. lubpoB, Makcum BrnamumupoBuu. CeTM U TEIEKOMMYHHUKAIUU.
Mapmpytuzanus B IP-cersix [Tekcr] : yueOHuK u mpakTtukym s cro / M. B.
JubpoB. - 2-¢ m3m., mepepad. m jgom. - M. : IOpaiit, 2023. - 423 c. -
(ITpodeccuonanvuoe obpazoBanue). - ISBN 978-5-534-16551-7 . - TekcT:
HENOCPEICTBEHHBIM.

3.2.2. OcHOBHBIE YJIEKTPOHHbIE U31aAHUS

1. Iu6pos, M. B. Certu u tenekommyHukanuu. Mapupytuzanus B [P-ceTsix :
y4eOHUK M MPaKTUKYM JUIsl cpefHero mnpodeccruoHanbHOro obpazoBanus / M. B.
JubpoB. — 2-e u3A., nepepad. u gon. — Mocksa : U3gatensctBo FOpaiit, 2024. —
423 c. — (IIpodeccuonanbHoe obOpazoBanue). — ISBN 978-5-534-16551-7. —
Tekct : anextpoHHbI // OOpa3zoBatenbHas miargopma HOpait [caiit]. — URL:




https://urait.ru/bcode/544930 (mata oOpamenus: 21.02.2024). — Pexxum mocTyma:
JUISL aBTOPU3. MOJIb30BATENEH.

2. Paxutun, P. }0. Komnbiorepusie cetu : yueOnoe nocooue / P. 10. Pakutum,
E. B. Mockanenko. — bapunayn : Aat['TIV, 2019. — 340 c. — ISBN 978-5-.88210-
942-3. — Texkct : anekTpoHHBIH // JIaHb @ 3MEKTPOHHO-OMOMMOTEYHAs] cHUCTeMa. —
URL.: https://e.lanbook.com/book/139182 (mata obpamenus: 09.02.2023). — Pexum
JOCTYyIA: JUIsl aBTOPU3. MOJIb30BaTEIEH.

3.2.3. JIonoJTHUTEIbHbIE€ HCTOYHUKH

1. ITpoexkTupoBanre MHOOPMAIMOHHBIX CUCTEM : YUYECOHHK U MPAKTUKYM IS
cpeaHero npodeccruoHanbHOoro oobpazosanus / JI. B. Yuctos, I1. I1. MenbHuKOB, A.
B. 3onorapiok, H. b. Huuenopyk. — 2-e¢ uzn., mepepad. u nmon. — Mocksa :
N3natensctBo FOpaiit, 2024. — 293 c. — (Ilpodeccuonanpnoe oOpazoBanue). —
ISBN 978-5-534-16217-2. — TekcT : snexkTpoHHbIN // OOpazoBaTenbHas miathopma
FOpaiit [caiit]. — URL: https://urait.ru/bcode/538370 (mata oOpaieHus:
21.02.2024). — Pexwum JocTyna: JijIsl aBTOPHU3. TOJIb30BaTEIICH.

2. llesenes, 0. I1. luckpetHas maTemaTnka : yuedHoe mocobue ais cro / FO.
[1. IlleBeneB. — Canxkr-IleTepOypr : Jlans, 2021. — 592 ¢. — ISBN 978-5-8114-
7504-9. — Texkct : aneKkTpoHHBIH // JIaHb : AJIEKTPOHHO-OMOIMOTEYHAS CUCTEMA. —
URL: https://e.lanbook.com/book/161638 (nata oOpamenus: 16.02.2023). — Pexum
JOCTYyIa: JUIsl aBTOPU3. MOJIb30BaTENEH.
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4. KOHTPOJIb 1 OHEHKA PE3YJIBTATOB OCBOEHUS
HPOPECCHUOHAJIIBHOI'O MOAYJIA

Koa u HauMeHnoBaHune
npogeccHoHANbHBIX U 001X
KOMTIIETeHIIN i,
(opmupyembIX B pamkax
MOy JIst

Kpurtepun onenkn

MeToabl OLIEeHKH

IIK 1.1. lokyMEeHTHpPOBATh
COCTOSIHUS
MH()OKOMMYHHKAITHOHHBIX
CHCTEM M UX COCTABIIAIOUINX B
npouecce HaTaaKu U
9KCIUTyaTaluH

OOyuaromuiicst 000CHOBaHO HCIIOJIb3yET HOPMATHBHO-
TEXHUYECKYIO JOKYMEHTAIHIO B 00JIaCTH
MH()OKOMMYHHKAIMOHHBIX TEXHOJIOTHI; TPaMOTHO BEJIET
TEeXHUYECKYIO JOKYMEHTAIHIO 110 00BEKTaM
NH()OKOMMYHHKAIIMOHHBIX CHCTEM B IIPOIIECCe Halla KK
1 9KCIUTyaTallH.

JleMOHCTpHUpYeT YMEHHEe KOHTPOINPOBATh HATUYHE U
JBI)KCHHE alIapaTHbIX, IPOrPaMMHO-aIIapaTHBIX |
TIPOTPaMMHBIX CPE/ICTB; paboTaeT ¢ HHPOPMATMOHHON
CHCTEMOM 110 YIPABJICHUIO 3a11acaMu U PEMOHTOM;
O(bOpMJ'IHeT 3ad4BKU Ha MaTCcprajibl U KOMIIJICKTYIOIINUE
MH()OKOMMYHHKAIMOHHBIX CUCTEM.

JleMOHCTpHUpyeT HaBBIKH COCTaBJIEHUSI PErJIaMEHTHBIX
OTYCTOB O 3aMCUCHHBIX OTKJIOHCHHAX OT IITATHOT'O
pexuMa GYHKIHOHUPOBAHUS HHOOKOMMYHHKAIIMOHHBIX
CHCTEM; BBITIOJIHACT JOKYMEHTUPOBaHUE 0a30BOM
KOH(UTYpalUK ¥ MPOrPaMMHOT0 00eCIIeYeHHs
YCTPOUCTB HH()OKOMMYHHKAIIHOHHBIX CHCTEM

IIK 1.2. [Tonnep>xuBath
paboToCIOCOOHOCTH
ammapaTHO-TIPOT PaMMHBIX
CpEACTB YCTPOMCTB
MH()OKOMMYHHKAITMOHHBIX
cHCTEM

[Ipu ycTaHOBKE M SKCIDTyaTalluH IIepUPEPUHHOTO
000pyI0BaHU 00YJAIOIINIACS TPAMOTHO IIPAMEHSIET
COOTBETCTBYIOILNE UHCTPYKLIUH; BBIIOIHSET 3aMEHY
PacXOIHBIX MaTepHAJIOB U KOMITJIEKTYIOIIHUX
nepudepuitHoro 0060pyAoBaHuUs; 000CHOBAHO
HCTOJB3YyeT KOHTPOJIbHO-U3MEPUTENBHOE 000PYI0BaHHE
JUISL IPOBEPKH JIEKTPUUECKUX COEIMHEHUM YCTPOMCTB
UH(OOKOMMYHHKAI[HOHHBIX CUCTEM.

JleMOHCTpHUpYET YMEHHE BBISBISTH U YCTPAHSTh
MEXaHUYECKUE MOBPEXKACHUS U A1e(EKTHl yCTPOHCTB
MHPOKOMMYHUKAIIHOHHBIX CHCTEM.

JleMOHCTpHUpYET HAaBbIKM YCTAaHOBKU
WH(POKOMMYHHUKAITMOHHBIX CUCTEM Ha pabOUYNX MecTax
COIJIACHO TPYAOBOMY 33JIaHUIO; BBIMOIHSIET
JUAarHOCTHKY alllapaTHBIX OIIMOOK yCTPOHCTB
UH()OKOMMYHHKAI[HOHHBIX CHCTEM; OCYIIECTBIISIET
JEMOHTaX M 3aMEHY Y3JIOB U 3JIEMEHTOB OT/JEIbHBIX
YCTPONCTB HH(OKOMMYHHUKAITMOHHBIX CHCTEM

IIK 1.3. Ycrpasatse
HEHCIIPABHOCTH B paboTe
MH(POKOMMYHHKAIIMOHHBIX
cucTeM

OOyuaromuiicst uAEHTU(UIUPYET HHIHUICHTHI,
BO3HHUKAIOIIME [IPH YCTAHOBKE MPOTrPaMMHOTO
oOecriedeHns: 1 0O00CHOBAHO IPUHUMAET pelIeHne 00
N3MEHEHHH TPOLEyPbl yCTaHOBKH; TPAMOTHO
OLICHNUBAET CTEIIEHb KPUTUYHOCTH MHIIUICHTOB NPH
paboTe MPUKIagHOrO IPOrPaMMHOTO 00ECIIeYEeHUSL.
JleMOHCTpHUpYET YMEHHE YCTPAHATh BOSHUKAIOIIHE
WHIUAEHTHI, IPON3BOIUTH MOHUTOPHHT
aJIMUHUCTPHUPYEMOi nHpOpMamoHHO-
KOMMYHHKAIIMOHHON CUCTEMBI U CBOEBPEMEHHO
JOKYMEHTHPOBATh YUETHYIO HH()OPMAIHIO 00
HCIIOJIb30BAaHHH CETEBBIX PECYPCOB.

OOyJarommiicss AEMOHCTPUPYET HABBIKH BBISIBIICHHS,
OIIpE/ICIICHHs U YCTPAHEHUS MOCIIECTBUI COOEB U
OTKAa30B CETEBBIX YCTPOUCTB U ONEPALMOHHBIX CUCTEM;
OIIpeAeNseT MPUYNHBI BOSHUKHOBEHUS] KDUTHYECKUX
HMHIUAEHTOB ITPpH paboTe MPUKIIaJHOTO MPOTrPaMMHOTO
obecrieueHus

- 9KCIIEpPTHOE
HaOJoIeHue 3a
JeTeIIbHOCTHIO
oOyJarommxcs Ha
MIPAaKTHYECKNX 3aHITHIX,
B X0JI¢ KypPCOBOTO
MIPOCKTUPOBAHHUS,
BEITIOJTHEHUS padoT Ha
yaeOHoit 1
MIPOU3BOJCTBEHHOU
NPaKTHKE;

- TECTUPOBaHHE;

- OLIEHKA PEe3yJIbTaTOB
BBIITOJIHCHUS
MIPaKTHYECKUX PadoT;
- 3aImuTa
MHIUBUIYIBHBIX U
KOJUIEKTHUBHBIX paboT
(pedeparos,
MIpe3eHTaIH, pacueTHO-
rpaduyeckux pador);

- 3alIMTa KypCOBOTO
MPOEKTa;

- mudepeHi-Hble
3Q4€ThI 110
MEXIUCHUIITIMHAPHBIM
KypcaM, y4eOHOH u
TIPOM3BOICTBEHHOM
MIPaKTHKAM;

- 9K3aMEHBI 110
MEXIUCIUTUINHAPHBIM
Kypcam;

- 9K3aMeH 110
npo¢heCCHOHATEHOMY
MOJIYJIIO
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IIK 1.4. IIpoBoauTh mpuemo-
C/IaTOYHBIC UCTIBITAHUS
KOMITBIOTEPHBIX CETEH U
CEeTEeBOro 000py/I0BaHMS
Pa3IMYHOTO YPOBHS U OLICHKY
Ka4yecTBa CETEBOI TOIOJIOTHH B
paMKax cBoei
OTBETCTBEHHOCTH

OOyuaromuiicst cioco0eH HASHTHHULMPOBATh
WHIUACHTHI, BOSHUKAIOLIME IIPH IPOBEICHUH
MIPEABAPUTEIBHBIX UCIBITAHUN; TPAMOTHO HCIIOJIB3YET
MIpOLIEAYPB BOCCTAHOBJICHHS JaHHBIX, ONIPECIsIeT
TOYKH BOCCTAHOBJICHUS JaHHBIX, OLICHHUBACT PUCKU
TIepEepPBIBOB B IPEJIOCTABICHUH CEPBUCOB MPU
NPOBEICHUH MCIBITAHUH.

OOyH4arommiAcst OCYIIECTBIIET OATOTOBKY K
MPOBEJICHUIO NIPEIBAPHUTEIBHBIX HCIBITAaHUI; COCTaBIIET
rpaduK npenBapUTeIbHBIX UCIBITAaHUIT; BBIIOIHICT
OIIOBELICHHS ITOJIb30BaTeNel 0 BO3MOYKHBIX IIEpephIBax B
NPEIOCTABICHUH CEPBUCOB; BHIIOJIHSIET
TIpeIBapUTEIIbHBIE NCIIBITAHUS

IIK 1.5. OcyuiecTBasTh
pE3epBHOE KOTIMPOBAHUE U
BOCCTaHOBJICHHE
KOH(HTYpaIly CETEBOTO
obopynoBaHus
nH(OpMaLMOHHO-
KOMMYHHUKAIIMOHHBIX CUCTEM

OOyuyaromuiicst JEeMOHCTPUPYET yMEHHE HCIIOIb30BaTh
MIPOLETypPhl U ONPEAETSATh TOUKU BOCCTAHOBJICHUS
JIaHHBIX; pab0TaeT C cepBepaMy apXUBUPOBAHUS U
CpeJCTBaMU yIPAaBJICHUS ONEPAIOHHBIMHU CUCTEMaMU;
IPaMOTHO UCTIOJIB3YET HOPMATUBHO-TEXHUYECKYIO
JIOKYMEHTAITHIO.

OOyyaromuicst BBIITOTHAET BOCCTAHOBIICHHUE
IIapaMeTpoB MO YMOTYAHUIO COTJIACHO JOKYMEHTAINN
OTICPAIIMOHHBIX CHCTEM, IIPH IIOMOIIN CEPBEPOB
apXMBUPOBAHMSA, a TAKXKE IIPU TIOMOIIH CPEACTB
YIpaBIeHNUS CIIENNATN3NPOBAHHBIX ONEPAIIHOHHBIX
CHCTEM CETEeBOTr'0 000pY/I0BaHMSI.

OOyyaronuiicst JEMOHCTPUPYET HABBIKH [UIAHUPOBAHUS
pacnucaHus apXUBHUPOBAHUSA U apXUBUPOBAHHE
IapaMeTpPOB MOJIB30BATEIBCKUX YCTPOUCTB; BHIIOIHSET
COIIPOBOKACHUE CEPBEPOB aPXUBHUPOBAHUS
MIPOrpaMMHOTO 00ECIeYSHUsI U MOHUTOPUHT
MIPOBEJCHHOTO IIIAHOBOTO apXUBUPOBAHUS
I0JIb30BATEIbCKUX YCTPOHCTB

IIK 1.6. OcyiecTBasTh
MHBEHTAPH3AINIO TEXHUIECKUX
CPEZICTB CETEBOH
MH(PACTPYKTYPHI, KOHTPOIIb
00opynoBaHus Mocie
MIPOBEIEHHOT'O PEMOHTA

OOyuarommiicst TpaMOTHO BEIIET TEXHUIECKYIO
JOKYMEHTAIHIO TI0 00beKTaM HHPOPMaIMOHHO-
KOMMYHUKAIIMOHHON CUCTEMBI; OCYLIECTBIIIET KOHTPOJIb
HaJIM4MS U JIBUKECHUS alllapaTHBIX, IPOrPaMMHO-
anmnapaTHbIX U IPOrPAMMHBIX CPEJICTB.

BrInonHsgeT NpoBepKy OTYETOB MO pe3yabTaTaM
WHBEHTApU3aLMU U CIIMCAHUS allllapaTHbIX,
HpOTrpaMMHO-ANMAPaTHRIX U IPOTPAMMHBIX CPEJICTB,;
(buKCcHpyeT B )KypHalle MHBEHTapHbIe HOMepa 1
MECTOPACTION0KEHHUS TEXHUIECKUX CPEJICTB
aJIMUHHCTPUPYEMOU CETH, OCYLIECTBISIET UX
MapKHPOBKY

IIK 1.7. OcyiecTBasTh
perylaMeHTHOE 00CITy )KUBaHHE
Y 3aMEHY PacXOIHBIX
MarepuanoB nepudepuitHoro,
CETEBOT0 U CEPBEPHOTO
obopynoBaHus
MHPOKOMMYHHUKAITHOHHBIX
CHUCTEM

OO0yJaronmiicsi TpaMOTHO paboTaeT ¢ JOTOBOPHOH H
OTYETHOW JOKYMEHTalMeH Ha 00CITyKHBaeMy0
nH(pOpPMaMOHHO-KOMMYHHKAIIHOHHYIO CHCTEMY, C
nH(pOPMAMOHHOHN CUCTEMOH! yIIpaBIeHUs 3aracaMy 1
PEMOHTOM, O(OPMIISIET 3asIBKH Ha MaTE€pHaIIbl U
KOMILICKTYIOIIHE HH(bOpMaL[PIOHHO-KOMMyHI/IKa[H/IOHHOﬁ
CHUCTCMBI.

OO0yyarommiics OCYIIECTBIIIET KOHTPOJIb OCTaTKOB
3aracHBIX 9acTe 1 000PyIOBaHUS IO 3aMEHY;
KOHTPOJIb COOII0/IeHUs Tpaduka MpohUIaKTHIECKOTO
o0ciTy>)kuBaHusI 000py/T0OBaHNUS; BEIIIOJHACT BHECCHUS
JIaHHBIX O IIPOBEIEHHBIX paboTax, 00 NCIOIb30BaHHBIX
3aIacHBIX YacTAX B MH(QOPMALMOHHYIO CHCTEMY
yIIpaBJIEHUsI 3a11acaMy U PEMOHTOM

OK 01. Bribupatb crioco0sr
penieHus 3a1a4y
npodeccroHabHOM
JIeSTeJIbHOCTH IPUMEHUTEIBHO

OOyyaromuiicst JEeMOHCTPUPYET HaJIMYNe YMEHNUH
pacrio3HaBarth 3aj1a4dy (pobiaeMy) B podecCHOHaIEHOM
WJIN COLMAILHOM KOHTEKCTE; aHAIM3UPOBATh U
BBIJICISITh €€ COCTABHBIE YaCTH; ONPEIEIISITh ITAIbI

IKCIEPTHOE HAOIIOICHUE
3a IeATEIbHOCTHIO
o0yJaroImuxcs:

- Ha MTPAKTHYECKHUX
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K pas3/In4YHbIMU KOHTCKCTaM

PpeIeHUs 3a/1a4u; BBISBITE U 3(Q()EKTUBHO UCKATh
HHPOPMALIUIO, HEOOXOIUMYIO IS PCIICHHS 3aa9u
(mpo6Giiemsr). COCTaBISACT IUIAH ACHCTBHIA, OTIPEACISICT
HE0OXOJIMMBIE PECYPCHI; BIAIEET aKTyalbHBIMHU
METOJ]aMH PabOTHI B MPO(ECCHOHATEHON U CMEKHBIX
cdepax; peaar3yeT COCTaBICHHBIN TUIAH; OI[CHUBAET
pe3yabTaT ¥ MOCIEICTBHSI CBOMX JIEHCTBHI

OK 02. Ucnonp30BaTh
COBPEMEHHBIE CPEeNICTBA
HOKCKa, aHAIIN3a H
HHTEpIIpeTaluy HHopMaImy,
1 THQOPMAIIMOHHEIC
TEXHOJIOTHH JUTS BBIITOJHCHHUS
3a7a4 npoQecCHoHaNbHON
JIeSITeIbHOCTH

OOby4atommiicst 00J1aTaeT CIIOCOOHOCTEIO OTIPENENATh
3a1a4¥ U HeOOXOIMMBbIe HCTOYHHUKH JUISl TIOUCKA
HH(OPMAINK; IUIAHKPOBATH IIPOLIECC TOUCKA U
CTPYKTYPHPOBATH HOJIy4aeMyt0 HHPOPMALHIO.
Briensier HanOosee 3HaYMMOE B TIepevHe HH(DOpMAaIim
U OLICHUBAET MPAKTUYECKYI0 3HAYUMOCTh Pe3yJIbTaTOB
roucka; oopMIIsieT pe3yIbTaThl MOUCKA, IPUMEHSIET
cpezacTBa MHOOPMALMOHHBIX TEXHOJIOTUH JJIsl peLIeHUs
npohecCHOHANIBHBIX 33/1a4; UCTIOJIb3YEeT COBPEMEHHOE
MIpOrpaMMHOE 00eCIIeYeHNE U pa3InuHble U(POBbIC
CpeAcTBa AJs pelleHus NpogecCUOHATIbHBIX 3a4ad

OK 03. [TnanupoBats u
pean30BbIBATH COOCTBEHHOE
npoecCHOHABHOE H
JMYHOCTHOE Pa3BUTHUE,
NpeaNPHHIMATENbCKY O
JeATEeIbHOCTD B
npogeccHoHaNBHOM cdepe,
UCIIOJIb30BaTh 3HAHUSI 110
NpaBOBOW 1 (PUHAHCOBOM
IPaMOTHOCTH B Pa3INuHbBIX
JKM3HEHHBIX CUTYalusiX

[Ipu BBIOTHEHUH MOCTABJICHHBIX 33/1a4 00yYaloIIniics
JEMOHCTPHPYET CIIOCOOHOCTH ONPENENsATh aKTyalbHOCTh
HOPMaTHBHO-IIPABOBOW JOKYMEHTAIUH B

PO eCCHOHANBHOMN NESITENbHOCTH; IPUMEHATh
COBPEMEHHYIO HayJHYIO IPO(HECCHOHATBHYIO
TEPMUHOJIOTHIO.

OOyuaromuiicst 0CO3HAHO OIPEAEIIET U BHICTPANBACT
TPaeKTOPUH CBOETO MPOPECCHOHAIBHOTO Pa3BUTHUS U
caM000pa30BaHus; CIOCOOCH UCIOJIb30BAaTh 3HAHUS IO
MIPaBOBOH ¥ (PUHAHCOBOW I'PaMOTHOCTHU B PA3IHMYHBIX
JKM3HEHHBIX CUTYaILUsIX

OK 04. D¢ddextrBHO
B3aUMO/IeiicTBOBATh U paboTaTh
B KOJUIEKTUBE U KOMaH[Ie

OOyuaromuiicst IEeMOHCTPUPYET YMEHHE OPraHu30BaTh
paboTy KoJUIeKTHBa U KOMaH Ibl; 3 dexTHBHO
B3aUMOJICHCTBYET C KOJUIEraMH, PyKOBOZACTBOM,
KJIMCHTaMH B XOZI¢ Y4eOHOro Ipolecca M Ha MPAKTHKE

OK 05. OcyiecTBisITh YCTHYIO
Y MMCbMEHHYO
KOMMYHHUKAIIMIO Ha
TOCYZapCTBECHHOM SI3BIKE
Poccuiickoit ®enepanuu c
y4eToM ocoOeHHOCTEH
COLIMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

OOyJatommiicst pa3oupaeTcs B 0COOCHHOCTIX
COLIMATIBHOTO U KYJITYPHOI'O KOHTEKCTA, OCO3HAHO
NPUMEHSET IpaBuiia 0QOpMIICHHS TOKYMEHTOB 1
MOCTPOCHHS YCTHBIX COOOIICHUIH.

I'paMOTHO M37IaraeT CBOM MBICIU U 0(QOpMILIeT
JOKYMEHTEI 110 PO(ECCHOHANBHON TeMaTHKE Ha
rOCYAapCTBEHHOM SI3bIKE, POSIBIISIET TOJIEPAHTHOCTD B
paboyeM KOJJIEKTHBE

OK 06. [IposBiaTs
IPaKIaHCKO-NIATPHOTHIECKYO
MO3HUIIHIO, IEMOHCTPUPOBATH
OCO3HAHHOE IIOBEJCHHE Ha
OCHOBE TPAIULMOHHBIX
POCCUICKHX TyXOBHO-
HPaBCTBEHHBIX LICHHOCTEH, B
TOM YHCJIIE C YUETOM
rapMOHM3aIMN
MEKHAIMOHAJIBHBIX U
MEKPEJIUTHO3HBIX OTHOIICHHH,
MPUMEHSTH CTaHIAPTHI
AHTUKOPPYIIIMOHHOTO
MOBE/ICHHS

OO6yuarommiicss IeMOHCTPUPYET 3HaHUE U TOHUMAaHUE
CYIIHOCTHU TPaXJTaHCKO-TIATPUOTHUUECKOHN TO3HUIINU U
TPAJUIIMOHHBIX POCCUNCKHUX TYXOBHO-HPaBCTBEHHBIX
neHHocrel. [IposiBisier 4yBcTBa IaTpUOTU3MA,
TpaXXIaHCTBEHHOCTH, YBAKCHHS K TAMSITH 3aIIUTHHKOB
OreuectBa u nogsuram ['epoeB OteuecTBa, 3aKOHY U
MIPAaBOIOPSIIKY, YETIOBEKY TPY/Ia H CTAPIIEMY
MTOKOJICHUIO; B3aUMHOT'O YBaXXCHUSI, OEPEKHOTO
OTHOLICHHUS K KYJbTYPHOMY HacJIEAHIO U TPaAULIUsAM
MHOTOHAaIMOHaIbHOTO Hapoaa Poccuiickoit denepanuun
[TpumensieT craHaapThl AHTUKOPPYIIIMOHHOTO
MOBEAEHUS, OCO3HAET BO3MOYKHBIE IIOCIIEACTBHS €0
HapyuieHus.

OO0yyarommiics 0CO3HAHO OMMCHIBAET 3HAUUMOCTH CBOEH
Oynymieit mpodeccnn

OK 07. ConeficTBOBaTH
COXPaHEHMIO OKPYIKaIoLIEH
Cpebl, pecypcocOepexeHHIo,
NPUMEHSTH 3HaHUS 00
M3MEHEHHH KJIMAaTa,
PUHIUIIBI OEpPEKINBOTO

OObyudatommiicst criocoOeH coOI0aaTh HOPMBI
9KOJIOTHYECKO}1 6€3011aCHOCTH, ONPEIeTATh
HarpaBJIeHUs pecypcocOepexeHNs B paMKax
IpoQeCCHOHANBEHON NIESITENFHOCTH 110 CHIENNAILHOCTH.
OOyyaromuiicst ocymecTBIseT padoTy ¢ COOII0IEHHEM
TIPUHIMIIOB OEpEXIIMBOTO IPOU3BOJICTBA, OPraHU3YeT

3aHATHSAX;
- B XOJI€ BBINOJIHEHUS U
3aIIUTHl KypCOBOTO
NPOEKTa,
VHUBHYJIBHBIX 1
KOJUIEKTHBHBIX Pa0OT
(pedeparos,
MpE3eHTalHM, pacueTHO-
rpadudeckux pador);

- B XOJI€ BBINTOJIHEHUS
pabot Ha y4eOHOIl u
TIPOU3BOJICTBEHHOU
NpaKTHKaX;

- B X0JI€ 9K3aMEeHa I10
npoQeCCHOHATEHOMY
MOJIYJIIO
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MPOU3BOJICTBA, (P (HEKTUBHO
JIECTBOBATh B YPE3BBIYANHBIX

PO eCCHOHANBHYIO IESTENBHOCTD C YY€TOM 3HaHUH 00
HM3MEHEHMHU KJIMMAaTHUECKUX yCIOBUI pernoHa

CHUTYaIUSIX
OK 09. ITonp30Batbcs OOyyaronuiicst MIOHUMaeT OOIINH CMBICIT YETKO
npodeccHoHaIbHON TIPOM3HECEHHBIX BHICKA3bIBAHUI Ha N3BECTHBIC TEMBI

JIOKyMEHTaluen Ha
TOCyJapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

(mpodeccroHaIbHBIC U OBITOBBIE), @ TAKXKE TEKCTHI Ha
0a3oBble podeccHoHaNbHBIE TEMBI;, yYacTBYET B
JMaJiorax Ha 3HAKOMEIe o0mIre U npoheccCHoHaIbHBIE
TEMBI; CTPOUT IPOCTHIE BEICKa3bIBAHHA O ceOe U O CBOCH
npo(heCcCHOHAIBHON IEITeIBHOCTH; KPaTKO
00OCHOBBIBACT 1 OOBSCHSICT CBOM ACUCTBUS (TCKYIIHE U
IUIAaHUPYEMBIE); TIMILIET IIPOCTHIC CBS3HBIC COOOIICHNS Ha
3HaKOMBIE HIIM HHTepeCyIoIne NpodecCHOHaIbHBIE
TEMBI
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