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1. TACHOPT PABOYEHN ITPOT'PAMMBI TIPO®ECCHOHAJILHOT'O

MOAYJA INCIUITJINHBI

1.1. O0Js1acTh NpuMeHeHus1 padoueil MPOrpaMMel

PaGouass mporpamma mnpPOQPECCHOHATBLHOIO MOJYJIS  SIBJISETCS  YacThIO
MPOrpaMMbl MOATOTOBKH CIIELMAIIMCTOB CpeAHero 3BeHa B cooTBercTBHH ¢ PI'OC
CIIO mo cneumaneHOcTH 09.02.06 CereBoe M CUCTEMHOE aJAMUHHUCTPUPOBAHHE
(6a3oBas MOArOTOBKA) B YAaCTH OCBOCHHS OCHOBHOTO Buja aesiteabHocTH (OBJI):
OBJI 1. Hactpotika ceTeBoit HHGPACTPYKTYphl U (GOPMUPOBAHUS CJICTYIOIIUX OOIINX
komrierenuuii (OK) u npodeccuonansupix kommnerenuuii (I1K): OK 01 — OK 07, OK
09,IIK 1.1. - TIK 1.7.

1.1.1. Ilepedern oOMUX KOMITETCHITUN

Kon

HanmeHoBaHue 001X KOMIIETEHIINI

OK 01.

BBI6I/IpaTL CITOCOOBI PCUICHUA 3a1a4 HpO(l)eCCHOHaHLHOﬁ ACATCIIbBHOCTU IPUMCHUTCIIbHO
K pa3JIMYHBIM KOHTCKCTaM

OK 02.

Hcnonp3oBaTh  COBPEMEHHBIE  CPEACTBA IIOMCKA, AaHAJIM3a W UHTEPIPETALUU
uHpopManuy, ©  WHPOPMAIMOHHBIE TEXHOJOTHUM JUIS  BBHIMIOJHEHUS  3a/ad
npogeccuoHaIbHOM AesITeTbHOCTH

OK 03.

[InaHupoBaTh W peanu3oBBIBaTH COOCTBEHHOE IPOPECCHOHATBHOE U JIMYHOCTHOE
pa3BUTHE, NPEANPUHUMATEIBCKYIO JESITeIbHOCTh B IHpodeccuoHanbHOM  cdepe,
WCIIOJIb30BaTh 3HAHUS MO NPaBOBOM U (PUHAHCOBOM TI'PaMOTHOCTH B Ppa3IUYHBIX
YKU3HEHHBIX CUTYaLUsAX

OK 04.

D@ beKkTHBHO B3aUMOIEHCTBOBATh U Pa0OTATh B KOJIJICKTUBE M KOMAaH/IE

OK 05.

OCYH_IGCTBJISITB YCTHYIO U NMHCBbMCHHYIO KOMMYHHKAIIUIO Ha TOCYHAPCTBCHHOM SA3BIKC
Poccuiickoit ®enmeparuu ¢ y4eTOM OCOOEHHOCTEH COIMAIBLHOTO W KYJIBTYpHOTO
KOHTEKCTa

OK 06.

HpOfIBJ’IHTB TPaAXKIAAHCKO-TIIATPUOTUYCCKYIO TMO3UIUI0, ACMOHCTPHUPOBATH OCO3HAHHOC
MOBCACHUEC HAa OCHOBC TpAaJUIIMOHHBIX pOCCI/If/'ICKI/IX AYXOBHO-HPABCTBCHHBIX HGHHOCTCﬁ,
B TOM 4YHCJIE€ C Y4YCTOM TIapMOHH3AIIMKM MECKHAIUMOHAIBHBIX H MCEXPCINTHO3HBIX
OTHOH.IGHI/IfI, NPUMCHATDb CTAHAAPTHI AaHTUKOPPYHIHOHHOI'O IIOBCACHU A

OK 07.

CopeiicTBOBaTh COXpPAaHEHHUIO OKPYXKAlOIIeH Cpebl, pecypcocOepeKeHUI0, MPUMEHSTh
3HaHUS 00 M3MEHEHHWH KJIMMaTta, TMPUHIMITEI OepeXIUBOTO MPOU3BOJICTBA, (P (HEKTUBHO
JICHCTBOBATh B YPE3BbIYANHBIX CUTYAIUSIX

OK 09.

[Tomp3oBaTtbess  MpoecCHOHANBHOW — TOKYMEHTAalMel Ha  TOCYAapCTBEHHOM H
MHOCTPaHHOM $I3bIKax

1.1.2. Tlepeuens npodeccroHaTbHBIX KOMIIETCHITUN

Kog HanmeHoBaHMe BU/Ia AEATEIBHOCTU M IPO(ECCHOHAIBHBIX KOMIETEHLUI
IK 1.1. JIOKyMeHTHpOBaTh  COCTOSIHUSL ~ MH()OKOMMYHHMKAIIMOHHBIX  CHCTEM M  HUX
COCTAaBJIIOIIMX B ITPOLIECCE HAJIATKU U DKCIUTyaTalluu
IK 1.2. [ToxnepxuBaTh PabOTOCIIOCOOHOCTH aIMapaTHO-MPOTPAMMHBIX CPEICTB YCTPOWCTB
UH(POKOMMYHHUKAIIMOHHBIX CUCTEM
ITK 1.3. YcTpaHaTh HEMCIPABHOCTH B paboTe NHPOKOMMYHUKALIMOHHBIX CUCTEM




IIK 1.4.

HpOBOI[I/ITI: HpI/IeMO-Cl[aTO‘-IHI:Ie HCIIBITAHUA KOMHBIOTepHBIX CGTGP'I H CCTCBOI'O
000pyIOBaHUS PA3TMYHOTO YPOBHS U OIEHKY Ka4eCTBa CETEBOW TOIMOJIOTHH B paMKax
CBOEN OTBETCTBEHHOCTU

IIK 1.5. OcCyImIeCTBIATh PE3ePBHOE KOMUPOBAHUE U BOCCTAHOBJICHHE KOH(PHUTYpAIIMH CETEBOTO
000pyTI0BaHNS HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM

[IK 1.6. OcCymIecTBISITh UHBEHTAPU3ALUIO TEXHUUYECKUX CPEICTB CETeBOW MHEPACTPYKTYPHI,
KOHTPOJIb 000PYI0BaHHUSI TTOCJIE MPOBEIEHHOTO PEMOHTA

IK 1.7. OcCymIecTBIATh periaMeHTHOE OOCTYyXKHMBAaHHUE M 3aMEHY PAaCXOJHBIX MaTepUaoOB

nepudepuitHOro, CETEBOTO W CEPBEPHOTO O0OPYIOBAHUS HH(POKOMMYHHUKAITMOHHBIX
CHUCTEM

e u 3axayd npo@ecCHOHATBHOIO MOAYJIS — TPe0OBaHUA K

pe3yJbTaTaM O0CBOeHH S NPodecCHOHATBHOT0 MOTYJIs

C OCJIbI0 OBJIaACHUSA YKAa3aHHBIM OCHOBHBIM BHIAOM ACATCIBHOCTH U

COOTBCTCTBYHOITNMHU O6H_II/IMI/I 141 HpO(bGCCI/IOHaJ'IBHLIMI/I KOMIICTCHIIUAMMU
O6Y‘I&IOH.IHﬁC$I B XO0A€ OCBOCHUA I'[pO(i)GCCI/IOHaJILHOI“O MOOYJIA JOJIZKCH:

3HaTh:

— TpaBWJIa U NPOLEAYPhI IPOBEACHUS HHBEHTApU3ALINY;
— MpaBWJia MapKUPOBKM YCTPOMCTB W  IJIEMEHTOB  HMH(OpPMAIMOHHO-
KOMMYHHKaHHOHHOﬁ CHCTCMBI,

— OCHOBBI JICJIONPOU3BO/ICTBA;

— TIPOLEAYPHI CIUCAHUS TEXHUUECKUX CPEICTB;

— IIPOTpaMMHBIE CPEACTBA HHBEHTAPU3aLINY;

— TIPUHLUIBI KJIacCU(UKALUN U KOJAUPOBAHUS UH(DOPMALINY;

— THUIIOBBIE BAPUAHTHI B3aMMO3aMEHIEMOCTH;

— TNPUHIMIIEI OPraHU3aLUU THPOKOMMYHHUKAIIMOHHBIX CUCTEM I10 YIIPABICHHIO
PEMOHTOM U 00CITyKHBAHUEM;

— THUIIOBBIE CPOKH MTPOBEACHUS MPOPUIAKTHUECKUX PEMOHTOB;

— TEPMUHOJIOTHS U IPaBUJIa YTEHUS TEXHUYECKON JOKYMEHTAIUH;

— mpaBwia OQOpPMIICHHS TEXHUYECKOW JOKyMEHTAllMd 10 pe3yJjbTaraM
IPOBEPKH PabOTOCIIOCOOHOCTH YCTPOHCTB MH(OKOMMYHHUKALIMOHHBIX CHCTEM;
— OCHOBBI apXUTEKTYPBI allllapaTHBIX CPECTB;

— NPUHOMIEL (YHKIMOHUPOBAHUS alNapaTHBIX CPEACTB BBIYHCIUTEIHHON
TEXHUKU;

— THUIIOBBIE PETJIAMEHTHI 00CITY>)KHBAaHUS aIapaTHBIX CPEJICTB;

— CrmocoObl OOHApPYXKEHHSI MEXaHWYECKHX HEMoNaZok B paboTe yCTPOWCTB
MH(POKOMMYHUKAIIUOHHBIX CHUCTEM, INPUYMHBI UX BO3HUKHOBEHMS U TPUEMBbI
YCTpaHEHUS;

— TpeboBaHMsI OXpaHbl TpyJla HpH paboTe C anmapaTHbIMH, HPOrpaMMHO-
anmapaTHBIMM U IPOrPaMMHBIMM  CpPEACTBAMHM  aJMUHHUCTPUPYEMOM
MH(OPMaLIMOHHO-KOMMYHHUKAIIUOHHOW CUCTEMBI

— TpeOoBaHMA OXpaHbl TpyAa TMpH paboTe ¢ CceTeBod ammapaTypoi
aJIMHHHUCTPHUPYEMON HH(POPMAITMOHHO-KOMMYHHUKAIIHOHHOU CUCTEMBI;

— JIMIICH3UOHHBIC Tpe6OBaHI/I$[ 110 H&CTpOﬁKe n SKCILTyaTalluu
yCTaHaBJIMBAEMOI'O IPOTPAMMHOTO 00ECTICUCHHUS;

— OCHOBBI APXUTEKTYPHI, YCTPOICTBA U (PYHKIIMOHUPOBAHUS BBIUMCIUTEIEHBIX
CHCTEM;

— of0mue NpUHUUIBI (YHKIMOHUPOBAHUS AamIMapaTHBIX, MPOrPAaMMHBIX U
MIPOrpaMMHO-AMNMAPATHBIX  CPEACTB  aJIMUHUCTPUPYEMOH HUHGOPMAIIMOHHO-




KOMMYHPIKaLII/IOHHOI;'I CHUCTCMBI,

— APXUTCKTYypa almaparHbiX, MOPOTpaMMHBIX MW HPOTrpaMMHO-alIIapaTHbIX
CPEICTB aAMUHUCTPUPYEMON MH(POPMAITMOHHO-KOMMYHUKAIIMOHHON CHCTEMBI;
— TpeOOBaHMS K KOMIIBIOTEPHBIM CETSIM;

— apXHUTEKTypa MPOTOKOJIOB;

— CTaHAAPTHU3ALMS CETEH;

— JTambl MPOSKTUPOBAHUS CETEBOU UHPPACTPYKTYPHI;

— opraHm3anusi paboT MO BBOAY B JKCIUIyaTallMi0 OOBEKTOB M CErMEHTOB
KOMIBIOTEPHBIX CETE;

— CTaHIapThl Kabeseil, OCHOBHBIE BHJbl KOMMYHUKAIIMOHHBIX YCTPOICTB,
TCPMHHBI, MOHATHA, CTAHAAPTBI W THUIIOBBIC 3JICMCHTLI CTPYKTypHpOBaHHOﬁ
KaOeIbHON CUCTEMBI: MOHTaX, TECTUPOBAHUE;

— Cpe/ACTBa TECTUPOBAHMS M aHAJIN3A;

— IIpOorpaMMHO-alIapaTHbIE CPEACTBA TEXHUYECKOI0 KOHTPOJIS,

— WHCTPYKIIMM TI0 YCTAaHOBKE aJMHUHUCTPUPYEMBIX CETEBBIX YCTPOMCTB
MH(POPMALMOHHO-KOMMYHUKAITUOHHON CHCTEMBI;

— OTpPacCJICBbIC HOPMATUBHBIC ITPABOBLIC AKTHI,

— THUTIOBBIE CPOKM 3aKJIIOYEHHUS W JICHCTBUS JOTOBOPOB Ha OOCTY>KMBaHHUE
MH(POPMALMOHHO-KOMMYHUKAITUOHHON CHCTEMBI;

JISHCTBYIOIINE B OpPraHU3AIMH JIOKAJIbHBIE aKThl Ha O(OpMIICHHE 3asBOK Ha
MaTCpHaJibl M KOMINICKTYIOIIHC.

VYMeTh:

— TIOJIb30BaThCsl ~ HOPMATHUBHO-TEXHUYECKOH  JIOKyMEHTalMed B o0iactu
HHPOKOMMYHHUKAITHOHHBIX TEXHOJIOTHH;

— COMPOBOXKIATh/  BECTH  TEXHUYECKYI  JIOKYMEHTAIlMI0 MO0  OOBEKTaM
HHPOKOMMYHHUKAITHOHHBIX CHCTEM

— KOHTPOJIUPOBATh HAJIWYKME W JBIWIKCHHE alllapaTHBIX, MPOTrPaMMHO-AMIApaTHRIX U
MPOTPAMMHBIX CPEICTB;

— paboTath ¢ HHPOPMAI[HOHHOM CUCTEMOM 10 YIPABICHHIO 3aMacaMy K PEMOHTOM;

— 0(OopMITATE 3aIBKH HA MATEPHAIIBI ¥ KOMITICKTYIOIIHE HHPOKOMMYHHUKAITHOHHBIX
CUCTEM;

— TPUMEHATH MHCTPYKIMH TI0 YCTAHOBKE W OKCIUTyaTallMd Tepr(epHiHHOro
000pyI0BaHUS;

— BBIMOJHATH 3aMEHY PACXOIHBIX MAaTEPHAIOB U KOMIUICKTYIOIIUX TMepHPEepHHHOTO
00opyIOBaHUS;

— UCNOJB30BaTh  KOHTPOJHHO-U3MEPUTEIIBLHOS  O0OpYyIOBaHHME JIJIS  MPOBEPKHU
JIIEKTPUIECKUX COSAMHEHHUN YCTPOUCTB HH(POKOMMYHHUKAIIHOHHBIX CHCTEM;

— BBIABJISITH W YCTPAHSITh MEXaHHUYCCKHE MMOBPEKICHUS U JE(hEKThl YCTPOWCTB
WHPOKOMMYHHUKAITUOHHBIX CHCTEM;

— UAECHTU(GHUIMPOBATh WHIMIACHTHI, BO3HUKAIOIIHEC MPHU YCTAHOBKE MPOTPAMMHOTO
obecrieyeHusi, U MPUHAMATD PElieHre 00 H3MEHEHHUHU TPOIETYPhl YCTAHOBKH;

— OICHHMBATh CTEMEHb KPUTHYHOCTH WHIUACHTOB TMpH pPabOTe MPUKIATHOTO
MPOTPaMMHOTO 00ECTICUCHHUS;

— YCTpaHsITh BO3HUKAIOIINE UHITUICHTHI,

— TIPOU3BOJIUTH MOHHUTOPHHT aJIMHHUCTPUPYEMOI nH(POPMAITMOHHO-
KOMMYHHMKAITHOHHON CHCTEMBI,

— JOKYMEHTHPOBATh yUYETHYIO MH(GOPMAIMIO 00 HCIIOJIb30BAHUHM CETEBHIX PECYpPCOB
COTJIACHO YTBEPXKJICHHOMY IpaduKy;

— HAECHTH(HUIIMPOBATH WHIIAICHTHI, BO3HHKAIOIITHE npu MPOBEJCHUU
MPEABAPUTEIbHBIX UCTIBITAHUIA,

— HCIOJIB30BATh MPOIETYPhl BOCCTAHOBIICHHUS TaHHBIX;

— OTpPEAesATh TOYKH BOCCTAHOBJICHUS JTAHHBIX;

— OIICHHWBAaTh PHUCKH IEPEPHIBOB B IMPEIOCTABICHUU CEPBHCOB NPU IPOBEIACHUHU
HUCTIBITAHUM;




— paboTath C cepBepaMH apXUBUPOBAHMS U CPEICTBAMH YIPABIICHHUS ONEPALIOHHBIX
CUCTEM;

— BBITOJHATD IJTAHOBOE apXUBUPOBaHHE MPOrpaMMHOTO obecniedeHus
MOJIb30BATENLCKUX YCTPOUCTB COTIIacHO rpaduky

— paboTaTh C MJOTOBOPHOM M OTYETHOW JOKyMEHTanuell Ha o00cCiIy)KuBaemyro
MH(GOPMAIIIOHHO-KOMMYHHUKAIIMOHHYIO CHCTEMY.

Nmeth
MPaKTUYECKU N
OTIBIT:

— COCTaBJICHUSI PETJIAMEHTHBIX OTYETOB O 3aMEYEHHBIX OTKJIIOHECHHSX OT IITATHOTO
pexxuMa QyHKIMOHUPOBAHUST HHYOKOMMYHHUKAIIMOHHBIX CUCTEM;

— JIOKyMEHTHPOBaHUsA 0a30BOH KOHPHUTYypalili W IPOTPAMMHOTO OOECTICUCHUS
YCTPOHUCTB HHPOKOMMYHHUKAITHOHHBIX CHCTEM;

— YCTaHOBKM HH()OKOMMYHHUKAIMOHHBIX CHCTEM Ha pPa0OYUMX MeECTax COTJIacHO
TPYAOBOMY 3aJaHUIO;

— BBINIOJTHEHUS JIMAarHOCTUKA anmapaTHbIX OIKOOK YCTPOHCTB
WHQOKOMMYHHKAITUOHHBIX CHCTEM;

— JIEMOHTaXa W  3aMEHbl y3JI0B W  3JEMEHTOB  OTIENBHBIX  YCTPOMCTB
WHQOKOMMYHHKAITHOHHBIX CHCTEM, B TOM YHCJIe IEpUPEPHUITHOTO 000PYAOBAHHUS;

— BBISBJICHUS COOEB M OTKA30B CETEBBIX YCTPOWCTB M OMEPAIUOHHBIX CHCTEM;

— oImpezeneHns cO0EB U OTKa30B CETEBBIX YCTPOICTB U ONEPALIMOHHBIX CUCTEM;

— YCTpaHEHHUS HOCIEACTBUI cOOEB M OTKA30B CETEBBIX YCTPOMCTB M ONEPALMOHHBIX
CHUCTEM;

— OIpeAeNeHUs] NPUYMH BO3HUKHOBEHMsS] KPUTHYECKHX MHIMICHTOB Ipu padore
MIPUKJIaIHOTO IPOrPaMMHOTIO 00eCIIeYeHNs;

— TOATOTOBKH K MPOBEICHUIO IPEABAPUTEIIBHBIX UCTIBITAHUIL;

— CcocTaBJIeHUs rpaduka npenBapuTeNbHBIX UCTIBITAHHIA;

— OIOBEIICHHUS IONb30BaTEeNiel O BO3MOXHBIX TMEpepbiBaX B IPEJOCTaBICHUN
CEpPBHUCOB;

— BBINOJHEHUS MTPEBAPUTEIbHBIX HCIIBITAHUH;

— BOCCTAHOBIICHHMSI MapaMEeTpOB MO  yMOJNYaHUIO  COTJIACHO  JIOKYMEHTAIMH
OTIEePalUOHHBIX CHCTEM;

— BOCCTAHOBIICHHS TIAPAMETPOB MPH MOMOIIY CEPBEPOB APXUBUPOBAHUS;

— BOCCTAaHOBJICHMS  I[apaMeTpoOB  NpU  MOMOIIM  CPEACTB  YNpPAaBJICHHUS
CHELNAIN3UPOBAHHBIX ONIEPALIMOHHBIX CUCTEM CETEBOI0 000Py10BaHUS;

— TUIAHWPOBAHWS pACIHCAHUs apXUBHPOBAaHUS W apXHBHUPOBAaHHE IApaMeTpPOB
I0JIB30BATENILCKUX YCTPOICTB;

— CONpPOBOXKICHHS  CEPBEPOB  APXMBUPOBAHMS  INPOrPaMMHOrO  obecredyeHus
MH()OPMAIIIOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;

— MOHHUTOpPWHra TIPOBEJCHHOTO IUIAHOBOTO apXHBHPOBAaHUS I0JIb30BATEIbCKUX
YCTPOMCTB;

— TPOBEICHUS NHBEHTAPU3ALIUY;

— TIPOBEPKH OTYETOB II0 pe3yJjbTaTaM WHBEHTAPU3ALMM W CIMCAHUS amlapaTHbIX,
MPOrpaMMHO-aNMapaTHBIX ¥ IPOrPaMMHBIX CPEACTB;

— (GUKCUpPOBaHMS B O KypHaJ€ WHBEHTAPHBIX HOMEPOB TEXHUYECKUX CPEICTB
aIMUHUCTPUPYEMOM CETH;

— (UKCHpPOBaHMS B JKypHaJ€ MECTOPACIOJOXKEHUS  TEXHHUYECKHX  CpPEICTB
aIMUHUCTPUPYEMOU CETH;

— MapKUPOBKH TEXHUYECKUX CPEJICTB a]MHHUCTPUPYEMOH CETH;

— KOHTPOJISl OCTATKOB 3alacHbIX 4acTeld 1 000pyJOBaHUSI O] 3aMEHY;

— KOHTponsi  coOmronmenus — rpaduka  MPOQMIAKTHUECKOTO  0OCITYKHBaHHSA
o0opynoBaHUS;

— BHECEHMsI [JAaHHBIX O TNPOBEJCHHBIX paboTax B HH(POPMALMOHHYIO CHCTEMY
yIpaBleHUs 3alaCaMH U PEMOHTOM,;

— BHECEHMsI JaHHBIX 00 MCIIOJb30BAaHHBIX 3alACHBIX YacTiAX B WHPOPMALHOHHYIO
CHCTEMY YIPaBJICHUS 3aacaMi 1 PEMOHTOM.




1.3. KoauyecTBO 4YacoB Ha OCBOeHHe paldoueili mporpamMmbl
npodeccuHoHaTbLHOr0 MOIYJISA:
O6beM o0pa3oBaTenpHOM MporpaMMbl 0Oyuaromierocs: 722 yaca, B TOM YHCIIE:
obs3amenvHas yacms - 722 4daca,
gapuamuenas yacms - () 4acoB.

O6bem 00pazoBaTeNbHON MpOorpaMMbl o0yyaromierocs 722 yaca.

N3 Hux:

Ha ocBoeHrne MJIK.01.01 — 189 vacoB, BkIto4asi MpOMEXYTOUHYIO aTTECTALIUIO —
oK3amen 6 4acoB;

Ha ocBoeHre MJIK.01.02 — 209 yacoB, BkiIt0UYas MPOMEKYTOUHYIO aTTECTALUIO —
oK3ameHn 6 4acoB;

Ha ocBoeHrne MJIK.01.03 — 102 gaca, BKJIto4ast MpOMEXKYTOUHYIO aTTECTAIIUIO —
ougpepenyuposanmvlil 3auem;

Ha y4yeOHy10 npakTuky — 108 yacos;

Ha ITPOM3BOJICTBEHHYIO NPAaKTUKY — 108 yacos;

DK3aMeH KBaIU(PUKALIMOHHBIN — 6 4acoB.



2. PE3YJIBTATBI OCBOEHUSA HNPOPECCUOHAJIBHOI'O MOAYJIA

Pesynpratrom ocBoeHus pabouell MmporpaMMbl MPO(ECCHOHAIBHOTO MOMYJIS
SBJISIETCS OBJIAJICHUE 00y4YaronIMMuUCs OCHOBHBIM BuaoM aearenbHoct (OBJ1): OBJI
1. Hacrpoiika cereBoil MH(pacTpyKTypbl U (POPMUPOBAHUS CIEAYIOIIUX OOIIMX
komrereHuuit (OK) u npodeccuonansubix kommnerenuuid (I1IK): OK 01 — OK 07, OK
09, IIK 1.1. - TIK 1.7.

Kon HaumeHnoBaHue pe3yabraTa 00y4eHust

K 1.1 I[OKYMGHTHPOBaTB COCTOAHUA I/IH(l)OKOMMYHI/IKaHI/IOHHLIX CHCTCM M UX
COCTAaBJHIOIIUX B IIPOHCCCC HAIIAAKHW U OKCILTyaTallin

MK 1.2, | [lomnepxkuath pabOTOCIOCOOHOCTH amapaTHO-IPOrPAMMHBIX
CPEJICTB YCTPOUCTB MH(POKOMMYHHUKAIITMOHHBIX CUCTEM

K 1.3. | YCTpaHsaTh HEUCIIPABHOCTH B paboTe MHPOKOMMYHUKAIMOHHbIX
CUCTEM

[IpoBOAUTH TPUEMO-CIATOYHBIC UCITBITAHUSI KOMITBIOTEPHBIX CETEU U
IIK 1.4. | cereoro 000pyI0BaHUS PA3IMIHOTO YPOBHS U OIIEHKY KauecTBa
CETEBOM TOMOJOTUH B PAMKAaX CBO€H OTBETCTBEHHOCTH

OcCylecTBIIATh PE3EPBHOE KOMMPOBAHUE U BOCCTAHOBIICHUE
HK 1.5. | xondurypamuu cereBoro o60pynoBanns nHGOPMAIHOHHO-
KOMMYHUKAIIMOHHBIX CUCTEM

Ocy1ecTBIATh UHBEHTAPU3AIUIO TEXHUYECKUX CPEJICTB CETEBOM
HK 1.6. | yuppacTpyKTyphl, KOHTPOIH 060PYIOBAHHS TOCIE HPOBEIECHHOTO
pEMOHTA

OcymiecTBIATh PErlaMeHTHOE OOCTY>KUBAHHUE U 3aMEHY PACXOJIHBIX
HK 1.7. | matepuanoB nepudepHitHOro, ceTeBoro 1 cepBepHOro 060py10BaHMUs
WH()OKOMMYHUKAIIMOHHBIX CHCTEM

OK 0]. | BptOnpats croco0s! perueHus 3a1a4 npopecCHOHaTBHOM
JeSITEIbHOCTH MPUMEHUTEIBHO K PA3JIMYHBIM KOHTEKCTaM

Hcnonb3oBaTh COBpEMEHHBIE CPEACTBA IOUCKA, aHAIIU3A U
OK 02. | yurepnperaunn napopManuu, u HMHPOPMAIIMOHHBIE TEXHOIOTHH JUIs
BBITIOJIHEHHUS 33/1a4 TPO(PEeCCHOHANLHOM eI TeIbHOCTH

[InaHupoBaTh U pean30BbIBATh COOCTBEHHOE MPO(ecCHOHATBHOE U
OK 03, | IMYHOCTHOC pa3BUTHE, IPESANPHHUMATEIIBCKYIO ACSITEIBHOCTD B
npodecCHOHAIIEHON cpepe, HCTI0Ib30BaTh 3HAHUS 110 IPABOBOM H
(hMHAHCOBOM I'PaMOTHOCTH B PA3JIMYHBIX )KU3HCHHBIX CHTYaIIHIX

OK 04. | OPdexrrBHO B3anMOCHCTBOBAT M paOOTATh B KOJUICKTHBE 1
KOMaH/1e

OcCylIecTBISATh YCTHYIO U TUCBbMEHHYK0 KOMMYHUKAITUIO Ha
OK 05. rOCyJapCTBEHHOM s3bIke Poccuiickoit denepanuu ¢ y4eToM
0COOEHHOCTEM COIMAIBLHOTO M KYJIBTYPHOTO KOHTEKCTA

OK 06. | [IposiBIATH IpaKJaHCKO-MATPUOTUYECKYIO MTO3UIIHUIO,
JIEMOHCTPUPOBATh OCO3HAHHOE MOBEJAEHUE HA OCHOBE TPAJULIMOHHBIX




pOCCHﬁCKHX AYXOBHO-HPABCTBCHHBIX HCHHOCTCfI, B TOM 4HHUCJIC C
Y4C€TOM Ir'apMOHMU3aAlMU MCKHAIMUOHAJIBHBIX U MCIKPCIIUTNO3HBIX
OTHOIHGHHﬁ, OPUMCHATb CTAHAAPTHI AHTUKOPPYINIHMOHHOI'O ITIOBCACHUA

ConelicTBOBaTh COXPAHEHUIO OKPYKAIOIIEN CPEMBL,

OK 07. | PeCcypcocOepexeHnto, IPUMEHSTh 3HaHHUs 00 M3MCHEHNH KIIMMATa,
MPUHIUIIBI OEPEKITMBOTO MTPOU3BOACTBA, 3PPEKTUBHO JIEHCTBOBATH B
Ype3BbIYAMHBIX CUTYALUAX

OK 09 [Tonws3oBaThes MPoheCCHOHAIBHON IOKYMEHTAI[MeH Ha
rOCYJJapCTBEHHOM M MHOCTPAHHOM S3bIKax




3.1. CTpykrypa npo¢ecCHOHAIBHOI0 MOAYJIA

3. CTPYKTYPA U COAEP KAHUE NPO®ECCUOHAJBHOI'O MOAYJIA

O0BeM npodheccHoHATFHOTO MOIYJIA, Yac.

CYMNiaPH Pabota oOyuaronxcst BO B3aUMOJICHCTBHIH C ITPENoAaBaTeIeM
Do @eclsligz;nbﬂmx HaumenoBanus paznenos o é’:éM O6yuenune mo MJIK ) T—
P L npoheCCUOHABLHOTO MOYJIS B ToM uncie P CamocrosrenpHas
KOMIIETCHIUM HarpysKku Bcero a60T1a
Jlabopatopubix 1| KypcoBbix p
, Jac. YuebOHas ITpousBoacTBEeHHAS
TIPAKTHYECKIX pabot
3aHATHH (IpOeKTOB)
1 2 3 4 5 6 7 8 9
MnK1.1.-1K 1.7.,
OK 01. — OK 07. MJK 01.01 KomnsrotepHsie 189 189 62 _ _ B _
OK 09. , cetn
Paszgen 1. Beenenue B 9% 9% 3 B B 3 B
ceTeBble TeXHOJOTHMH
Pazpnen 2. llpuHuunsi
MApLIPYTH3AHHA U 93 93 30 - - - -
KOMMYTAalUH
MK 1.1. -TIK 1.7., MJIK.01.02 Opranusanus,
OK 01.-OK 07., TIPUHITUIIBI TIOCTPOSHUS U 209 209 g2 30 B 3 B
OK 09. (yHKIIMOHUPOBAHUS
KOMIBIOTEPHBIX CeTel
Pa3nen 1. Mapmpyrusanus u
KOMMYTalusl. 99 99 50 - - - -
MacmrabupoBanue cereit
Paznen 2. CoennHenne cereii 110 110 32 30 - - -
MK1.1.-1K 1.7.,
OK 01.— OK 07., MJIK.01.03 Be3onacr50cn) 102 102 3 B B a B
KOMIIBIOTECPHBIX CCTEU
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OK 09.

Paszgen 1. Besonacuocrn

. 102 102 32 - -
KOMIIBIOTEPHBIX ceTei
MK 1.1. -IIK 1.7., YueOHas mpakTHKa, U 108
OK 01.-OK 07., MIPOU3BOJICTBCHHAS IIPAKTHKA 216 108
OK 09. (o mpoduiTo CrenuaIbHOCTH),
4acoB
Ok3aMeH KBTM(HUKAIMOHHBINA 6 -
Bcero: 722 500 176 108 108
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3.2. TeMaTu4ecKUil IVIaH U coepxanne npopeccuoHanbHoro moayJas (IIM)

HaumeHoBaHue pa3aenos u
TeM Npo¢ecCHOHATBLHOIO0
moayJas (IIM),

Coaep:xanue yueOHOro MaTepuasa,
JIa0opaTopHbIe H MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS YUeOHast padoTa odyuyaoumxcs, KypcoBas padora

O0beM B yacax

MEKIMCHUIITTMHAPHBIX (mpoekT)
kypcos (MJIK)
1 2 3
M/IK.01.01 KomnbloTepHbIe ceTH 189
Paspnen 1. BBenenue B ceTeBble TEXHOJIOTHH 96
Tema 1.1. O0masn Conep:kanue
XapaKkTepucTuKa Bunel komnbroTepHBIX ceredl. [moOanbHBIE M JIOKadbHBIE CeTH. Bumbl ceTeBbIX apXuTekTyp. OCHOBHBIC 4
KOMIILIOTEPHBIX ceTel KOMITOHEHTHI ceTell, ceTeBas cpefia U ceTeBble ycTpoiicTBa. TexHonorun noaxmoueHus k Murepuer. KauectBo u
HaJeKHOCTh ceTeil. OCHOBHBIC IOHATHS CETEeBOH 0e30macHOCTH. TeHISHITHN pa3BUTHS CETEH
Tema 1.2. CereBble Conep:kanue
NPOTOKOJIbI KomupoBanne u mapamerpbl cooOmeHus. CeTeBble NPOTOKONBL. B3ammoneiictBue mporokonoB. Habop
KOMMYHHMKaIlUU npotokojoB TCP/IP u nporiecc oomena nannubiMu. Opranusanuu no crapaapruzanuu: ISOC, IAB, IETF, IEEE, 6
ISO. Muoroyposuessie mogenu OSI u TCP/IP. Unkancymnsuus gasusix. [Iporokonsasie 610k ganasix (PDU).
Hoctyn x nokanpHBIM pecypcam. CereBas ampecarusi. MAC- u IP- agpeca. [octynm k ynan€HHBIM pecypcam.
[II1r03 10 YMOJYaHUIO
Tema 1.3. CerteBoii Conep:xanue
aocTyn [IpoToxomns! u cTaHAapTH Ppr3HYecKoro ypoBHs. CriocoOb! moaKIr0YeHns K ceTH. CeTeBble HHTEP(EHCHBIE TIIaThI
(NIC). Cpenpl nepenaun JaHHBIX U UX XapaKTEPUCTHKHU: MPOMYCKHAS CIIOCOOHOCTH, IIPOU3BOIUTENFHOCTE. BB
MeaHbIX ceTeBbix kabOeneit: UTP, STP, koakcuanbHblii. Pa3sHOBUAHOCTH, OCOOCHHOCTHM NPOKJIAIKH U
TecTUpoBaHMs KaOened. CTpykTypa M OCOOCHHOCTH MPOKIAIKH ONTOBOJIOKOHHBIX KabOenei. BecmpoBojHbie
cpencrsa nepenadn ganabX. Cragmapt Wi-Fi IEEE 802.11. 6
KananpHBII ypoBEeHb M €ro MoaypoBHU: Ympaierue jgorudeckuM kanajaoM (LLC) u YmpasrieHue ZOCTYIIOM K
cpene mepenaun naHHbIX MAC. CTpykTypa Kajpa KaHAJIBHOTO YPOBHS M MPHHIMUIBI €ro (OpMUPOBAHUS.
CranpapTbl KaHajgbHOrO YypoBHs. Du3uuecKas M JIOTUYECKAs TOMOJOTUS CETH. TOMNOJOTHMU «TOYKA-TOUYKAY,
«3BE3/1a», «IOJIHOCBS3aHHASMY), «KOJbIEBas». [lomyayriekcHas W TIOMHOMYIUIEKCHAs Tepernada JaHHBIX.
Oco6ennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.
KoHconpHBIN AOCTYH, YAAICHHBIH T0oCcTyII ¢ moMotieio Telnet 1 SSH, ncnoap3oBanue mopra AUX
Tema 1.4. CeTeBble Coaep:xanue 6

TexHoJoruu Ethernet

CewmeiictBo cereBbix TexHonorui Ethernet. [Tpuanmmn paboter Ethernet. Bzanmoneiicteue na moxypoBusix LLC n
MAC. Vmpaenenue nocrynom k cpexae nepeaaun aaHHeix (CSMA). MAC-anpec: unentudukanus Ethernet.
Atpubytel kaapa Ethernet. IlpencraBiaenuss MAC-anpecoB. OmHO- U MHOTOAAPECHOH, IMIMPOKOBEIIATEIHLHOM
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pacceutok. CkBo3Hoe moakioueHue, MAC- u IP-aapeca.

ITpotokon paspemenus agpecoB (ARP): mpuHumIel paboThl, poib B mpolecce yIaleHHOTO OOMEHA JaHHBIMU.
Tabmuusr ARP Ha ceteBbIX yerpoiicTBax. OcHOBHBIE HegocTaTku potokona ARP - Harpyska Ha cpeny nepeaadu
IaHHBIX 1 0€30I1aCHOCTb.

OcHoBHas uH(popMalus o moprax kommyratopa. Tabnuima MAC-anpecoB kommyrtatopa. Oynknus Auto-MDIX.
@dukcupoBaHHas U MOAYJbHAas KOHQUrypauud KOMMYyTaTopoB. CpaBHEHHE KOMMYTAIMM YPOBHSA 2 M YpPOBHA.
Bupryanprerit  mHTEpdeiic kommytaropa (SVI), Mapmpyrusupyemsrii mopt, EtherChannel yposms 3.
Kondurypaiusi MapuipyTu3npyeMoro mnopra

Tema 1.5. CereBoit
YPOBEHb

Conep:xanue

CeteBoil ypoBEHb B Ipoliecce nepenadyn AaHHbIX. [IpoTokons!l ceTeBoro ypoBHs. OCHOBHBIE XapaKTepUCTHKH IP-
mpotokona. Crpykrypa makeroB [Pv4 m IPv6. OcobenHoctn W mpewmyinectBa mpoTokoia Pv6. Metoms
MapUIpyTU3alMy y370B. Tabiuia MapmipyTH3alMd Y3JI0B M MaplpyTU3aTopa i mnpoTokonoB IPv4 u IPvé.
VYerpoiictBo  mapuipytuzaropa — Ilpoueccop, mnamsTh, onepanuoHHas cuctema. [logkiroueHue K
MapLIpyTH3aTOpy dYepe3 pasindHble HopThl. HacTpolika HCXOOHBIX IapaMeTpoB, HHTEp(EHCOB, LUII03a IO
YMOJYaHHUIO U IPYTUX XapaKTEPUCTHK MAPIIPYTHU3aTOpa

Tema 1.6. TpancnopTHbIi
YPOBEHb

Conep:xanue

HaznaueHue u 3a1auyl TPaHCIIOPTHOTO YPOBHSL.

MynbTumiekcupoBanue ceaHcoB cBs3u. Omucanne u cpaBHeHHe MpoTokoioB TCP m UDP — mamexHOCTH M
MIPOU3BOAUTEIHLHOCTD, 00J1aCTh MpUMeHeHus. Anpecarus nopToB U cermeHTanus TCP u UDP. OOMeH maHHBIMU
no TCP. IIpoueccet TCP cepBepa. VYcranoBnenue TCP-coequnenuss u ero 3aBepiueHue. [IpuHIUIBI
«1péxcroponHero pykonoxatus» TCP. Hagéxnocts n ynpasienue norokom TCP - [lonreepkaeHne momydeHus
CErMEHTOB, MOTeps TaHHBIX U MMOBTOPHAA Iepeaaya, yrnpasieHue motokoM. OOMeH JaHHBIMH C HCIOJIB30BaHHEM
UDP. IIponeccei u 3anpockl UDP-cepepa, UDP-gatarpammsbi, mnponeccel UDP-kinuenta. Ilpunoxenus,
ucnoubzytomue UDP u TCP

Tema 1.7. YpoBenb
NPHJIOKEHU I

Conep:kaHue

YpoBeHb NPUIOKEHUH, YpPOBEHb IIPEACTABICHUS U CEAaHCOBBIM ypoBeHb. IIpuMepsl pacnpoCTpaHEHHBIX
npuinoxkeHuit. IlpoTokonsl ypoBHS npunoxenuii. Ogaopanroseie cetu (P2P). Moxens Tuna «KIHEHT-CEpBEp».
00630p nporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cayx6a nomenubix uméH (DNS). ®opmar cooOmieHuit
u uepapxus DNS. Yrunura «nslookupy». Cinyx6a DHCP. IIporokon nepenauun daiinos (FTP). [Iporoxon oOmeHa
Osokamu cepBepHbIX coobrienuit (SMB). Konneniu «Bceodwemmoniuii Mutepaer» BYOD. JlocTaBka qaHHBIX
110 KOHBEPIEeHTHBIM CETSIM

Tema 1.8. IP-anpecauus

Conep:kaHue

Crpykrypa IPv4-anpecos. CeteBas u y3noBas 4yactb [P-anmpeca. [IpeoOpa3oBanne aapecoB MeXay ABOUYHBIM H
JecSITepUUHBIM TpencTaBienneM. Macka noxacetu [Pv4. CereBoil aapec, aapec y3na M IIMPOKOBEIIATENbHBIH
aapec cetu IPv4. IlpucBoenue y3my craTudeckoro u auHamudeckoro IPv4-ampeca. MHoroanpecHas mepemada.
[Ty6mmunsle 1 gactHele IPv4-anpeca. IPv4-anpeca cienmansHoro HazHadenwus. [IpucBoenue IP-ampecos.
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ICMP-cepBucel. Otmuums s npotokonoB [Pv4. CooOmenust ICMPv4 «3Bampoc k MapmipyTuzaTopy»,
«O0BsBICHUE OT MapUIPYTU3ATOPa», «3ampoc coceqHero y3na» U « OObsBIeHHE COCEAHETO y3na». TecTupoBaHue
CeTHU C MOMOILBIO 3X0-3aIpocoB. TpaccupoBka MapuipyTa. BpeMst mpoxokaeHus! CUrHalla B MIPSIMOM U 00paTHOM
HanpasneHmsix (RTT). Bpems sxuzan (TTL) IPv4 u npenen nepexomnos [Pv4

Tema 1.9. Pazgeaenue IP-
ceTed HA IMOJCETH

Conep:xaHue

CCFMCHTaLII/ISI IP-ceteit. OOMeH JaHHBIMHW MCKAY NMOACCTAMMU. HJ'IaHI/IpOBaHI/IC aZpecaluu B MMOACCTAX. PacuetHrie
(I)OpMyJ'ILI JJId CETMEHTAIIMK CCTH. Pa3buenue Ha IOACETH Ha OCHOBEC Tp66OBaHI/Iﬁ y3JIOB U ceTeﬁ, B COOTBCTCTBUU

c TpeboBaHmsiMHu cereil. OmnpeeneHne Macku IojceTH. Pa30neHue Ha IMOJACETH C HCIOJNBb30BAaHHEM MACKH 6
nepemenHoit anuHbl (VLSM). BazoBast Mozens n HazHadeHHe O6J10koB anpecoB VLSM. [Tnanuposanue agpecanuu
cern. OcobeHHOCTH TIpoekTUpoBaHus [Pvo-cetn. Pa3sOnenue Ha mMoaceTH ¢ MCIONB30BAaHHEM HACHTH(HKATOPA
nHTepdeiica
Tema 1.10. Co3nanue u Conep:xxaHue
HACTpOIiKa HeGObIIOoM [MnanupoBanue W co3gaHue HEOONBINOW KOMITBIOTEPHOH CETH: OINpEIeNieHHe KIIOUeBBIX (aKTOpPOB, BHIOOP
KOMINBIOTEPHOM ceTH TOTIOJIOTHH M CETeBBIX YCTPOWCTB, BHEIOOp M HACTpPOWKAa MPOTOKOJIOB, CHCTEMBI anpecanuu. Mepsl To
obecrieueHNI0 0€30TTaCHOCTH CETH. YS3BHMOCTH U CETeBBbIE aTakd. Pa3BempIBaTeNbHBIC aTakW, ATakd JOCTYIIA,
Otka3 B obcmyxuBanuu (DoS-araku). PesepBHOe KomupoBaHHE, OOHOBJIICHHE W YCTAHOBKAa HCIIPABJICHUH. 8
MeskceTeBbie dKpaHbl. AyTeHTU(UKAIMA, aBTOpU3anus U yu€t. Bkmouenue nporokona SSH.
®DaiiioBple CHCTEMBI MapIIPYTU3aTOPOB M KOMMYTaTOpOB. Pe3epBHOE KOMUPOBAaHME M BOCCTAHOBIIEHHE C
TTOMOIIBI0 TeKCTOBBIX (paitmoB, mpotokona TFTP, USB-nakonutens. BerpoenHble Ciry>kOBI MapIIpyTH3AINH.
[Moanepskka OecipoBOAHBIX MOAKIIOYeHHH. HacTpolika BCTpOGHHOT0 MapHIpyTH3aTopa
B ToM uKcie NIPaKTHYECKHUX 3aHATHI 32
IIpakTHuyeckoe 3ansatue 1. >
CoctaBnenne kKapThl cetn IHTepHET ¢ TOMOIIBIO YTHIINT «Ping» | «traceroute»
IIpakTHYeckoe 3aHATHE 2.
Coznanue mpocTo CeTH:
- YCTaHOBKa CeaHca KOHCOJIH C CETEBBIM 000pyA0BaHNEM IIpH ITOMOIIH mporpammsl Tera Term; 4
- CO37IaHHE CETH;
- HACTPOHKa OCHOBHBIX IApaMeTPOB KOMMYTaTopa
IIpakTuyeckoe 3ansaTHE 3. )
[IpocmoTp cereBoro Tpaduka.
IpakTHyeckoe 3anaTue 4. 4

N3zyuenne Ethernet-trexnonoruii:

- npocMoTp MAC-afpecoB CETEBBIX YCTPOICTB;

- uzyuenwue kaapos Ethernet ¢ MOMOIIBIO POrpaMMBI TS IPOCMOTPA CETEBOTO TpaduKa;

- mpocmoTp ARP ¢ momoriipto mporpaMmsl J1st TPOCMOTPA CETEBOTO Tpaduka

- HCIIOJIh30BaHNe HHTep(deiica KOMaHIHOM cTpokH ¢ TabauiamMu MAC-anpecoB KOMMyTaTopa
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IIpakTnuyeckoe 3ansiTue S.
[NoaxmroueHre KOMIBIOTEPOB K CETH ¢ IOMOLIBIO Kabemnei n 0eCpOBOIHBIX aAalTEPOB:

- OIpEJIENICHUE CETEBBIX YCTPOMCTB U KaHAJIOB CBSI3H; 4
- 00KHM ceTeBOTO Kabes;
- IPOCMOTP JIaHHBIX O OECIIPOBOIHBIX M MPOBOJHBIX CETEBBIX aJaNTepax.
IIpakTHyeckoe 3ansTHE 6.
N3yveHne TpaHCIIOPTHOTO YPOBHS:
- HaOJro/IeHNe 3a IMPOIecCOM TPEXCTOPOHHETO «pykonoxatus» TCP ¢ moMompo mporpamMMbl AJisi IPOCMOTpa 4
CeTeBOro Tpauka;
- m3y4eHune 3axpaueHHbIX JaHHBIX DNS UDP ¢ moMoripio mporpaMMel UTs TPOCMOTpPa CETEBOTO Tpaduka;
- m3ydeHne 3axBadeHHBIX nakeToB FTP u TFTP ¢ moMombio mporpaMMBI Il IPOCMOTPa CETEBOTO Tpaduka
IIpakTnuyeckoe 3ansarue 7.
Cermenranus [P-cereii:
- I3y4YeHHE KaJIbKyJISTOPOB MTOJICETEH;
- pacu€t moxacereit [Pv4; 6
- pa3zeneHue ceTel ¢ pa3TuYHbIMU TOTOJIOTUAMH Ha MOJICETH;
- pa3paboTKa 1 BHEJpEHHE CXEMBI aJjpecanny, pa3ieaéHHoil Ha noacetu [Pv4-cery;
- pa3paboTKa ¥ BHEIPEHUE cXeMbI aapecari VLSM
IIpakTnuyeckoe 3ansiTue 8.
Iloctpoenue ceru:
- IPOCMOTP TAOJIHL MapIIPYTH3ALKH Y3JI0B;
- 3yueHHne PU3NUECKUX XapaKTEPUCTHK MapIIpyTH3aTOPa; 6
- CO37JaHHE CETH, COCTOAIIEH U3 KOMMYTaTopa U MapuIpyTH3aTopa;
- HaCTPOIKa OCHOBHBIX MapaMeTPOB KOMMYTATOpa;
- HACTPOIKa OCHOBHBIX MTApaMeTPOB MapIIPyTH3ATOPa
KoncyabTamuu 2
Ipome:xkyrounas atrectanus no M/IK.01.01 B popme nuddepeHiiupoBaHHoro 3auera -
Pazpnen 2. [IpuHumMnel MapuIpyTu3auud M KOMMYTALlUA 93
Tema 2.1 BBenenue B Conep:kanue
KOMMYTHpYEMbIe CeTH O0benuaéHHbBIe ceTH. Mepapxus B kKoMMyTHpyeMoi cetd. Pois koMMyTHpyeMbIx ceTeil. KoMmMmyTupyemas cpena.
Huuamudeckoe 3amonmHeHue Ttadnuisl MAC-agpecoB koMMmyTaTopa. MeToapl NEPEeCBHUIKM Ha KOMMYTAaTope. 2
Kommyranus ¢ npomexxyTodnbIM XxpaHeHueM. CkBo3Hass kommyTtanus. KommyTtanmoHnsele qoMeHbl. CHIDKEHUE
MIEPETPY30K CeTH
Tema 2.2 OcHOBHBIE Conep:xanue 4

KOHICNNIUHA A HaCTPOﬁKa
KOMMYTalllHH

OCHOBHBIC KOHIICTIIINM ¥ HACTPOHKa KoMMyTanuu. [lepBoHavyanbHas HACTPOKAa KOMMYTaTOpa U BOCCTAHOBJICHHE
nocnie cucteMHoro cbosi. HacTpoiika mocryma ansi 6a3oBoro ymnpasieHus kommyrtatopoM c IPv4. JlymnexcHas
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cBs3b. HacTpoiika mopToB KoMMyTaTopa Ha ¢pu3ndeckoM ypoBHe. OYHKIHNS aBTOMATHYECKOTO OTPEeNICHHs THIIa
kabens (Auto-MDIX). TIpoepka HacTpoek mopTa kommyratopa. llonck u ycTpaHeHwe TpoOieM Ha YpOBHE
JOCTYTIA K CETH.

BesomacHocTs KOMMyTaTopa. 3amuIuéHHbIA yaanéHusii qoctyn. Hacrpoiika SSH. Pacnpoctpan€HHbie yrpo3bl
OezomacHocTH: mepernonHenue Tabmunbel MAC-ampecoB, DHCP-cyduHr, wucmons3oBaHue —ys3BHMOCTEH
npotokona CDP, Araku Telnet u ap. AyauT U mpakTUYECKHE PEKOMEHIAINH 110 00eCIeYeHnI0 0e30MacHOCTH
cern. bezomacHocTh mopTa kKommyTtatopa. OtcnexxnBanne DHCP coobmenuii. @yHknns 0e30macHOCTH TOPTa.
Buner 3anmutet MAC-anpecoB. Pexxumbl pearupoBaHus Ha HapylieHue Oe3omacHOCTU. [IpoBepka M HacTpoiika
noptoB. [IpoTokoi cereBoro Bpemenu (NTP)

Tema 2.3 BupryajibHble
JokajbHble ceTu (VLAN)

Conep:kanue

Buptyanpasie nokanpable ceTH (VLAN) — knaccudukanus v OCHOBHBIE XapaKTEPUCTUKU. TpaHKH BUPTYaITbHBIX
cereir. KoHTponp mmpokoBemnarenbHbix JoMeHoB B ceTsix VLAN. Terupoanume kaapo Ethernet mis
uaentudukanuu cetu VLAN. Cetu native VLAN u terupoBanue cranaapta 802.1Q. TerupoBanue ronocoBoi
VLAN. Peanmzanuu BupTyanpHOIl TokanbHOU ceTh. Hasnauenne moptoB cetsiMm VLAN. Hactpolika TpaHKOBBIX
ka"ayoB. [IpoTokon muHAMUYECKOTO co3maHus TpaHkoBoro kaHama (DTP). Ilowck m ycTpaHeHHe HEMOJIAIOK B
BUPTYaJIbHBIX JIOKAJIBHBIX CETAX U TPAHKOBBIX KaHadax. [Ipobnemsr ¢ [P-agpecanueii cetn VLAN. HecoBnagenus
PEKMMOB TpaHKOBOW cBs3H. IIpoextupoBanme u obecmedenue Oe3omacHoctd VLAN: hopping, coydunr
KOMMYyTaTopa, aTaka ¢ ABOWHBIM TerupoBanueMm, Cersp PVLAN nepumetpa. [IpakTideckrne pekoMeHIAINH IO
POEKTUPOBAHUIO BUPTYAIBHOMN JIOKAJIBHOM CETH

Tema 2.4 Konnennus
MapUIpPYTH3aALUHU

Conep:kanue

Hactpoiika wmapuipytuzatopa. MexaHu3Mbl NEpechUIKM MakeToB. [loakmroueHne W HACTpOMKa YCTPOMCTB.
CBeToIMOIHBIE WHANKATOPHI Ha MapmpyTu3aTope. AKTuBarusa U HacTpoiika [P-anpecarum. IlpoBepka cBsSI3HOCTH
cerell ¢ mpsiMbIM ToAKIOYeHueM. [IpoBepka HacTpoek uHTepdeiica. OuIbTpanys BBIXOAHBIX JAHHBIX KOMaH]I
«show». Kommyramus maketoB mexnay cersmMu. DyHKIUS KOMMYTallMd MapiipyTu3aTopa. MapuipyTu3amus
nakeroB. Onpenenenue mytu. [Iporiecc MpUHATHS pElIeHUs O MEePeChUIKe MaKeTOB. BhIOOp ONTUMAaIBHOTO MyTH.
IIporokonsr RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AAMHHUCTpUpoBaHue paccrosane (AD) u
Ha/Ie)KHOCTh MapuipyTa. AHanu3 TaOIMI MapIIpyTHU3allid — HCTOYHHMK JAHHBIX, MPHHIUMGI (OPMHUPOBaHUE
BO3MOXKHOCTH HACTPOWKH. 3amucy TaOIHUIBI MapIIpyTH3AIHUKA Ui CETeH C MPSIMBIM TOIKIIOYECHHEM. 3aJaHre
CTaTUYeCKUX MapupyToB. [IpoToKobl fMHaMu4YecKor Mapuipytu3anuu cereit IPv4 u IPv6

Tema 2.5
MapupyTuzanus Mex1y
VLAN

Conep:xanue

[puanuner pabotsr MapmpyTizanuu Mexay VLAN. Hacrpoiika MapmpyTu3anuy Ha 6a3e MapiipyTH3aTOPOB C
HECKOJBKMMHU (pu3ndeckuMu HHTepdeiicaMu, ¢ HUCIOJIb30BaHHEM KOH(urypamuu router-on-a-stick, depes
MHOTOYPOBHEBBII KomMmyTaTop. Ilpobmemsr wmapmpytuszanmu mexay VLAN. Ilposepka xkoHpurypanun
KOMMYTaTopa 1 HacTpoek Mapmpytuszatopa. Hemomaaku B pabote untepdeiica. Ommbku B IP-agpecax u mackax
noacetu. Hactpoiika u pabota koMmmyTamu Ha 3-M ypoBHe. MaprupyTtuzauus Mexxay VLAN yepe3 BUpTyaibHbIE
uHTEepPelchl KOMMYTAaTOPa, MAPLIPYTU3UpyeMble opThl. Hemosaaku B HacTpoikax KOMMyTaropa 3-ro ypoBHs
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Tema 2.6 CtaTtnueckas
MapIIPyTH3aIus

Conep:xanue

[IpeumyiiecTBa U 3afauu CTaTHUECKOM MapuIpyTH3alMH. THIIBI CTaTHYECKUX MAapUIpyTOB: CTaHIAPTHBIN, IO
YMOITYaHUIO, CyMMapHbIH, mnaBaromuii. Hactpolika crarnueckux mapupyTtoB IPv4 u [Pv6. Komanna «ip route».
Mapuipyt caeayromniero nepexoja. HampsiMyro moakimou€HHbIN cTatudeckuit mapuipyT. [ToJHOCTRIO 3a7aHHBII
cTatndeckuii MmapmpyT. Hactpoiika cratudeckoro mMapuipyTa mo ymomdanuro. Kimaccosas anpecanus. Kinaccosie
Macku nojcetd. beckiaccoBas mexxaomennas mapupytusanus CIDR. O6bvenunenne mapipytos. OpraHuszanus
cymiepcereii. Mcnonp3oBanne macok monaceTu ¢ukcupoBanHor mmHEI (FLSM). Macka moacetn mepeMeHHOM
mael (VLSM). Hactpoiika cyMMapHBIX M IUIaBAaIOIIUMX CTaTHMYECKUX MapuipyToB. Pacuér cymmapHOro
Mapmpyta. O0benuHeHne ceTeBbix anpecoB IPv4 u IPv6. Ilowck u ycTpaHeHHME HEMOJAJ0K B HACTpOiKax
CTaTHYECKOT0 MapIIpyTa U MapuIpyTa Mo yMOTYaHUIO

Tema 2.7 lunamudeckast
MapUIPpyTH3ALUS

Conep:kanue

[IpoToKkoBl AMHAMHYECKOH MapIIpyTH3allii — Ha3HAUYEHHEe, TPUHIMIIBI paOOThl M UCTOpUs pa3BuTHs. CpaBHEHUE
JUHAMHYECKONH M CTaTHYECKOW MapuIpyTH3auuu. [IpuHIUnBl paboThl MPOTOKOIOB MapUIPYTH3AIKHU: ITYCK MOCTe
BKutoueHus mutanusi, CereBoe oOHapykeHrne, OOMeH AaHHBIMH MapiipyTuzanuu, ObecriedeHre CXOIUMOCTH.
Knaccudukanus nmpotokonoB mapmpytuzanuu. [Iporokonst IGP n EGP. [nctaHimoHHO-BEKTOPHBIE TTPOTOKOJIBI
RIP, IGRP. IIpoTtokonsl mapmpyTtu3anuu mo cocrostauio kanana OSPF u IS-IS. KnaccoBwie u GeckiaccoBble
MIPOTOKOJIBI MapUIpyTH3alMU. XapaKTEPUCTUKU U METPUKH ITPOTOKOJIOB.

JuraMudeckas TUCTaHIMOHHO-BEKTOPHAs MapIIpyTu3anus. /[MCTaHIIMOHHO-BEKTOPHBIN aNTopuT™M. MexaHu3Mbl
OTIIPaBKM M TOJYYEHHS JaHHBIX MapHIPyTH3alWH, pacuéTa ONTHMANBHBIX MyTel W JH00aBIEHHS MapuIipyTOB B
TaONHIly MapIIpyTH3aluH, OOHAPYKEHHS W PearupoBaHMs Ha W3MEHEHHUs B Tomojoruu. HacTtpoiika mpoTokosa
RIP: Brxirouenne RIPv2, oTkiroueHne aBTOMATHYECKOTO OOBEIWHEHHS, HACTPOHKA IMACCUBHBIX MHTEPQEICOB,
repesaya Mapupyra no ymojdaHuro no cetd. Hacrpoiika mporokona RIPng. Ilponecc mapupytusanuu Io
coctosiHuO0 KaHana. Hello mpotokon. maker cocrosiHus kanana (LSP). JlapuHHast pacchiika MakeTOB COCTOSHHUS
KaHana. JlaBUHHas paccbUIKa MakeTOB cOCTOssHUS KaHana. Co3gaHue JnepeBa Kparyailmmx myteid SPF.
Ho6asnenne mapmpyroB OSPF B Tabmumy mapmpyrtusamun. HemocTtaTku MPOTOKOJIOB MapIIPyTH3AIUH IO
COCTOSHHIO KaHaya. Tabnuia MapmpyTh3aimud. 3amicd C MpSMbIM THOAKIIOYCHHWEM W YIOalEHHOW CeTH.
JuaamMudecku nosrydaembie Mapuipytel [IPv4/6. ITporiecc moucka mapripyra

Tema 2.8 OSPF nas
OJHOH 00J1aCTH

Conep:kanue

CewmeiictBo mpotokoioB OSPF. Xapakrepuctuku, mpuHIUTBI padboTe! 1 koMroHeHTh OSPF. Ocobennoctn OSPF
JUTSL OJTHOM M HECKOJIbKUX o0JacTeil. MaructpanbHast oonacts. Mukancynsmus coobmenuit OSPF. Tumbl nakeToB
OSPF: naker npuserctBus (hello), maker onmcanus 6a3wl ganHbix (DBD), maker 3ampoca cOCTOSHUS KaHala
(LSR), maker oOHoBieHHs cocTosHms KaHama (LSU). maker moaTrBepkmeHus coctosHus kaHama (LSAck).
Oo6HoBIIeHUs cocTosiHUs KaHana. Paboune cocrosaus OSPF. Brimenennwnii (DR) m pe3epBHBIA BHIIEICHHBIHA
Mapupytuzarop (BDR). Cunxponuszauus 6a3 ganaeix OSPF. Hactpoiika OSPFv2 ans ognoit obnactu. Pexum
KOH(UTYypauun uAeHTUHUKATOpEl MapuipyTu3aTopa. McnonszoBanue unrepdeiica loopback. Brmouenne OSPF
Ha uaTepdeiicax. Illadmonnas macka. Komanga «network». Hacrtpoiika maccuBHBIX mHTepdericoB. Dopmyna
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pacuéra merpuku crommoctn OSPF. Hacrtpoiika 3HaueHnii mporyckHoi crocoOHoctr mHTEpdeiica. IlpoBepka
COCEIHUX YCTPOWCTB, HACTPOEK MNPOTOKOJA, NAHHBIX mpouecca W apyrux xapakrepuctuk OSPF. CpaBnenue
OSPFv2 u OSPFv3. Anpeca Tuma link-local. Tomomorms cerm OSPFv3. Hactpoiika wunentuduxaropa
mapmpytuzatopa OSPFv3. Bxmouenne OSPFv3 Ha naTepdeiicax

Tema 2.9 Cnucku
KOHTPOJIS I0CTyNA
(ACL)

Coaep:xanue

Crucku koutpons goctyna (ACL). Ipunmun pa6otst ACLcnuckoB. Tunsl ACL-ciimckoB Cisco mist [Pv4.
[IpucBauBanue HomepoB u UMEH ACL-cruckam. Pacuér mabnaonnoit macku B ACL-crinckax. Pekomengaunu mo
coznanuio u pazmemiennio ACL-crinckoB. Pazmemenue cranaapTaeIX U pacmmpeHHbx ACL-ciimckoB. Hactpoiika
cranpaptHoro ACL-crincka. [Tpumenenne cranaaptaeix ACL-cnirckoB Ha nHTepdeiicax. Kommentapun k ACL-

cruckaM. [IpoBepka u pegaktupoBanue cTanmapTHbIX HymepoBaHHbIX ACLcnuckoB. ACL-cratuctuka. 3ammra 4
noproB VTY c¢ nomouipto crangaptHoro ACL-cnucka [Pv4. CrpykTypa u HacTpoiika pacmmpeHHbix ACL-
ciuckoB [t [Pv4. unbrpanus Tpaduka ¢ ucmosib3oBanueM pacumpeHHbx ACL-cruckoB.
[Mouck u ycrpanenue Henonaaok ACL-crimckoB. Pacnipoctpanénnsie ommbku ACL-cnickoB. CpaBHenne ACL-
criuckoB i IPv4 u IPv6. Hactpotika u mpoBepka ACL-crckoB mist IPv6

Tema 2.10 IIpoTokoJ Coaep:xanue

DHCP IMporokon DHCP. DHCPv4: 6a3oBas onepaius, popMar CoOOOIIECHHH, COOOIICHYsI OOHAPYKEHHS U TIPEJIOKCHUSI.
Hacrpoiika, npoBepka u perpanciusuus npoctoro DHCPv4-cepepa. Hactpoiika mapuipyTuzaropa B KadecTBE
DHCPv4-kmuenta. Hactpoiika mapmpyTtu3atopa kimacca SOHO. Ilouck u ycTpaHeHHe Hemojagok B padore 4
mapmpyTtuzatopa DHCPv4. Tlpotokom DHCPv6. ABToMarnmdeckas HacTpodka ampeca 0e€3 OTCIEKHUBAHUS
cocrostaus (SLAAC). [Mpunnun pa6otst SLAAC ¢ DHCPv6. DHCPv6 ¢ u 0Ge3 OTCIe:KUBAaHUS COCTOSHUSI.
Iponeccst DHCPv6. Hacrpoiika mapmpytuszaropa B kadectBe DHCPv6-cepepa 1 DHCPv6-knunenra. Ilouck u
ycTpaHeHne Henodanok B pabote DHCPv6

Tema 2.11 Conep:xanue

IIpeoGpa3zoBanue [IpeoOpazoBanue cereBbix ajapecoB I[Pv4. KounenryameHoe mnpeoOpa3oBanue cereBbix anapecoB (NAT).

ceTeBbIX agpecos IPv4 Tepmunonorus u npuHnunsl padotsl NAT. IlpoctpanctBo uactHeix [Pv4-ampecoB. Cratmyeckoe
TuHAMAYEeCcKoe mpeodpazoBanue ceteBbix anpecoB (NAT). Ilpeodpazosanne agpecoB moptoB (PAT). CpaBHenune 4
NAT u PAT. IlpeumymecrtBa u Hegoctatku NAT. Ananmus cratuueckoro npeodOpazoBanus NAT. [MpuHimmn
pabotel qunammueckoro NAT Hactpoiika u npoBepka NAT, PAT. Ilepeanpecauns nopros. Hacrpoiika NAT u
npotokona [Pv6.
ITouck u ycrpanenue HenoJagok B pabore NAT
B ToM uncie npakTHYeCcKUX 3aHATHI 30
IIpakTH4eckoe 3anaTHE 1.
Hacrpoiika kommyTtaropa: >
- 0a30Bas HACTPOIKa KOMMYTATOpa;
- HACTpOHKa mapaMeTpoB OE30MaCHOCTH KOMMYTaTopa
IlpakTHyeckoe 3ansTue 2. 2
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Hacrpoiika 6€301MacHOCTH KOMMYTAaTopa:

- HacTpoiika nporokona SSH;

- HacTpoika gynkun Switch Port Security;

- IOMCK M yCTPAHEHHE HETIOIaJ0K B CHCTEME 0€30MMacHOCTH TIOPTOB KOMMYTAaTOpa;
- 0TpabOTKa KOMIUIEKCHBIX MPAKTUIECKUX HABBIKOB

IIpakTH4eckoe 3aHATHE 3.

Kondwurypanus cereit VLAN:

- koH(purypanus ceteit VLAN U TpaHKOBBIX KaHAJIOB;

- IOMCK M YCTPaHCHHE HEeToNaiok B KoHpurypammuu VLAN;

- peanm3zaius cucteMbl Oe3omacHocTH cetd VLAN;

- peaym3arus ceteit VLAN 111 cerMeHTalluy ceTel MpeInpHITHA MaJIoTO M CPEIHEro On3Heca

IIpakTHyeckoe 3ansTHE 4.

Hactpoiika mapupyrtuszaTopa:

- HCTIONIb30BaHNE KOMAaH/BI traceroute st 0OHAPY)KEHHUS CEeTH;
- TOKyMEHTUPOBAaHUE CETH;

- HacTpoiika untepgeiicos IPv4 u IPvo;

- HaCTpPOHMKa M POBEPKa HEOOIBIION ceTH;

- HCCIEA0BAHNE MAPLIPYTOB C NPSIMBIM HOJAKIIOYEHUEM

IIpakTHyeckoe 3ansTHE S.

Hactpoiika mapmpyTuzanuu:

- COCTaBIICHHE CXEMBbI ceTu MHTepHeT;

- HacTpo#Ka 6a30BbIX TAPaMETPOB MapUIPYTU3aTOPa C MOMOIIBIO HHTep(eiica KOMaHIHOW CTPOKU
- HacTpo#Ka 0a30BbIX MAPaMETPOB MapUIPYTH3ATOPA

IIpakTH4eckoe 3aHATHE 6.

MapmpyTtuzanus mexay VLAN:

- HacTpoika MapmpyTu3anuu Mexxay VLAN miist kaxxaoro uHTepdeiica;

- HacTpoiika mapmpytusanuu Mmexxay VLAN Ha ocHoBe ctannapta 802.1Q 1 TpaHKOBOTO KaHaja,
- IOWCK W YCTPaHEHHE HEMO0JIaJ0K B MaplIpyTU3aiuu Mexy cetsMu VLAN

IIpakTnuyeckoe 3ansaTue 7.

Hacrpoiika cratnueckoi MapIIpyTU3aLWN:

- HacTpo#Ka ctaTndeckux Mapuipytos [IPv4/IPv6 o ymonuanuio;

- pa3paboTKa B peanm3aius cxeMsl aapecaruu IPv4 ¢ ucons3zoBanneM VLSM;
- pacu€T cymMmMapHBIX MapuipyToB IPv4 u IPv6;

- IONCK M yCTPaHEHHE HEMONaJOK cTaTHuecKkux Mapumpyrtos IPv4 u IPv6

IIpakTH4eckoe 3anATHE 8.
HacTtpolika iuHaMU4YeCcKON MapiipyTH3AIUH:
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- UCCIIEJOBAHUE CXOJIUMOCTH;
- CpaBHEHHE METOIOB BbIOOpa MyTH B mpoTokoyax RIP

IIpakTH4eckoe 3aHATHE 9.

Hacrpoiika npotoxomnoB OSPF:

- HacTpoiika 6azoBoro mpotokona OSPFv2 mis onHoit obmactu;
- bazoBas HacTpoiika nporokona OSPFv3 nns ogHoit oGnacTy.
Hactpotika nporokonoB RIPv2 u RIPng

IIpakTHyeckoe 3ansaTue 10.

Uzydenre MexaHU3MOB pabOThI CO CIIUCKAaMH KOHTPOJISI JJOCTYIA:

- HarIsgHoe npeacTaBinenne padotel ACL-crucka;

- HacTpoiika ctanaapTHeIx ACL-cnuckos;

- HacTpoiika cTaHAapTHBIX KMeHOBaHHBIX ACL-cIUCKOB;

- HacTpoiika ACL-criucka st muuuit VTY;

- HacTpoiika pacmupeHHBIX ACL-CIIICKOB IS pa3INdHbBIX CIICHAPHUEB;
- TIOWCK U yCTpaHeHne Henoanaok B pabore ACL-cIicKoB;

- HacTpoiika ACL-cniuckos IPv6;

- 0TpabOTKa KOMIUIEKCHBIX MPAaKTUUYECKUX HABBIKOB

ITpakTnyeckoe 3ansatue 11.

Hactpoiika ACL-cruckos:

- HacTpoiika u nmpoBepka cranaapTHeIX ACL-cnuckos;

- HacTpolika u mposepka orpanndeHuii VIY;

- HaCTpoO¥iKa 1 mpoBepka pacmupeHHbx ACL-crcKoB;

- IOMCK M yCTpaHEeHHE HeToIa 0K B HacTpoiike u pazmemieHuu ACL-CITUCKOB,
- HacTpoiika u npoBepka ACL-cnuckoB st [Pv6

IIpakTHyeckoe 3ansaTHe 12.

Wzygenne npotokonoB DHCP:

- 6a3oBas Hactpoiika DHCPv4 Ha MapmipyTtu3sarope;
- 6a3oBas Hactpoiika DHCPv4 Ha koMMyTaTOpE;

- IOVNCK W yCTpaHeHHe Heronaaok B pabore DHCPv4;

- HacTpoiika cepepa DHCPv6 6e3 oTciiexkrBaHus COCTOSHUS U C OTCIICKHUBAHUEM COCTOSIHUS;

- IOWCK ¥ ycTpaHeHue Henoaanok B pabore DHCPv6

IIpakTnyeckoe 3ansatue 13.

Nzyuenune nporokosa DHCP:

- HacTpoiika nporokosa DHCP

- 0TpabOTKa KOMIUIEKCHBIX MPAaKTUUYECKUX HABBIKOB

ITpakTHyeckoe 3ausaTHe 14.
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IIpeoOpazoBanue CETEBBIX aIPECOB:

- u3yueHue npuHuuna padotsl NAT;

- HacTpoiika cratuueckoro u AuHamudeckoro NAT;

- peanm3aIis CTaTHIeCKoro u qTuHaMudeckoro NAT;

- HaCTpoiiKka mepeaapecanyy nopToB Ha Mapupytusatope Linksys;
- MPOBEpPKa, MIOUCK M YCTpaHeHHe Hemona ok koHdurypamnuii NAT;
- 0TpabOTKa KOMILIEKCHBIX MMPAKTHYECKUX HABBIKOB

IIpakTHyeckoe 3ansaTHe 15.
Wzyuenne padotel ¢ NAT u PAT:

- HaCTpoiika AMHaMHu4yeckoro u cratuaeckoro NAT; 2
- Hactpoiika NAT-nyna ¢ meperpyskoii u PAT;
- IOWCK M yCTpaHEeHHEe HemonaoK KoHpurypauuid NAT
Kouncyabranun 2
IMpomexyTounas arrecranus no MJIK.01.01 B popme 3x3amena 6
MJK.01.02 Opranu3anusi, NPMHIMIBI NOCTPOeHUs U QYHKIMOHHPOBAHUS KOMIIbIOTEPHBIX ceTei 209
Pa3nea 1. MapmpyTusanus 4 kommyTanus. MacmuradupoBanue ceteil 99
Tema 1.1. BBenenue B Conep:xanue
MacmradupoBanue cereil | Peanmmsanms npoekra cetu. IlpoexT mepapxuyeckoid ceru. Pacmmpenue cetn. BbIOOp ceTeBBIX YCTpOMCTB. 4
KommyTanmonHoe o6opynoBanue. MapmpyTuzaTtopsl. Y IpaBisoLHe yCTPOMCTBa
Tema 1.2. U30bITouHOCTH | Coep:kanne
LAN [MonsTist mporokoia spanning-tree. [IpenHa3nadenue nporokona spanning-tree. [Ipuanun padotsl STP. Tumst 6
npotokonoB STP. Hactpoiika mpotokona STP. Hactpoiika PVST+. Hacrpoiika Rapid PVST+. IIpoGnemsl
Hactporku STP
Tema 1.3. Coaep:xanue
ArperupoBanue KaHayuoB | OCHOBHbIC TOHATHsS arperupoBaHMsi KaHaIoOB. ArperupoBaHue KaHaioB. I[lpunimn padoter EtherChannel. 6
Hacrpoiika arperupoBanusi kananoB. Hacrpoiika EtherChannel. IIpoBepka, mouck u ycTpaHeHHE HENONAIOK B
pabote EtherChannel
Tema 1.4. becipoBoaubie | Conep:xanue
JOKAJIbHbIE CETH Konnenmuu GecripoBogHOM cBsizu. BBenenune B OecripoBoaHyro cBsi3b. Kommonentsl ceteit WLAN. Tomomorun
cerei WLAN 802.11. Ilpuauunsl paboTsl OecnpoBoaHOW JokaiabHOM cetn. Crtpykrypa kazmpa 802.11.
OyHKIMOHUPOBaHUE OECHPOBOAHON CBS3U. YNpaBieHHEe KaHalaMH. be3omacHOCTh OecIpOBOIHBIX JIOKAJIBHBIX 8
cereil. Yrpossl ans cereii WLAN. Ob6ecneuenne 6ezomacHoctn WLAN. Hactpolika 6ecripoBOIHBIX JIOKAIEHBIX
cereit. Hactpotika GecripoBojiHOTO MapiipyTu3aropa. Hactpoiika GecripoBoHBIX KJIMEHTOB. [louck U ycTpaHeHue
HEIOJIaJIOK B pabote cereir WLAN
Tema 1.5. Hacrpoiika u Coaep:xanue 10

YCTPpaAHECHUE HECNMOJIAA0K B

Pacmmpennsie napamerpsl npotokoiga OSPF mist omHol o6nactu. MapiipyTrusaiiusi Ha YpPOBHSAX pacupeaeseHust
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pa6ote OSPF nas oqnoii
odJsiacTu

u saapa. OSPF B cersix ¢ MHOXKECTBEHHBIM JOCTYNIOM. PacmpocTpaneHue mapripyTa Mo yMOS9aHHIO. TouHas
Hactpoiika unrepdetico OSPF. 3ammura OSPF. Ycrpanenue Hemonamok peanmsanuu nportokona OSPF mms
onHoi oOmactu. CocTaBisiomMe NPOLEAYPbl NMOMCKAa M ycTpaHeHHMs Hemodagok B pabore OSPF mus omnoit
obsactu. [louck u ycrpanenue Herosiagaok B Mapiupytusaiun OSPFv2 mis ogHolt o6mactu. [Touck u ycrpaneHue
Henonagok B OSPFv3 nnst ogHol o6mactu

Tema 1.6. OSPF nas
HECKOJBLKHX 00J1acTel

Conep:kanue

[punanun padorer OSPF mns Heckonbkux obOnacteit. Haznauenne OSPF mns veckonmpkux oOnacteit. [TpuHImn

pabotsl maketoB LSA B OSPF mns Heckonpkux obnacteit. Tabnwma mapmpytusanuu U Tunsl Mapmpytos OSPE. 7
Hacrpotika OSPF s Heckonbkux obnacreit. Hacrpoitka OSPFv2 nns Heckonbkux obnacreit. OObenuHeHue
mapmpyTtoB OSPF. ITposepka OSPF st HeCKoIbKHX o0JIacTeit
B TOM uMc/ie TPAKTHYECKUX 3aHITHIl 50
IIpakTuyeckoe 3anaTHe 1. 2
PasBepThIBaHNE KOMMYTUPYEMOM CETH C PE3EPBHBIMU KaHAJIAMH.
IIpakTu4yeckoe 3ansaTHE 2. 4
Hactpoiika PVST, PortFast u BPDU Guard
IIpakTuyeckoe 3aHaTHE 3. 2
Hacrpoiika npotokona GLBP
IIpakTuyeckoe 3ansaTHE 4. 4
Onpenenenne THIOBBIX OMMOOK KoHburypanuu STP
IIpakTHyeckoe 3ansTHe S. 4
Hactpoiika EtherChannel
IIpakTu4yeckoe 3ansaTHE 6. )
[owuck u ycrpanenue Henonaaok B padbote EtherChannel
IIpakTHyeckoe 3ansaTue 7. 4
ArperupoBaHue KaHaJIOB
IIpakTuyeckoe 3ansaTHE 8. 4
Hactpoiika OecripoBOIHOIO MapIIPYTH3aTOPa U KJIMEHTA
IIpakTuyeckoe 3ansaTHE 9. 4
Hacrpotika 6azoBoro npotokosna OSPFv2 mis onHOM 0bnactu
IIpakTu4yeckoe 3anaTue 10. 4
Hactpoiika OSPFv2 B ceT MHOKECTBEHHOT'O JTOCTYIIA
IIpakTuyeckoe 3anaTue 11. 2
Hacrpotika pacupennsix ynkmmuid OSPFv2
IIpakTu4yeckoe 3anaTHe 12.

2
[owck u ycTpaneHue Henosnaaok B pabore OSPF
IpakTuyeckoe 3ansTue 13. 2
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[lowck u ycTpaHeHne Hemona oK B pabote ocHOBHBIX mpoTokosioB OSPFv2 u OSPFv3 s onHoit obiactu

IIpakTuyeckoe 3ansaTHe 14.

[ouck u ycTpaHeHHEe HEMoJaI0K B padoTe yCOBEpLIEHCTBOBAHHOTO MpoTokosa OSPFv2 s onHo# obnactu 2
IIpakTuyeckoe 3ansaTue 15. )
Hactpoiika OSPFv2 st HeckonbKuX o0macTeit
IIpakTu4yeckoe 3anaTHe 16. 5
Hactpoiika OSPFv3 st Heckobkux o0nacTeit
IIpakTuyeckoe 3ansaTue 17. 4
[Tonck u ycrpanenune Hernonaaok B padore OSPFv2 nu OSPFv3 ans Heckoapkux obmactel

KoncyabTanun 2

Pasnen 2. Coenqunenne cereit 110

Tema 2.1. Hoaxawyenune | Cogepkanue

K IJI00AJIbHOI ceTH 00630p TexHOJOTHUH TIIOOANBHOH ceTH. Llenb co3maHus TIoOaNBHBIX ceTer. [IpuHIUIT paboThl TIOOABHON CETH. 4
Bri6op TexHomoruu rinobanbHON cetu. CepBUCHI TIIOOANBHOU ceTH. MH(PacTpyKTyphl Y4acTHBIX TJIOOATbHBIX
cereil. UndpacTpykTypa obuienoctynHol rimobansHol ceTd. Bribop cepBrcoB rinodanbHON ceTH

Tema 2.2. CoennHeHue Coaep:xanue

«TOYKA-TOUYKA» 0O0630p mMOCIIe0BATENHHOTO COENNHEHHS «TOUKa-TOUKa». CBs3b 10 MOCIEeN0BaTEeIbHOMY KaHaTy. MHKancymsmus
HDLC. Ilpunnun pabotel mporokona PPP. IlpeumymectBa mnporokona PPP. LCP u NCP. Ceancer PPP. 6
Hacrpoiika nporokona PPP. Hactpoiika nmpotokona PPP. Ayrentuduxauus PPP. Otnanka coequnennii WAN.
Otnagxa PPP

Tema 2.3. PemeHus Conep:xanue

IHPOKOII0JOCHOIO VYnanéunast pabora. [lpeumymiectBa ynan€HHoidl paboTel. busHec-TpeOoBanus i yAaldCHHBIX pPaOOTHUKOB. 6

AocTymna CpaBHeHHe pelieHui mupokomnonocHoro gocryna. Kadens. DSL. becipoBomHbIE IIMPOKONOIOCHBIE ceTH. BBIOOD
pemieHui mupoKomonocHoro poctyma. Hacrpoiika nogkmodennii XDSL. O630p PPPoE. Hactpoiika PPPoE

Tema 2.4. 3aumura Conep:xanue

MeR(PUINAIBHON CBA3U Ceru VPN. OcnoBol cereéi VPN. Tunbst cereéi VPN. Tynnemu GRE wmexnay oO0bektamu. OcHoBbl GRE.
Hactpoiika tynneneit GRE. O6mume cBenenust 06 IPsec. 3amura mporokona IP. Crpykrypa mpotokona IPsec. 6
VYnanéunaeit moctym. Pememms VPN g yman€manoro pgocryma. Cetm VPN ymanémnoro moctyma ¢
rcrnosib3oBanueM IPsec

Tema 2.5. MOHUTOPUHT Copep:xanne

Cern Syslog. Ilpunuun pabotsl Syslog. Hactpoiika Syslog. SNMP. Ipunnun padorst SNMP. Hactpoiika SNMP. 6
NetFlow. ITpuanmn pabotsel NetFlow. Hactpoiika NetFlow. IIpoBepka Mmoneneii Tpadrka

Tema 2.6. Otnaaka cetu | Cogepskanue 6

[Touck u ycTpaHeHHE HEMOIAJA0K C UCIIOIb30BAaHUEM CHCTEMHOTO moaxoda. JJokymenTamus mo cetu. [lporeaypa
MOKCKA M YCTPaHEHUS HenoiaaoK. Y3omsius npoOieMbl ¢ TOMOIIbI0 MHOTOYPOBHEBBIX Mozeneii. OTiiaaka ceTH.
CpenctBa moWcka W ycTpaHeHHs Hemonafok. CHMOTOMBI M NPWYHMHBI OTNIaAKku cetd. [lowck m ycTtpaHeHme
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HENOJIAIOK CBI3U B ceTax [P

B ToM uncie npakTHYeCKUX 3aHATHIA 32
IpakTuyeckoe 3ansaTHe 1.
. N 2
Hacrpoiika 6a3oBoro PPP ¢ ayrenTndukanuei
IIpakTu4yeckoe 3ansTHeE 2.
. 2
Ortnanka 6azoBoro PPP ¢ ayrenTudukanueit
IIpakTuyeckoe 3ansaTHE 3.
. 2
[TpoBepka 6a3oBoro PPP ¢ ayrenTndukanmeit
IIpakTuyeckoe 3anstue 4. 4
HacTtpoiika mapmpytuzaropa B kauecTBe knueHta PPPoE nns noaxmrouenus DSL
IIpakTH4yeckoe 3anaTHe S. 4
Hacrpoiika tyaaens VPN GRE 1o cxemMe «Todka-ToIKay
IIpakTHyeckoe 3ansTue 6. >
Pa3paboTka TeXHUYEeCKOro 00CITy>KUBaHHUS CETH
IIpakTH4yeckoe 3anaTHe 7. 4
Hacrpoiika Syslog u NTP
IIpakTHyeckoe 3ansTue 8. >
[TpuMeHeHne NporpaMMHOro obecneueHns A5 MOHUTOPHHIA CeTH
IIpakTuyeckoe 3ansaTHE 9. 5
Hacrpoiika SNMP
IIpakTuyeckoe 3ansaTue 10.
2
CoOop u ananu3 naHHbx NetFlow
IIpakTuyeckoe 3ansaTHe 11. P
IIpumMeHeHne HHCTPYMEHTapUs CETEBOI0 aAMUHUCTPATOpa Ul HaOII0ACHUS
IIpakTuyeckoe 3ansaTue 12. )
BrisiBenne c0os B paboTe ceTn
IIpakTuyeckoe 3anaTue 13. 5
Pa3paboTka JOKYMEHTaIn!
KypcoBoii npoekT
TemaTHKa KypCOBBIX IPOEKTOB
MapupyTtuzanus 1 KOMMyTaldsl B KOPIIOPATUBHBIX CETSIX.
Hacrpoiika u yctpanenue Henonagok B pabore OSPF mis onHol o6nacT. 30

HccnegoBaHue U aHaIN3 6CCHpOBO,[[HLIX JIOKaJIbHBIX CETE.

Hacrpoiika arperupoBanus kaHanoB. Hactpoiika, mpoBepka, MOUCK U ycTpaHeHHe Henosanok B pabore EtherChannel.

3amuTa MexX(pUITHAITBHON CBS3U.
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KoncyabTanuu 2

IIpome:xxyrounas arrectanust no M/IK.01.02 B ¢popme 3x3amena 6

MJIK.01.03 be3onacHOCTh KOMNBIOTEPHBIX ceTeil 102

Pa3nen 1. Be3onacHOCTh KOMIIBIOTEPHBIX CeTeil 102

Tema 1.1. Copep:xanne

DyHIaMeHTAJIbHbIE CoBpeMeHHBIE YTPO3bI CeTeBOl Oe30macHOCTH. BUpycChl, YepBU U TPOSTHCKHE KOHH. MeTo/IbI aTak 4

NPUHIUNBI 0€30NMaACHOM

ceTH

Tema 1.2. besomacnocts | Copep:xanne

CeTeBBIX yCTPOIICTB besonacuslil noctyn k ycrpoiictBaM. HasHaueHWe aiMHHHCTPAaTUBHBIX pOJIEH. MOHUTOPUHI U YIPABICHHE 6
ycrporictBamu. Vcronib3oBadue QYHKITHS aBTOMATH3UPOBAHHON HACTPOMKH 0€30IMacCHOCTH

Tema 1.3. Astopusanusi, | Cogep:kanue

ayreHTuukauusa u yuer | CsoiictBa AAA. JlokanbHas AAA aytenTudukanus. Server-based AAA 6

gocryna (AAA)

Tema 1.4. Peanu3amus Conep:xanue

TEeXHOJIOT Ui ACL. Texnomorus Opammmayspa. Konrtekcteiii koHTpob npoctyma (CBAC). Ilomutukm Opanamayapa, 6

Opanamayaspa OCHOBaHHBIE Ha 30HaX

Tema 1.5. Peanuzanus Coaep:xanue

TEeXHOJIOT Ui IPS Texnonoruu. IPS curnarypsl. Peanmzanms IPS. [IpoBepka u monutopusr [PS 6

Mpe10TBPaIeHHs

BTOP KEHHSA

Tema 1.6. bezonacnocts | Cogepskanue

JIOKAJILHOI ceTH ObecniedeHne 0€30MaCHOCTH ITOTB30BATEIBCKUX KOMIBIOTEPOB. COOOpakeHUS 110 O€30IIaCHOCTH BTOPOTO YPOBHS 6
(Layer-2). Kondurypamus 6e3onacHocTi BTOporo yposHs. besonacHocTs OecipoBogHbIX ceteil, VolP

Tema 1.7. Coaep:xanue

Kpunrorpaduueckue Kpunrorpapuueckue cepBucel. basoBas nenoctHOCTh U ayTeHTHUHOCTh. KoHduaennuaisaocts. Kpunrorpadus 6

CUCTEMBI OTKPBITHIX KIFOUer

Tema 1.8. Peanuzanus Conep:xanue

TexHosioruii VPN VPN. GRE VPN. Komnonentsl u ¢ynkuuonupoanue IPSec VPN. Peammzanus Site-to-site [PSec VPN c ]
ucnonb3oBanreM CLI. Peannzamus Site-to-site IPSec VPN ¢ ucnonszoBannem CCP. Peanmzanus Remote-access
VPN

Tema 1.9. YnpasJjienue Conep:xanue 8

0€30IaCHOIi CeThI0

[Mpuxnuner  Ge3omacHOCTH ceTeBOro aAu3aiiHa. beszomacHas apxuTekTypa. VYTpaBieHHE MpoleccamMd |
Oe3omacHocTh. TecTupoBaHue ceTH Ha ys3BUMOCTH. HempepblBHOCTH OM3HEcCa, TIAHUPOBAHUE BOCCTAHOBIICHHS
aBapUHBIX cuTyanuid. JKM3HEHHBIN ITUKJI CETH U TUTaHUpOBaHue. Pa3paboTka periiaMeHTOB KOMITAHWY W TTOJIUTHK
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0€e30IMacHOCTH

Tema 1.10. Cisco ASA

Coaep:xanue

Beenenue B ApmantuBHOe ycrpoiictBo Oe3zomacHoctu ASA. Kondurypamus ¢aupsosa Ha 6aze ASA ¢

rcronb3oBanneM Tpadudeckoro maTepderica ASDM. Konduryparmus VPN Ha 6a3ze ASA ¢ HCHOIB30BaHHEM 8
rpadugeckoro unTepdeiica ASDM
B ToM uncie npakTHYeCKUX 3aHATHIA 32
IpakTuyeckoe 3ansaTHe 1. 5
HccnenoBaHne ceTeBbIX aTak M HHCTPYMEHTOB MPOBEPKH 3aIIUTHI CETH
IIpakTu4yeckoe 3ansTHE 2. )
Hactpoiika 6€30macHOro JocTyna K MappyTH3aTopy
IIpakTuyeckoe 3ansaTHE 3.

. 2
ObecnedyeHne aaMIHUCTPAaTHBHOTO Aoctyna AAA u cepBepa Radius
IIpakTuyeckoe 3anstue 4. )
Hactpoiika monuTtuku 6€300acHOCTH OpaHIMaydpoB
IIpakTH4yeckoe 3anaTHe S. P
Hacrpoiika cructeMsl npenoTBpanieHus Brop:kerauit (IPS)
IIpakTHyeckoe 3ansTue 6. >
Hactpoiika 0e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax
IIpakTH4yeckoe 3anaTue 7. 4
HccnenoBanne MeTooB mr(pOBaHUs
IIpakTHyeckoe 3anstue 8. >
Hactpoiika Site-to-Site VPN ucnonbs3yst uHTEpQeiic KOMaHIHOW CTPOKU
IIpakTuyeckoe 3ansaTHE 9.
bazoBas HacTpoiika nmurro3a 6e3omacHoCcTH ASA 1 HacTpolika OpaHAMay pOB UCITONB3Ys HHTEpheric KOMaHTHON 2
CTPOKHU
IpakTuyeckoe 3anaTue 10. 5
bazoBas HacTpoiika nuto3a 6ezonacHocTd ASA U HacTpoiika OpaHaMay3poB ucnoab3ysi ASDM
IIpakTuyeckoe 3ansaTue 11.
Hactpoiika Site-to-Site VPN ¢ oxHO# cTOpOHBI Ha MapIIpyTH3aTOPE UCTIONB3Y A HHTep(hEHCc KOMaHIHON CTPOKH U 2
C IpYTrO¥ CTOPOHBI HCIOIB3Ys T3 Oe30macHOCTH ASA mocpenctBoMm ASDM
IIpakTuyeckoe 3anaTHe 12. )
Hactpoiika Clientless Remote Access SSL VPNs ncronssyst ASDM
IIpakTuyeckoe 3anaTue 13. 2
Hacrpoiika AnyConnect Remote Access SSL VPN ucnons3ys ASDM
IIpakTu4yeckoe 3anaTHe 14. 4

duHaNIbHASI KOMIUTEKCHASI TA00paTOPHO-TIpAaKTHUYECKast paboTa o 0€30IacHOCTH
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KoncyabTanuu 2
IIpome:xxyTounas arrectanusi no MJAK.01.03 B ¢popme nud¢epeHIMPOBAHHOIO 3a4eTa -
YI11.01.01 YueOnasa npaktuka «IIpoekTHpoBaHHe, MOHTAK H HAJIAJKA KOMIIbIOTEPHBIX ceTei» 108
IpomexyTounas arrecranus no YI1.01.01 B popme nuddepeHIUpOBAHHOTO 3a4eTa -
II11.01.01 ITIpon3BoacTBEHHAas] NPAKTHKA 108
Ipome:kyrounas arrecranus no I11.01.01 B popme nuddepeniupoBaHHOro 3auera -
JK3aMeH N0 MOAYJIIO 6
Bcero 722
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4. YCJIOBMS PEAJIU3ALIMUA IPOTPAMMBI IPO®ECCUOHAJILHOIO
MOJYJISA

4.1. MaTepuajJibHO-TeXHHYECKOe oDecreyeHmne

Jnst  peanuzanuu  mporpaMMbl  y4eOHOM AWCHUIUIMHBI  JOJKHBI  OBIThH
MPEAYCMOTPEHBI CIAEAYIOUIUE ClICIMAIbHBIE TOMEIICHUS:

yueOHas  mabopatopus  OpraHuzanud W TPUHIMIOB  TOCTPOCHUS
KOMITBIOTEPHBIX CHCTEM, Y4EOHO-UCCIIeIOBATEIbCKAsI JTA0OpaTOpHsl MO MPOIyKTaM
«bazaner CIIO», wMacTepckas MOHTaXa M HAacCTPOMKM OOBEKTOB CETEBOU
UH(PPACTPYKTYphI OCHAIIEHHBIE 000PY/I0BAHUEM:

— CcHelHau3UpOBaHHAsT  ydeOHas  MeOenb:  JI0CKa  MapKepHasi,  CTOJIbI
YYEHUYECKHE JIByXMECTHBIE, CTYJbs, CTOJbl KOMIIBIOTEPHBIE, CTYJbs
KOMITbIOTEPHBIE, CTOJI MPETOAaBaTENs;

— TexHudeckue cpencta odyuenus: [1K, )KK-tenesuzop;

— mnporpammuoe obecneuenue: OC cemeiictB Windows u Alt ¢ HabGopom
MPUKIIAJIHBIX TPOrpamMM;

— y4eOHO-HaIJISIAHbIE TOCOOHUS: CTCH/IBI,

— KOMMYTATOp, MapHIpyTU3aTOp, TMaT4-MAHENId, HCTOYHUK OecnepeOoiHOTo
MATaHU.

4.2. UudopmannoHHoe odecnievyeHne peajsn3alnu nNporpamMmmbl

Jnst  peanuzarnuu  mporpamMmbl - OuOnuoTeuHblt  (GoHI 00pazoBaTeNbHOMN
OpraHu3allid  YKOMIUIEKTOBaH  MEYaTHBIMH W (WIM)  3JIEKTPOHHBIMU
oOpa3oBaTelbHBIMU ¥ HHGOPMAIMOHHBIMU PECypcaMu, PEKOMEHIOBAHHBIMH JIJIS
MCIIOJIb30BAHUS B 00pa30BaTEIILHOM ITPOIIECCe

4.2.1. OcHOBHBIE eYaTHLIE U3aHUSA

1. Omudpep B. T.,Omudep H. A. Komnbrorepuwsie cetu. [Ipuniumsi,
TE€XHOJIOTUH, MPOTOKOJBI: YU4eOHUK 1 By30B. —5-¢ mu3a. — CII6. ITutep, 2019,
2020, 2021. — 992 c. — TekcT : HEenOCPEACTBEHHBIN.

2. IubpoB, Maxkcum Brnagumupouu. CeTH U TEJIEKOMMYHUKAIUU.
Mapmpytuzanust B IP-cetsx [Tekct] : yueOHMK W TipakTUKyM s crio / M. B.
HubpoB. - 2-e wus3n., mepepad. m gomn. - M. : IOpaiit, 2023. - 423 c. -
(ITpodeccuonansHoe obOpazoBanue). - ISBN 978-5-534-16551-7 . - Tekcr:
HENOCPEICTBEHHBIMN.

4.2.2. OcHOBHbBIE YJIEKTPOHHbIE U3IaAHUS

1. Iu6pos, M. B. Ceru u tenekommynukanuu. MapupyTtuzanus B [P-cetsx :
y4eOHUK M TpPaKTUKYM JUIsl CpeaHero mpodeccruoHaabHOro odpasoanus / M. B.
HubpoB. — 2-e u3a., nepepad. u non. — Mocksa : U3narensctBo IOpaiit, 2024. —
423 c. — (Ilpodeccuonansuoe obOpazoanue). — ISBN 978-5-534-16551-7. —
Texkcr : anextponHslii // O6pazoBarenbHas 1iatdopma Opaiit [caiit]. — URL:
https://urait.ru/bcode/544930 — Pexxum nocrtyma: Jjisi aBTOPHU3. MMOJIb30BaTENCH.
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2. Pakutun, P. FO. Komnbiorepusie cetn : yuebHoe nocooue / P. FO. Pakurtun,
E. B. Mockanenko. — bapnayin : Antl'TIY, 2019. — 340 c¢. — ISBN 978-5-.88210-

942-3. — Tekcrt : anekTpoHHbIH // JlaHb @ 37EKTPOHHO-OMOIMOTEYHAs] cUcTeMa. —
URL: https://e.lanbook.com/book/139182 — Pexum poctyma: g aBTOPHU3.
II0JIB30BATEIICH.

4.2.3. lonojHuTEIbHBIE HCTOYHHUKH

1. IIpoexkTupoBanue MHPOPMAITMOHHBIX CUCTEM : YUYEOHUK U TPAKTUKYM IS
cpeanero npodeccruonanbHoro odpazoranus / JI. B. Yucros, I1. I1. MensHukos, A.
B. 3onoraptok, H. b. Huuenopyk. — 2-e u3za., nepepab. u gomn. — Mocksa
NznarensctBo FOpaiit, 2024. — 293 c. — (Ilpodeccuonansuoe obpa3oBaHue). —
ISBN 978-5-534-16217-2. — Texkcr : anexktpoHHbIi // Obpa3oBarenbHas miatdgopma
Opaiit [caiit]. — URL: https://urait.ru/bcode/538370 — Pexum gocrtyma: st
ABTOPHU3. ITOJIB30BATEIICH.

2. lllesenes, 0. I1. [luckpernas MmaTtemaTHka : yueOHoe mocooue amus cmo / 1O.
I1. leBeneB. — Cankt-IleTepOypr : Jlanp, 2021. — 592 ¢. — ISBN 978-5-8114-

7504-9. — Texkcr : 2neKTpoHHbIN // JIaHb : 31EKTPOHHO-OMOIMOTEUHAs cUCTEMA. —
URL: https://e.lanbook.com/book/161638 — Pexum poctynma: s aBTOPU3.
I10J1b30BAaTEIIEH.

4.3. O61mme TpeOOBaHUA K OPraHU3aNMH 00Pa30BaTeJIbHOIO Npolecca

OcBoeHue MporpaMmbl MOJIyds Oa3upyeTcss Ha U3YYEHUU JAUCHUILIMH
MaTE€MaTUYeCKOro M  OOIIEero eCTECTBEHHOHAYYHOTO ydeOHOro I1MuKIa U
o01enpodecCHOHAIBHOTO ITUKJIA.

VYyeOHast MpakTUKa MPOBOJUTCS KOHIIEHTPUPOBAHHO B YYEOHBIX MACTEPCKUX
¢unnana.

[IpousBojicTBEHHAss TpakTHKa (MO MOPOPIII0 CHEIUaIbHOCTH) MPOBOIUTCS
KOHLIEHTPUPOBAHHO B OpraHU3alUsX, JAESITeIbHOCTh KOTOPBIX COOTBETCTBYET
mpO(HITI0 MOATOTOBKH 00yUYarOIIUXCS.

Pe3ynbTaThl TMPOXOXKIEHUS MPOU3BOJACTBEHHOM MPAKTUKH (1O MPOQUIIIO
CHEIUATBHOCTH) TI0 MPO(PECCHOHATEHOMY MOYJII0 YUYUTHIBAIOTCS MPHU MPOBEICHUN
AK3aMEHA.

4.4. KaapoBoe o0ecnieuenne 00pa3oBaTeibHOI0 MpoLecca

Peanuzaumst ~ paboueil  mporpaMMbl  NMPOECCHOHAIBHOIO MOy
o0ecrneunBaeTcs NeAarorniecKuMi pabOTHUKaMU 00pa30BaTeIbHON OpraHU3aIiy, a
TakKe JHUIIAMH, TMPUBJICKAEMBIMH K peall3alid 00pa30BaTeIbHOW MPOTpPaMMbl Ha
MHBIX YCIOBHSX, B TOM YHCJIE U3 YHCIIa PYKOBOAMUTENEH M paOOTHUKOB OpraHu3allni,
HaNpaBlieHUE ACSITEILHOCTH KOTOPBIX COOTBETCTBYET 00JACTH NpOoeCCHOHATBHOU
AesITeNbHOCTH ~ o0macTh  mpodeccuoHanpbHOW  gesrenbHoctd 06 CBs3b,
WH(POPMAITMOHHBIE U KOMMYHHUKAIIHOHHBIC TEXHOJIOTHH (MMEIOIIUX CTax pabOThI B
JTaHHOM NMpodecCHOHAIBHON 00J1aCTH HE MeHee 3 JIET).

KBamudukanus negarorndyeckux pabOTHUKOB 00pa30BaTENbHON OpraHU3aINH
OTBeYaeT KBaTM(UKAIMOHHBIM TPEeOOBaHUSM, YKAa3aHHBIM B KBATH(PUKAIMOHHBIX
CIpaBOYHUKAX U (WiK) TPoeCCHOHANBHBIX CTaHIApTaxX (npu Haruyuu).
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[legarornyeckue pabOTHUKHU, TPUBJIEKaeMble K peanu3aliiu 00pa3oBaTeIbHON
IpPOrpaMMBbl, MOJIy4alOT JOMOJHUTEIbHOE MPO(decCHoHaIbHOE 00pa3oBaHUE IO
nporpaMMaM TMOBBIIIEHUST KBadU(UKallMK, B TOM 4Yucie B (OpMe CTaKUPOBKH, B
OpraHu3alysIX, HANpaBJICHHE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET 00JIacTU
npodeCCUOHANILHON JIEeATEIbHOCTH 001acT mpodeccuoHanbHol AesitenbHocTH 06
CBs13b, MHPOPMALIMOHHBIE U KOMMYHHUKAallMOHHBIE TEXHOJOTUU HE pexe 1 pasza B 3
rojia C y4eTOM paclIupeHus crieKkTpa nNpodhecCuoHaIbHBIX KOMITETEHIIUM.
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5. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUSA
MMPODPECCHUOHAJIBHOI'O MOAYJIA (BUJA AEATEJABHOCTHN)

Koa n HaumeHoBanue
npogeccuoOHANbHBIX M 00LIUX

KOMIIeTeHIIHIi, Kpurepuu ouenku MeTtoabl OLIeHKH
(popmupyemMbIX B pamkax
MOAYJIS
1K 1.1. JlokymeHTHpOBATH — o6yHaronuiicss 060CHOBAHO UCTIONB3YeT HOPMATHBHO- | - IKCIIEPTHOE
COCTOSAHHUA TEXHUYECKYIO JIOKYMEHTAIIHIO B 00JIACTH HaO0JII0IcH1E 3a
UH(OKOMMYHUKAIIUOHHBIX WH(POKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI; TPAMOTHO JEATCIbHOCTBIO
CHUCTEM U X COCTABJIAIOIINX B BEJICT TCXHUYCCKYIO TOKYMCHTALMIO 110 00BEKTAM 06yqafoumxc;1 Ha
nponecce HATalKu | HH(POKOMMYHUKAIIMOHHBIX CHCTEM B MPOIECCe HAMAAKH | MPAKTHYCCKUX 3aHITUSAX,
OKCILTyaTallii W SKCILTyaTalnH. B XOJ€ KypCOBOTO
— JEMOHCTPUPYET YMEHUE KOHTPOJIMPOBATh HAJIUUUE U [IPOEKTUPOBAHMUS,
JABIKEHUE anmnapaTHbIX, IPOrpaMMHO-aNnapaTHbIX U BBITIOJIHEHNUS PaboT Ha
MPOrPaAaMMHBIX CPEJICTB; paboTaeT ¢ HHGOPMAIIMOHHOH y4eOHOH 1
CHCTEMOM I10 YIPABJICHHIO 3aIlaCaMU M PEMOHTOM,; [POM3BOJICTBCHHON
odopMIISeT 3asBKH HAa MaTEpUANIbl 1 KOMIICKTYIOIIHE NPAaKTHKE,
NH(POKOMMYHHUKAIIHIOHHBIX CHCTEM. - TECTUPOBAHNE;
— IEMOHCTPHUPYET HABBIKM COCTABJIEHUSI PETJIAMEHTHBIX - OLICHKA pE3yJbTaTOB
OTYETOB O 3AMEYECHHBIX OTKJIOHEHHSX OT IITATHOI'O BBINTOJIHCHUA
pexxnMa pyHKIIMOHUPOBAHUS NHPOKOMMYHHKAIIMOHHEIX | [IPAKTHYCCKUX pabor;
CHCTEM; BBITIOJHSCT JOKYMEHTHPOBaHNE 6a30BOI - 3amuTa
KOH(UTypaluy U NporpaMMHOTo odecrieueHus UHIWBUIYAJIBHBIX U
YCTPOMCTB MHPOKOMMYHHUKAIMOHHBIX CHUCTEM KOIUICKTHBHBIX paboT
IIK 1.2. lonnepxuBars — IIPY YCTAHOBKE U IKCIUTyaTalluu Nepu(pepuitHoro (pe(bepaTOB,U
paboTocnoco6HOCTh 060py0BaHKs 00YYAIOMIUICA IPAMOTHO NPHUMEHSET HPE3CHTALNH, PACIETHO-
aImapaTHO-IPOrPaMMHBIX COOTBETCTBYIOLINE HHCTPYKIIMH; BBIMOIHAET 3aMEHY rpaduyeckux pador);
CPEJICTB YCTPOICTB PacXOIHBIX MAaTEPHATIOB U KOMITICKTYIOIINX - 3alliuTa KypcoBoro
MH()OKOMMYHHKAIIHOHHBIX nepupepuitHoro 000pyRoBaHuUs; 060CHOBAHO HPOCKTa,
CHCTEM HCTIONB3YET KOHTPOJILHO-U3MEPUTENBLHOE 000pyI0BaHue | ~ anddepeHImpoBaHHbIe
3a4€ThI 110

JI7Is1 IPOBEPKU AJEKTPUUECKUX COEIUHEHUI YCTPOICTB
HH(POKOMMYHUKAIIMOHHBIX CHCTEM.

— IEMOHCTPHUPYET YMEHUE BBISABIATD U YCTPAHATH
MEXaHUYECKUE MTOBPEKACHUS U Ae(DEKThI yCTPOHUCTB
WHPOKOMMYHHUKAIIMOHHBIX CHCTEM.

— IEMOHCTPUPYET HABBIKU YCTaHOBKU
HH(POKOMMYHHUKAIIMOHHBIX CUCTEM Ha PabOYNX MecTaxX

MEKAUCIMTUTMHAPHBIM
Kypcam, yaeOHoi u
MIPOU3BOJICTBEHHOM
MpPaKTHUKaM;

- 9K3aMEHBI 110
MEKANCIMIUTNHAPHBIM

) Kypcawm;
COTJIACHO TPYJIOBOMY 3a/IaHHIO; BBIIIOJIHSET
JIUATHOCTHUKY aIllapaTHBIX OMIMOOK yCTPOHCTB - IK3aMCH 110
. npodeccrnoHaIbHOMY
WH(POKOMMYHUKAIIMOHHBIX CHCTEM; OCYIICCTBIISICT
MO/IYJIO

JIEMOHTaX U 3aMEHY Y3JIOB U 3JIEMEHTOB OTJIEIbHBIX
YCTPOUCTB MHOOKOMMYHHUKAIIMOHHBIX CHCTEM

IIK 1.3. Ycrpanars — o0yJaromuiicst HACHTUUIHUPYET HHITUICHTEHI,
HEHUCIPaBHOCTH B paboTe BO3HUKAIOIIUE [IPU YCTAaHOBKE IPOTPAMMHOTO
NH()OKOMMYHHKAaITMOHHBIX obecrieueHnst 1 000CHOBAHO ITPUHUMAET PeIIeHHe 00
cucTeM WN3MEHEHHH TIPOLIEAYPhI yCTAHOBKH; TPAMOTHO

OLIEHUBAET CTENEHb KPUTUUHOCTU UHLUAECHTOB U
paboTe NPUKIagHOrO IPOrPaMMHOT0 00ECTICYEHHS.

— IGMOHCTPUPYET YMEHUE YCTPAHITh BO3HUKAIOIHE
UHIUJICHTHI, TPOU3BOIUTH MOHUTOPHHT
aJIMUHUCTPHPYEMOI HHPOPMAIMOHHO-
KOMMYHHUKAIIMOHHOMN CHCTEMBI U CBOEBPEMEHHO
JIOKyMEHTHPOBATh YUYETHYIO HHpopManuio oo
HCTIONB30BaHUH CETEBBIX PECYPCOB.

— 00yJaromuiics: IeMOHCTPUPYET HaBBIKU BBISBICHNS,
OTIpEJIeTICHUs] U YCTPaHEHHMs TOCIIEeICTBUI cO0EB 1
OTKa30B CETEBBIX YCTPOICTB U ONEPAIIIOHHBIX CHCTEM;
onpenenseT NPUUNHbl BOSHUKHOBEHHS KPUTHYECKUX
WHIUACHTOB ITpY paboTe MPUKJIIaJHOTO NPOrPaMMHOTO

31




obecredeHus

[IK 1.4. IIpoBOAUTH TIPHEMO-
CHAaTOYHBIC HCITBITAHUS
KOMIBIOTEPHBIX CETEH U
CEeTeBOIr0 000y I0BAHMS
Pa3TMYHOTO YPOBHS U OLICHKY
KadecTBa CETEBOI TOIMOJIOTUHU B
paMKax cBoeil
OTBETCTBEHHOCTHU

— 00yHaroIuiics: crioco0eH UIeHTUPUIIIPOBATD
MHLUICHTBI, BO3HUKAIOLINE PU NPOBEICHUH
NpeIBAPUTEIBHBIX HCIBITAaHUI; TPAMOTHO HCIIOJIB3YET
NPOLIEAYPBl BOCCTAHOBJICHHS AaHHBIX, OTIPECIsIeT
TOYKH BOCCTaHOBJICHUS JAHHBIX, OLICHUBAET PHCKA
TNEPEPLIBOB B IPEAOCTABJICHUN CEPBUCOB ITPU
MIPOBEJICHUH UCTIBITAaHNH.

— 00y4JaOIMUHCs OCYIIECTBIISET TOATOTOBKY K
IIPOBCACHUIO ITPECABAPUTEIIBHBIX I/ICHI)ITaHPlﬁ;
COCTaBIISIeT rpaduK MpeaBapUTEIILHBIX UCIIBITAHHI;
BBITIOJIHSIET OIIOBEICHHS T10JIb30BaTeNeld 0 BO3MOXHBIX
nepepsIBax B MPEOCTABICHUN CEPBHCOB; BBHITIOIHSET
HpeBapHUTEIbHBIC UCTIBITAHHS

IIK 1.5. OcymiecTBasTh
pe3epBHOE KONMPOBAHUE U
BOCCTAHOBJICHHE
KOH(UTYpaluu ceTeBoro
obopynoBaHuUs
HHPOPMALTHOHHO-
KOMMYHHUKaIIMOHHBIX CHCTEM

— 00y4aroIUiCs AEMOHCTPUPYET YMEHHE UCTIOIb30BATh
IIPOLEAYPBI U ONPEAECIATh TOUKU BOCCTAHOBICHHUS
JTAaHHBIX; pabOTaeT C cepBepaMy apXHUBHPOBAHUS
Cp€aACTBaMM YIIPaBJICHUA ONCPAIUOHHBIMHU CUCTEMAMU,
TPaMOTHO HUCHONb3YET HOPMAaTHBHO-TEXHUYECKYIO
JIOKYMEHTALHUIO.

— 00y4aroIuiics BBITOIHIET BOCCTAHOBIICHHE
MapaMeTPOB MO YMOIYAHHIO COMIACHO TOKYMEHTAalUU
OIIEPallUOHHBIX CUCTEM, IIPU IIOMOILHU CEPBEPOB
apXUBHPOBAHMs, 8 TAKXKE IIPU IIOMOILU CPEICTB
YHpaBJC€HHUA CHICHUAIIN3UPOBAHHBIX ONIEPALITMOHHBIX
CHCTEM CETEeBOr0 000pYIOBaHHUS.

— 00y4aromuiics: IEMOHCTPUPYET HaBBIKU
TJIaHUPOBAHUS pACIIUCAHUA apXUBUPOBAHUA U
apXUBUPOBAHUE MAPAMETPOB MOJIB30BATENBCKUX
YCTPOMCTB; BBIIIOTHSAET COIPOBOXKIECHUE CEPBEPOB
apXMBUPOBAHUS IPOTPAMMHOTO 00ECTICUEHUS U
MOHUTOPHHTI IIPOBEICHHOIO IUIAHOBOI'O apXUBUPOBAHUSA
10JIb30BATEIbCKUX YCTPOICTB

IIK 1.6. OcymiecTBasTh
WHBEHTAPHU3ALINIO TEXHUUECKUX
CpEJICTB CEeTeBOM
HHPPACTPYKTYPBI, KOHTPOJIb
000pyIoBaHHUS TIOCIIE
MIPOBEJIEHHOTO PEMOHTA

— 00yYaroIIUICs TPaMOTHO BEACT TEXHUUYCCKYIO
JIOKYMEHTAIHIO 110 00beKTaM HH()OPMAITHOHHO-
KOMMyHI/IKaHPIOHHOﬁ CUCTEMBI;, OCYHICCTBIACT KOHTPOJIb
HAITMYHSI U IBIOKCHUS allapaTHBIX, TPOTPAMMHO-
anmapaTHbIX U MPOrPAMMHBIX CPEJICTB.

— BBITIOJTHACT MPOBEPKY OTYETOB IO PE3yJIbTaTaM
WHBEHTAPHU3AIUH U CIIMCAHUS allapaTHBIX,
MPOTPaMMHO-aIIaPATHBIX U MIPOrPAMMHBIX CPEJICTB;
(UKCUpYeT B )KypHAJIC HHBEHTApHBIC HOMEpa U
MECTOPACIIOJIOKCHUA TEXHUYCCKUX CPCIACTB
aIMUHUCTPUPYEMOM CETH, OCYILIECTBIISIET X
MapKHUPOBKY

[IK 1.7. OcymecTBiaTh
peryiaMeHTHOE 00CITyKHBaHHUE
1 3aMEHY PacXOIHBIX
MarepualioB nepudepuitHoro,
CETEBOI'0 M CEPBEPHOTO
obopynoBaHus
MH()OKOMMYHHKAIMOHHBIX
CHCTEM

— o0yJaromuiicst rpaMOTHO paboTaeT ¢ TOTOBOPHOH U
OTYETHOH JJOKyMeHTaIMel Ha 00CITy)KUBaeMyI0
UH(OPMALMOHHO-KOMMYHHUKALOHHYIO CHCTEMY, C
MH(OPMAIMOHHOM CUCTEMOH yIIpaBJICHUs 3aracaMu 1
PEMOHTOM, opopMIISIET 3asIBKM HAa MaTEPHAIIbl U
KOMIUIEKTYIOIHE HHPOPMAITHOHHO-
KOMMyHHKaHHOHHOﬁ CHCTCMBI.

— 00yYaIOIIHMIACS OCYIIECTBIISET KOHTPOJIb OCTATKOB
3aIaCHBIX 4acTei 1 000pyI0BaHMSA II0]] 3aMEHY;
KOHTPOJIb COOJTIOICHUSI TpadiiKa MPOPHITAKTHIECKOTO
00CITyKMBaHHs 000PYIOBaHUS; BHIIOIHSICT BHECCHHS
JIAaHHBIX O POBEAEHHBIX paboTax, 00 UCIIOIB30BAaHHBIX
3aMacHBIX YacTsIX B MH()OPMALMOHHYIO CHCTEMY
YIpaBJICHUs! 3a11aCAMU U PEMOHTOM

OK 01. Berbupats crioco6st
pelLIeHns 3a1aq
podeCCHOHATIBHOM

— 00yHalOIIUIiCs IEMOHCTPUPYET HAIMYNE YMEHHH
pacmo3HaBath 3afady (mpobieMy) B mpodeccHoHATEHOM
WM COLIMAJIbHOM KOHTEKCTE; aHAJIM3HPOBATh U

9KCIEPTHOE HAOIIIOICHHE
3a JIeSITENbHOCTHIO
00yJaromuxcs:

32




JACATCIBHOCTH IIPUMEHUTEIIBHO
K pas3JIMYHbIMU KOHTECKCTaM

BBIICTISATE €€ COCTaBHBIC YaCTH; OTIPECINIATh TAIThI
peH_IeHI/Iﬂ 3ala4i, BBIABJIIATh U Sq)(l)eKTI/IBHO HCKAThb
HHPOPMALINIO, HEOOXOIMMYTO JUTSI PEIICHHS 3a0aui
(T1po0IeMBI). COCTABIAET TUIAH IEHCTBHI; ONIpEaeIsieT
HEOOXOUMBIC PECYPCHI; BIAJICET aKTyalTbHBIMU
MeTOAaMHU paboTHI B TPO(eCCHOHATEHOW M CMEKHBIX
chepax; peaar3yeT COCTABICHHBIN TUIaH; OICHUBACT
pe3yNbTaT U MOCJEICTBUSI CBOMX JCHCTBUIMA

OK 02. Ucnons3oBath
COBpEMEHHbIE CPEJICTBA
MOMCKa, aHAJIN3a U
MHTEpIpeTaun HHGOpMAaLUH,
1 uHPOPMAIIMOHHBIE
TEXHOJIOTUH JJIS BBIMTOTHEHUSI
3a7a4 IpoQeCcCHOHATBHOM
JIESTENLHOCTH

— oOyuaromuiicst 001a1aeT CHOCOOHOCTBIO OTIPEACTIATE
3aa4Y1 U HeO6XO}II/IMLIe HUCTOYHHUKU JISI ITIOHNCKaA
nH(OPMALINK; TIIAHKPOBATH POLIECC TOUCKA H
CTPYKTYpPHPOBATh NOIydaeMy0 HHPOPMALHIO.

— BBIICIISICT HanOoJIee 3HaYNMOeE B IepeyHe
UH(OPMALIUK ¥ OLCHUBACT IIPAKTHYECKYIO 3HAUUMOCTb
pe3yNbTaToB MoUcKa; 0hOpMIISIET pe3yIbTaThl TOUCKA,
NPUMEHSET CpeICTBa HHOOPMALMOHHBIX TEXHOIOT Uit
JUIsl peleHuns MPoeCCHOHATIBHBIX 3a]1a4; UCIIONb3YEeT
COBPEMEHHOE NPOrpaMMHOE 00ecrieYeHe U Pa3InIHbIC
IU(POBBIE CPEACTBA TS PELICHUS PO(PECCHOHATBHBIX
3a1a4

OK 03. [InanupoBaTs 1
pean30BBIBaTH COOCTBEHHOE
npodeccroHansHoe U
JIMYHOCTHOE pa3BHUTHE,
MPEANPUHIMATEIbCKYTO
JIeSITeNIbHOCTD B
npodeccroHaIbHOI chepe,
UCTIONB30BaTh 3HAHMS 110
NIpaBOBOH M (PUHAHCOBON
IPaMOTHOCTH B Pa3JIMYHBIX
KM3HEHHBIX CUTYalUsIX

— IIpY BBITIOJTHEHHUH TTOCTABJICHHBIX 337124 00yYatOuiCs
JIEMOHCTPHUPYET CHOCOOHOCTH OTPEIEIATh
aKTyaJIbHOCTh HOPMAaTUBHO-ITPaBOBOM JOKYMEHTAIINH B
npodeccroHaNbEHOMN NEesITeNbHOCTH; IPUMEHSTh
COBPEMEHHYIO HayYHYIO MPOHEeCCHOHATIBHYIO
TEPMHHOJIOTHIO.

— 00y4aromuiicss OCO3HaHO ONPENEISIET ¥ BEICTPAHBAET
TPaeKTOPUH CBOETO NPOQECCHOHATBHOTO PAa3BUTHS U
camM000pa30BaHus; CIIOCOOEH UCIIOIb30BaTh 3HAHUS 110
MPaBOBOH M (PUHAHCOBOW TPaMOTHOCTH B PA3IMYHBIX
JKM3HEHHBIX CUTYalHUsIX

OK 04. Dddexrusno
B3aUMO/ICHICTBOBATh U paboTaTh
B KOJUIEKTHBE U KOMaH[Ie

— 00y4aroIIUiics IEMOHCTPUPYET YMEHHE OPraHU30BaTh
paboTy KOJUIEKTHBA U KOMaH Ibl; 3)(HEKTUBHO
B3aUMO/ICHCTBYET C KOJUIETaMU, PYKOBOJICTBOM,
KIMEHTaMH B X0Zi¢ y4eOHOro Ipolecca U Ha IIPAKTHKE

OK 05. OcymiecTBIsTh yCTHYIO
U MMCbMEHHYTO
KOMMYHHUKAIIHIO Ha
TOCY/IapCTBEHHOM SI3BIKE
Poccuiickoit ®eneparuu ¢
Y4eTOM 0COOCHHOCTEH
COLMAJIbHOTO U KYJIbTYPHOTO
KOHTEKCTa

— oOyuaromuiicst pa3dupaercst B 0COOEHHOCTSIX
COIMATIBHOTO M KYJIbTYPHOT'O KOHTEKCTA, OCO3HAHO
MPUMEHSET TpaBuia 0QOPMIICHUS TOKYMEHTOB U
MOCTPOCHHS YCTHBIX COOOIICHH.

—TPaMOTHO H3JIaraeT CBOM MEICITH U opopMIIsieT
JIOKYMEHTBHI 110 IPO(heCCHOHANILHOM TeMaTHKe Ha
TOCYJTAPCTBCHHOM SI3BIKE, MPOSBIISICT TOJICPAHTHOCTH B
pabodyeM KOJUICKTHBE

OK 06. ITposBnsT
IPa’kKAaHCKO-TIATPHOTHYECKYTO
TIO3UIIHIO, IEMOHCTPUPOBATH
OCO3HaHHOE MOBE/ICHUE Ha
OCHOBE TPaULMOHHBIX
POCCUMCKHUX IyXOBHO-
HPaBCTBECHHBIX HeHHOCTeﬁ, B
TOM HYHUCIIE C YIETOM
TapMOHU3AINU
MEKHALMOHATIBHBIX 1
MEKPEIUTHO3HBIX OTHOLICHUH,
MIPUMEHSTh CTaHJapThI
AHTUKOPPYMIUOHHOIO
TIOBCACHUA

— 00yYaIOIIUICS IEMOHCTPUPYET 3HAHUE M TOHUMAHHE
CYIIHOCTH TPaXIaHCKO-TTATPUOTHIECKOMN MO3UIIHH
TPAJUIIHOHHBIX POCCUHCKHX JTyXOBHO-HPaBCTBEHHBIX
[IEHHOCTEHU. MPOSIBIISIET UyBCTBA TATPHOTU3MA,
IPaKIaHCTBEHHOCTH, YBAKEHHSI K TTAMSTH 3aI{UTHUKOB
0TEYEeCTBa M MOJABHIAM TEPOEB OTEUECTBA, 3aKOHY U
MPABOIOPSIIKY, YEIOBEKY TPY/Ia U CTapIIeMy
MOKOJICHHIO; B3aUMHOTO YBaKEHUS, OEPEIKHOTO
OTHOMICHUA K KYJIbTYPHOMY HACJICIUIO U TPAAUIIUAM
MHOTOHAI[HOHAIBHOTO HApOIa POCCUICKON (emepanuu
— IPUMEHSIET CTaHIAPTHI AHTHKOPPYIIIHOHHOTO
MOBE/ICHHS, 0CO3HAET BO3MOXKHBIE MTOCIIECICTBHUS €r0
HapYIIEHHS.

— 00YYAIOIIHIACS] OCO3HAHO OMHCHIBACT 3HAYMMOCTh
cBoeii Oyayueit mpodeccun

OK 07. ConeticTBOBaThH
COXPaHCHHIO OKPYKAIOIICH
CpeJibl, pecypcocOepexeHuro,

— o0yuatoluiics: criocobeH cobr0IaTh HOPMBI
9KOJIOTHYECKOH 6E30MacHOCTH, ONPECIATh
HAIPAaBIICHHUSI PECYPCOCOCPEIKCHHS B pAMKax

- Ha MPAKTHYECKHUX
3AHATUSAX;

- B XO/JI€ BBIMOIHEHUSI U
3aIIUTHI KYpCOBOTO
MPOCKTA,
WHIUBU/YATbHBIX U
KOJJICKTHBHBIX paboT
(pedeparos,
Mpe3eHTaIl1i, pacuyeTHO-
rpadudeckux pador);

- B XO/JI€ BBITMOTHEHUS
pabot Ha y4eOHOH
MIPOU3BOJICTBEHHOM
MPAKTHKAX;

- B X0JIe 9K3aMeHa 110
poQeCCUOHATHEHOMY
MO/IYJIIO

33




MIPUMEHSTH 3HAHUS 00
M3MEHEHHH KIIUMaTa,
TIPUHITUITEL OEPEeKITUBOTO
MIPOM3BOJICTBA, YPPEKTHBHO
JIEHCTBOBATh B UPE3BbIUAHHBIX

npoheCcCHOHAIBHON JIESTENIBHOCTH 110 CIICIHAIBHOCTH.
— 00yYarOIIUICs OCYIIECTRIIACT paboTy ¢ COOIOICHHEM
NPUHIMIIOB GepexIIMBOr0 IPOU3BOACTBA, OPTaHU3YET
po¢eCCHOHATBHYIO IEATEIFHOCTh C YUETOM 3HAHUH 00
N3MEHEHHNHN KJIIMMATHYECKUX YCIOBUHA PEernoHa

CUTYAIHSIX
OK 09. ITonb3oBaTbCs — 00yYaroIIUiCs MOHUMAET OOIIHI CMBICT YETKO
npodheCCUOHATBHOMN MPOU3HECCHHBIX BHICKA3bIBAHUI HA N3BECTHBIC TCMBI

JIOKyMEHTaluen Ha
TOCYJapCTBEHHOM U
HHOCTPAaHHOM SI3BIKaX

(mpodeccruonanbHbIC U OBITOBBIE), & TAKKE TEKCTHI HA
0a3oBble MTPOQecCHOHANBHBIC TEMBI; YYaCTBYET B
JIUajiorax Ha 3HaKOMbIe 001Ire U npohecCHOHATTbHbIC
TEMBI; CTPOUT MTPOCTHIE BHICKA3BIBAHUS O ceOe 1 O CBOCH
PO ECCHOHATBHON NIEATEITLHOCTH, KPATKO
000CHOBBIBACT U OOBSICHSICT CBOM JICHCTBHUS (TEKYIIUC U
IUTAHUPYEMBIC); TIUIIET IPOCTHIC CBA3HBIC COOOIICHUS
Ha 3HAKOMBIC WITH HHTEPECYIONIHE POPECCUOHATBHBIC
TEMBbI
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